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Abstract. We propcse a two-phase methoalogy for
quartifying the performalility (performance and avail-
ability) of clusterbasedinternetservices. In the first
phase evaluaors usea fault-injection infrastructue to
measuetheimpactoffaultsontheserversperformance
In the secondphase evaluators usean analyticd model
to combinean expectedfault load with measuements
from the first phase to assesghe servers performalil-
ity. Usingthis model,evaluators can studythe servers
sensitivityto different designdecisiors, fault rates,and
ervironmental factors. To demonstate our methoalogy,
we studythe performability of 4 versionsof the PRES
Web serveragainst 5 classesof faults, quartifying the
effectsof differentdesigndecisionson performarce and
availahlity. Finally, to further showthe utility of our
model,we also quartify the impactof two hypothetical
charges,reducechumanopetator responsg¢ime andthe
useof RAIDs.

1 Intr oduction

Popularintemet servicesfrequently rely on large clus-
tersof commality computersastheir suppating infras-
tructure [5]. Theseservicesmustexhibit several char

acteristics,including high perfamance,scalability and
availability. The performane andscalability of cluster

basedsenershave beenstudiedextersively in theliter-

ature,e.g.,[2, 5, 7]. In contrastundestandingdesigns
for availability, behaior during compamentfaults, and
therelatiorshipbetweemerfomanceandavailability of

thesesenershave receved muchlessattention

Although todays servicedesignersare not oblivious
to the importanceof high availability, e.g.,[5, 12, 2§,
the designand evaluation of availability is often based
onthe practitiorer’s experienceandintuition ratherthan
aquaritative methoalogy:.

In this paper we adwarce the state-ofthe-artby de-
velopng a 2-plasedmethoddogy that combires fault-
injection andanalyticalmodelingto study and quantify
the performalility — a metric combiring perfomance
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and availability — of clusterbasedseners. In the first
phaseof our methalology, the sener is berchmarled
for performarce and availability both in the presece
and absenceof faults. To supprt systematicfault-
injection, we introduceMendasus, a fault-inection and
network emuldion infrastricturedesignedpecificallyto
studyclusterbasedseners. While evaluaors usingour
methowlogy are free to useary fault-inection frame-
work, Mendbsusprovidessignificantflexibility in emu-
latingdifferentLAN configurationsandis abletoinjecta
wide variety of faults,including link, switch, disk, noce,
andprocessfaults.

The secondbhaseof our methalology usesananalyt-
ical modelto combine an expectal faultmodel[23, 32,
measuremntsfrom thefirst phaseandparametesof the
surrownding ervironmert to predictperfamability. De-
signerscanusethis mockl to studythe poterial impact
of differentdesigndecisiors onthesener'sbehaior. We
introduce a single perfamability measurgo enablede-
signergto easilycharaterizeandcompae seners.

To shaw the practicality of our methoddogy, we use
it to studythe perfamability of PRESSa clusterbased
Websener[7]. A significantbenefitof analyzingPRESS
is that, over time, the designes of PRESShave accu-
mulateddifferen versiors with varying levels of perfa-
mance Usingour methoalogy, we canquantifytheim-
pactof chargesfrom one versionto anotheron avail-
ability, andtherefoe, periormablity, prodicing a more
compete picture than just the previous dataon perfa-
mance. For examge, a PRESSversionusing TCP for
intra-cluster commnunication achieves a higher overall
perfamability scoreeven thoughit doesnot perform
aswell asa versionusingVIA. We alsoshav how our
mode canbe usedto predicttheimpactof designor en-
vironmentalchangs;in particular we useour modelto
studyPRESSS sensitvity to operdor coverageandusing
RAIDs insteadof indeendentSCSldisks.

We male thefollowing contiibutions:

e We proposea methalology that combnesfault in-
jection, expelimentation andmodeling to quantify
aseners availability aswell asits performane.

o We demorstratethe power of our methoalogy by



usingit to evaluatefour different versims of a so-
phisticatedclusterbasedsener. We also quariita-
tively evaluate designand ervironmenal tradedfs
onthesener’s performability.

e We use results from our study to derive sev-
eral guidelires on how to designhighly available
clusterbasedseners.

The remainar of the paperis organized as fol-
lows. The next sectiondescribesour methaology and
perfamability metric. Section3 describesour fault-
injectioninfrastricture. Section4 describeghe basicar
chitectue of thePRESSsenerandits differentversians.
Section5 presets the resultsof our fault-injection ex-
perimerts into the live sener. Section6 describeghe
resultsof ouranalyticalmodeing of PRESSWe discuss
thelessonsve learnedin Section7. Section8 describes
therelatedwork. Finally, in Section9 we drav our most
importantcondusions.

2 Methodology and Metric

Our methalology for evaluaing seners’ perfomability
is comprisedof two phases. In the first phasethe eval-
uator definesthe set of all possiblefaults, theninjects
them (and the subsequat recovery) one at a time into
a runring system. During the fault and recovery peri-
ods, the evaluator mustquantify perfamanceandavail-
ability asa function of time. We currerly equateper
formancewith throughpu, the numbe of requestssuc-
cessfullyservedper seconganddefineavailability asthe
percentaye of requestservedsuccessfullyln thesecond
phasethe evaluatorusesananalyticalmodel to compue
the expectedaverag throughput and availability, com-
biningthe sener’s behaior undernormad opeation,the
behaior duringcompnentfaults,andthe ratesof fault
andrepairof eachcommnent.

2.1 Phasel: Measuring Performance Un-
der Single-Fault Fault Loads

Therearetwo tricky issueswheninjecting faults. First,
when measurig the sener's perfamancein the pres-
enceof a particdar fault, the fault mustlastlong enaugh
to allow all stagesin the mockel of phase2 to be ob-
sened and measured The one excepion to this guide-
line is that a sener may not exhibit all mocel stages
unde certainfaults. In thesecasesthe evaluatos must
usehisunderstandingf thesenerto correctlydetermire
whichstagesaremissing(andlatersettingthetime of the
stagein the abstractmodel to 0). Seconl, a bencimark
must be chosento drive the sener suchthat the deliv-
eredthroudhputis relatively stablethroughouttheobser

Events
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2. Detect fault

Throughput

3. Server stabilizes

4. Component recovers
(not detected)

5. Server stabilizes

6. Operator Reset

7. All components back up
8. Normal operation
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Figurel: The 7-stag piecewise linear modelspecified
by our metha@ology for evaluaing the perfamability of
clusterbasedseners.

vationperiad (excep for transienwvarmup effects). This
is necessarjo decoupe measuregerfamancerom the
injectiontime of afault.

2.2 Phase2: Modeling Performability Un-
der ExpectedFault Loads

Ourmocklfor describimy averageperfamanceandavail-
ability is built in two parts. The first part of the model
describeshe systemsrespoiseto eachfaultin 7 stages.
The secondpartcombiresthe effectsof eachfaultalorg
with the MTTF (Mean Time To Failure) and MTTR
(MeanTime To Recovely) of eachcompmentto arrive
atanoverall avergye availability andperfamane.

Per-Fault Seven-Stage Model. Figurel illustratesour
7-stagamodelof serviceperiormane in the presencef
a fault. Time is shovn on the X-axis and throughput
is shawvn on the Y-axis. StageA mockls the degraded
throughpu delivered by the systemfrom the occurence
of thefaultto whenthe systemdetectghefault. StageB
modes the transientthroughpu deliveredasthe system
recorfiguresto account for thefault; thesystemmaytake
sometime to reacha stableperfamanceregimebecause
of warmingeffects.We mocel thethrouchputduring this
transieniperiodastheaveragethroughpu for theperiod
After thesystemstabilizesthroughpu will likely remain
atadeggradedevel becausghefaulty compnen hasnot
yetrecovered,beenrepairedor replaced StageC mod
els this degradedperfamanceregime. StageD models
the transientperfamanceafterthe compmentrecovers.
StageE modelsthe stableperformarce regime achieved
by the serviceafterthe compmenthasrecovered. Note
thatin thefigure we shav theperfamancen E asbeing
belav thatof normd operdion; this may occurbecause
thesystemis unableto reintegratethe recoveredcompe
nentor reinteggration doesnot leadto full recovery. In
this case,throughpu remairs at the degradedlevel un-
til an opertor detectsthe prablem. StageF represents
throughpu deliveredwhile theseneris resetby theoper
ator. Finally, stageG represets thetransienthroughput
immediatelyafterreset.



For eachstagewe needtwo paraneters:(i) thelength
of time that the systemwill reman in that stage,and
(ii) the averag throwghpu delivered during that stage.
The latteris measurd in phasel. Theformer is either
measuredor is a paraneterthat mustbe supplied. For
exampe, the time that a servicewill remainin stageB
assuminghatthe fault last sufficiently long is typically
measuregdthe time a servicewill remainin stageE is
typically a suppliedparaméer.

Sometimesstagesmnay not be presentor may be cut
short.For example,if therearenowarmirg effects,then
stagesB, D, andG would not exist. In practice,we set
thelengthof time thesystemis in sucha stateto zero. If
theassumed/TTR of acommnentis lessthanthemea-
suredtime for stagesA andB, thenwe assumehatB is
cut shortwhenthe compner recovers. The evaluata
mustanalyzethe measuremntsgatteredin phasel, the
assumedaranetersof the fault load, and the erviron-
mentcarefdly to correctly paraneterizethe model.

Modeling Overall Availability and Performance.Hav-

ing definal the sener’s resposeto eachfault, we now

must combire all theseeffeds into an averag perfa-

manceand averag availability metric. To simplify the
analysiswe assumehatfaultsof different compmnents
are not correlated, fault arrivals are exponentially dis-

tributed, and faults queueat the systemso that only a
singlefault is in effect at arny pointin time. Theseas-
sumptiors allow usto addtogetter the various fractions
of time spentin degraded modes. If T, is the sener
throwghpu under normal opeation, ¢ is the faulty com-
ponent, T} is thethrowghpu of eachstages whenfaultc

occus, and D¢ is the duration of eachstage ,our model
leadsto the following equatims for averagethroughput

(AT) andaverage availability (AA):

G 8
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AT
AA = T
whereW, = (Ef:A D2)/MTTF.. In plain Endish,
W. is the expectedfraction of the time during which
the systemopeatesin the presene of fault ¢. Thus,
the(1 — 3, W.)T, factorabose compuesthe expectel
throughpu whenthesystemis free of ary fault,whereas
theEf: A(%%FCTCS) factorcompuesthe expectedav-
eragethroughpu whenthe systemis opeating with a
singlefaultof typec. NotethatT), represets the offered
loadassuminghatthe seneris not saturateduincer nor
mal operatia, so AT/T,, compitesthe expected frac-
tion of offeredreqieststhat are successfullysened by
thesystem.

It is interestingto corsider why the denaninator of
W, isjust MTTF, insteadof MTTF.+ MTTR,. The
equatim for W, is correctasit is becasethe assump-
tions listed above imply that when a fault occursand
is on-going, ary other fault could arrive and queueat
the system,including a fault to the samecompment.
The impacton our mode is that we compue the frac-
tion A(;]‘ngNntin]e as %, not as.the_more typicfall
wrrrsaTTE- N practice thenumeical impactof this
differenceis minimal,becase MTTF >> MTTR.

Limitations. A current limitation of our mocel is that
it doesnot captue dataintegrity faults; thatis, faults
thatleadto incorrect databeingsenedto clients. Rather
it assumeshe only consegenceof compnert faultsis
degradationin perfamanceor availability. While this
mode is obviously not geneal enoudy to describeall
clusterbasedseners,we believe thatit is representatie
of alarge classof seners,suchasfront-endseners (in-
cludingPRESShandotherreadenly seners.

Anothe limitation of our mockl is that it is based
on the measuredesponseo single faults; the model
can thus only capturemultiple simultaneos faults as
a sequenceof non-overlgoping faults. If we assume
that faultsareindepenlent,thenthe introducederra is
bourded by the probability of therebeingtwo or more
jobsin a single multi-classsener queuewhenthe fault
arrival and repair processesare viewed in a queung-
theordic framework. Intuition tells us that the proba-
bility of seeingmultiple simultaneasfaultsfor practical
MTTFs and MTTRs shouldbe extrenely low. Deter
mining the prabability of simultaneos faultsexactly is
not straightfaward, but our initial approimatiors (as-
sumingtheratesin this pager) shav thatwe canexpect
arourd 2 multi-fault eventsperyear On the otherhand
thereareindicatiors thatfailuresarenotalwaysindepen-
dent[22, 35, aswell asanecatal evidercethatbaraue,
comgex failures are not uncanmon [14]. Theseob-
senatiors imply that the indeperienceassumptionsn
our mockl will resultin optimistic predidions for the
frequeng of multi-fault scenariod33]. Unfortunately
thereis no study that quartifies such correlatiors for
clusterbasednternd serviceslin thefuture,we mayex-
tendour methoalogyfor designesto testtheir services
sensitvity to setsof potertially correlatedfaults.

2.3 Performability Metric

Despitemuch work that studiesboth perfomanceand
availability (e.g.,[21, 3Q)), thereis amguably no single
perfamability metricfor compaing systems.Thus,we
propseacombiredperformalility metricthatallows di-
rectcomparisonof systemausingboth perfamanceand
availability asinput criteria. Our appoachis to multiply
theaverage throughputby anavailability factor;thechal-



lenge,of couse,is to derive a factorthat properly bal-
anceshothavailability andperformarce. Becausevail-
ability is oftencharaterizedin termsof “the numter of
nines”achieved, we believethatalog-scaledatioof how
eachsenercompaesto anidealsysteris anappopriate
availability measureleadirg to the following equatio
for performalbility:

log(Ar)

P=Tnx log(AA)

where Ay is anideal availability, T, is the throughput
unde nomal operatim, AA is the averag availability,

and P is the perfamability of the system. A; mustbe
lessthan1 but canotherwisebe chosenby the service
designes to representhe availability thatis desiredfor

theservicege.g.,0.9999.

This metric is an intuitive measue for perfomabil-
ity becageit scaledinearly with both performarce and
unavailablity. Obviously, if perfamancedoubles, our
perfamability metricdoubdes. On the otherhard, if the
unawilability decreaseby afactorof 2, thenperfama-
bility alsorougHy doubes. Theintuition behind this re-
lationshipbetweerunavailablity (») andperformability
is thatwe canappoximatelog(1l — u) as—u whenu is
small. Further if theservicedesignes wishtoweighone
factormoreheaily thanthe other, theirimportancecan
easilybeadjustedby multiplying eachtermby aseparate
constantveight.

3 Mendosus

Mendgsusis a faultinjectionandnetwork emulation in-
frastructue designedo suppat phasel of our method
ology. Mendsusaddessesdwo specificprodemsthat
servicedesignes arefacedwith today: (1) how to assem-
ble a suficiently representate test-bedo testa service
asit is beingbuilt, and(2) how to corvenientlyintrodice
faultsto studythe services behaior undervarious fault
loads. In this section,we first briefly describeMenda
suss architectue andthendiscusghefault modelsused
by the network, disk, andnodefault injection modules,
which areusedextersively in thiswork, in moredetail.

3.1 Architecture

Mendcsus is compised of four software commpnents
runring on a clusterof PCsphysicallyintercomectedby

a GiganetVIA network: (1) a centralcontoller, (2) a
pernode LAN emulate module, (3) a setof pernode
fault-injecion kernd modules,and(4) a pernode user

level daema that senesasthe comnunicationconduit

betweerthe centra contrdler andthe kerrel modudes.

Thecentralcontwolleris respmsiblefor decidingwhen
andwherefaultsshoud be injectedandfor maintaining
a consistentview of the entire network. When emula-
tion starts,the controllerparsesa configuationfile that
describeghe network to be emdated and compaments’
fault profiles. It forwards the network configuration to
the daemonruming at eachnodeof the cluster Then
asthe emulation progessesit usesthe fault profilesto
decidewhatfaultsto injectandwhenthey shouldbein-
jected. It commnunicateswith the pernode daemos as
necessaryo effectthe faults(andsubsequerrecovery).
Note that while thereis onecentralcontoller per emu-
latedsystem,it doesnot limit the scalabilityof Menda
sus: the contoller only dealswith faults and doesnot
participde in ary permessag®epeations.

The pernode emulation modulemaintainsthe topd-
ogy andstatusof the virtual network to routemessages.
To emulateroutingin Ethernenetworks, aspanningree
is compuedfor thevirtual network. EachemulatedNIC
is presentedas an Ethenet device; a node may have
multiple emulatedNICs. When a paclet is handedto
the Etherret driver from the IP layer, the driver invokes
the emulation module to deternine whetherthe paclet
shouldbe forwarded over the real network (and which
nodeit shouldbe forwarded to). The emulationmod
ule determires the emulatedroute that would be taken
by the paclet. It thenqueiesthe network fault-injection
modue whetherthe paclet shouldbe forwarded. If the
answeris yes,the pacletis forwardedto the destinatiol
over theundelying realnetwork. Theemulationmodue
usesmultiple poirt-to-pdnt messaget emulateEther
net multicastandbroadtast. A leaky bucket is usedto
emulateEthenetLANs with differentspeeds.

Finally, the setof fault-injection kerné moduleseffect
theactualfaultsasdirectedby thecentralcontrdler. Cur-
rently, we have implemened 3 modues, allowing faults
to beinjectedinto the network, SCSI disk subsystems,
and individual noces. The challerge in implementing
thesesubsystemss to accurgely understandthe set of
possiblerealfaultsandthefaultreportirg thatpercolates
fromthedevicethroughthedevicedrivers, opeatingsys-
tems,andultimately, up to the application. We describe
thefaultmodelswe haveimplemenedin more detailsin
thenext severd sections.

3.2 Network Fault Model

Thenetwork fault mocel includesfaultspossiblefor net-
work interfacecardslinks, hubs,andswitches.For each
commnent,a fault canleadto prababilistic paclet loss
or compete loss of commnunication In addition, for
switchesandhubs,partial failuresof oneor more ports
arepossible. All faultsaretransientalthowgh a perma-
nentfault canbeinjectedby specifyinga down time that



Fault Characteristic | OS Masking of Fault
Disk hang Sticky Unmasled

Disk offline Sticky Unmasled

Power failure | Sticky Unmasled
Readfault Sticky Unmasled in Linux
Write fault Sticky Unmasled in Linux
Timeout Transient Unmasled

Parity errors | Transient Masled

Bushbusy Transient Masled

Queusefull Transient Masked

Tablel: SCSifaultsthat Mendsuscancurrentlyinject.

is greateithanthetime requredto runthefault-injection
expetiment.

Ourfault-injection modue is embedédwithin anem-
ulated Etherret driver. Recallthat the emulateddriver
alsoincludesour LAN emulate module, which contains
all information neededto compute the route that each
pacletwill take. Faultinjectionfor the network subsys-
temis straightfowardwhenthecommuricationproto®l
alreadyimplemerts endto-endfaultdetection Faultsare
effectedsimply by checling whetherall compmnentson
theroute areup. If arny aredown, the pacletis simply
dropped. If any comnentsarein anintermitten faulty
state,thenthe paclet is drogped (or sent)accordng to
the specifieddistribution.

Recallthatthe centra contrdler is resposible for in-
structingthe network fault injection modules on when,
where,andwhatto injectdynamically. Instructionsfrom
the centralcortroller arerecevved by the local daema
andpassedo theinjectionmodule throuch theioctl in-
terface. Thefault-injectionandemulationmodiulesmust
work togetter in that faults may requie the emulatio
modue to recomputetherouting spaning tree. Thecen-
tral contoller is responsite for determinig whena set
of faultsleadsto network partition. Whenthisoccus, the
contrdler mustchoosea roat for eachpartition so that
the nodeswithin the partitioncanreconputetherouting
spanniig tree.

3.3 SCSIDisk Fault Model

The SCSI subsystems compised of the hard disk de-
vice, the hostadapto, a SCSIcableconrectingthe two,
anda hierarcly of softwaredrivers. Higherlayersin the
systentry to maskfaultsatlowerlevelsandonly thefatal
faultsare explicitly passedip the hierarcly. We model
faultsthatarenoticealte by the apgication eitherby ex-
plicitly forcing errorcodesepotedby theoperding sys-
tem,or implicity by extendeddelaysin thecomgetion of
disk operatims.

We broady classify possible faults into two cate-
gories:transientandsticky (non-transien). For transient
faults, the disk systemrecovers after a small finite in-

tenal (on orderof afew second in mostcases);sticky
faultsrequre humanintervertion for correction. Exam
plesof transientfaults are SCSItimeouts,andrecover
ablereadandwrite faults, wherea disk hang exterral
SCSIl cableundugging and power failures(to exterral
SCSlhousing aresticky failures.

The impactof thesefaults on the systemdepenls on
whetherthe OS cananddoes attemptto maskthe fault
from theapplicationthrowgh eithera retry or someother
corretive action. For exanple, a parity error in the
SCSlhusis typically masled by the OSthrowgh aretry,
whereashe OSdoesnotattempto maskadiskhangdue
to a firmware bug becausehis erra likely requires ex-
ternalintervention. Maskedfaultsmayintroducetolera-
ble delayswhereasinmakedfaultsmayleadto stalling
of execution. However, someunmaked faults,if recog
nized,canbe handed by usingalternateresouices. This
involvesimplementing smartesfault-avare systems.

Table 1 shaws the faults that we caninject into the
SCSI subsystem. The fault injection modde is inter
posedbetweerthe adapteispecificlow-level driver and
the geneirc mid-level driver. Instructions for injecting
faults receved from the centralcontrdler by the local
daemm arecommunicatedto thefaultinjectionmodue
throwgh the proc filesystem. To effect faults, the fault
injectionmodule trapsthe queuirg of disk operatia re-
questgto the low-level driver andpreventsor delaysthe
operdion that shouldbe faulty from reachingthe low-
level driver. In the former case the modue mustretun
anappr@riateerrormessage.

The mid-level driver implementsan erra hander
which diagnsesand correds rectifiablefaultsreportel
by the low-level driver, eitherby retrying the command
or by resettingthe host,bus, device, or a combiration of
these Theunmaslkdreadandwrite faults,causedy bad
sectoraunrenappableby the disk contrdler arenothan-
dledby theupperdriversor thefile systemin Linux. This
causeseadandwrite operatimsto the badsectorto fail
forever. Thedisk canbe taken offline by the new erra
hander codeintrodwedin 2.2+ Linux kerrelswhenall
efforts to rectify anencainterederra fail. Thedisk can
alsobe offline if it hasbeentaken out for maintainece
orreplacerent.

3.4 Nodeand Procesd~ault Models

Currently our nodeand processfault modelis simple.
Mendcuscaninject threetypesof nodefaults: hardre-
boot,softrebmt, andnodefreeze All canbeeithertran-
sientor permarnt,depeunlingonthespecifiedaultload.
In theapplicationprocessfaultmocel, Mendosuscanin-
jectanapplicationhangor crash.We mayconsideimmore
subtlenode/processaultssuchasmemay corruptionin
thefuture



This fault mockl is implenmentedinside the userlevel
daemam ateachnode.For ourstudyof PRESSthesener
processon eachnock is startedby the daema. An ap-
plication hangis injected by having the daema send
a SIGSTOP to the sener proess. The processcan be
restartedf thefaultis transiem by sendinga SIGCTNto
it. A procesgrashis injectedby killing theprocess.

Nodefaultsareintroducedusingan APC power man-
agemenh power strip. Reboa faults are introduced by
having the daema on thefailing noce contactthe APC
power strip to power cycle that noce. In the caseof a
soft rebat, the daemm canaskthe APC for a delaye
power cycle andthenrun a shutdavn script. For anoce
freeze thedaemordirectsa smallkerné module to spin
endlesslyto take over the CPUfor someamoun of time.

4 The PRESSServer

PRESSis a highly optimizedyet portalde clusterbased
locality-cansciousWeb sener that has beenshavn to
provide god perfamancein a wide range of scenar
ios[7, 8]. Likeotherlocality-cansciousseners[27, 2, 4],
PRESSs basedntheobsenation thatservingarequest
from ary memoy cache,even a remotecache,is sub-
stantiallymore efficient thanservingit from disk, even
alocal disk. In PRESS ary nodeof the clustercanre-
ceive a client requestand becones the initial nodefor
thatrequestWhentherequesarrivesattheinitial nocde,
therequestis parsedand,basedon its conter, the noce
mustdecidewhetherto servicethe requesitself or for-
wardtherequest to anotler noce, the servicenode The
servicenock retrievesthefile fromits cachgor disk)and
returrsit to theinitial node.Uponreceving thefile from
theservicenode theinitial node sendst to theclient.
To intelligertly distribute the HTTP requestsit re-
ceives, eachnode need locality and load information
abou all theothernodes. Locality informationtakesthe
form of the nanesof thefiles thatarecurrently cached
whereadoad informationis represeted by the number
of openconrectionshandledby eachnode. To dissemi-
natecachingnformation,eachnoce broadaststs action
to all othernodes wheneverit replacesr startscachinga
file. To disseminatdoadinformation,eachnodepiggy-
backsits currert loadontoary intra-clustermessage.

Communication Ar chitecture. PRESSs compisedof
onemai n coadinatingthreadanda numter of helper
thread usedto ensurehatthemai n threadneverblocks.
The helper threadsinclude a setof di sk thread used
to accesdiles on disk and a pair of send/ r ecei ve
thread for intra-clustercommunication.

PRESScan useeither TCP or VIA for intra-cluster
commuication. The TCPversionbasicallyhasthesame
structureof its VIA counterpartithe maindifferencesare

thereplacemat of theVI end-pantsby TCPsocletsand
the eliminationof flow contiol messagesyhich areim-
plemenedtranspaently to the sener by TCPitself.

Reconfiguraion. PRESSIs often used(asin our ex-
perimerts) without a front-enddevice, relying on round-
robinDNS for initial requestdistributionto nodes.Some
versiors of PRESShave beendesignedo toleratenode
(and applicationproess)crashesyemaoving the faulty
nodefrom the coopeating clusterwhenthe fault is de-
tectedandre-integratingthe nodewhenit recovers. The
detectiormechanisnwhenTCPis usedfor intra-cluster
communication employs periadic heatbeat messages.
To avoid sendingtoo mary messagesye organize the
clusternodcesin a directa ring structue. A nodeonly
sendsheartbets to the nodeit pointsto. If anode does
not receve threeconsective heartbeatérom its prece-
cessorit assumeshatthe prececessohasfailed.

Fault detectionwhen VIA is usedfor intra-cluster
communicationis simpler PRESSdoesnothaveto send
heartleat messagesself sincethe comrunicationsub-
systempronptly breals a conrectionon the detectionof
ary fault. Thus, a noce assumeghat anothemode has
failedif theVIA conrectionbetweerthemis broken. In
this implementation,nodesare also organizedin a di-
rectedring, but only for recovery purposes.

In both casestempaary recovery is implemerted by
simply excluding the failed noce from the sener. Mul-
tiple noce faultscanoccu simultaneasly. Every timea
fault occurs,thering structue is modifiedto reflectthe
new configuation.

Thesecondandfinal stepin recoveryis to re-integrate
a recosered nodeinto the cluster When using TCR,
the rejoining nodebroadastsits IP addresto all other
nodes. Thecurrently active nodewith lowestid respomls
by informing the rejoining node abou the current clus-
ter configuationandits nodeid. With thatinformation,
the rejoining nodecanreestabliskthe intra-cluster con-
nectiors with the othernodes. After eachconrectionis
reestablishedhe rejoining noce is sentthe cachirg in-
formationof therespectie noce. Whentheintra-cluster
commuication is donewith VIA, the rejoining noce
simply tries to reestablishits comectionwith all other
nodes. As comectionsare reestablishedthe rejoining
nodeis sentthe cachinginformation of the respectie
nodes.

Versions. Several versionsof PRESShave beendevd-
opedin order to studythe performane impactof differ-
entcomnunicationmechaisms[8]. Table2 liststhever-
sionsof PRESShatwe considelin this pape. Thebase
versionof PRESS|-PRESS,is compgisedof a numter
of indepenlentWeb seners (basedon the samecodeas
PRESS)nswerig client requestsThisis equivadent to
simply runring multiple copiesof Apache for examge.



| Version | Main Features |

| Subsystem | Fault | Characteristics |

Table2: Versionsof PRESSvailale for study

The otherversiors coopeatein cachingfiles anddiffer
in termsof their concen with availability, andthe per
formanceof theirintra-clustecommunicationprotacols.

5 CaseStudy: Phasel

We now applythefirst phaseof ourmethoalogyto eval-
uatethe performability of PRESSWe first describeour
expelimentaltestbedthenshav a samplingof PRESSS
behaior underour fault loads. Throughaut this sec-
tion, we donotshaw resultsfor I-PRESSasthey entirely
matchexpectation: the achieved throughputsimply de-
pends onhow mary of thenodesareup andableto sene
clientrequests.

5.1 Experimental Setup

In all expaiments,we runafour-noce versionof PRESS
onfour 800MHz PIII PCs,eachequipgdwith 206 MB
of memoy and2 10000RPM 9 GB SCSIldisks.Nodes
are intercannectedby a 1 Gb/s cLAN network. We
cancommuicatewith TCP or VIA over this network.
PRESSwasallocated128 MB on eachnodefor its file
cache;the remainer of the memay was suficient for
the opemting system. In our expeiments, PRESSonly
senes static contert andthe entire setof documentsis
replicatedat eachnode on oneof thedisks. PRESSwas
loadedat 90% of saturationandsetto warm up to this
peakthroughput over a periodof 5 minutes. Note that,
becauseve arerumingsocloseto saturatiorandPRESS
alreadyimplemerts sophisticatedoad balancingwe do
not apgy a front-endload distributor. Undersuchhigh
load andlittle excesscapacity the front-endwould not
preventthelossof requestsn theevert of afault.
Theworkloadfor all experimentds geneatedby a set
of 4 clientsrunning on separatenachinesconnectd to
PRESShy the samenetwork thatconnets the nodesof
thesener. Thetotal network traffic doesnotsaturateary
of thecLAN NICs, links, andswitch,andsotheinterfe-
encebetweerthetwo classef traffic is minimalin our

I-PRESS Indepementseners Network Link down Transient 5, 180secs
TCP-PRESS Cooperatie cachingsenersusing TCP Switchdown Transient 5, 180secs
for intra-clustercommunication Disk SCSltimeout Transient 120secs
ReTCP-PIESS | Cooperatre cachingsenersusing TCP Disk hang Sticky
for intra-clustecommunicatioranddy- Readfaults Sticky
namicreconfiguration Write faults Sticky
VIA-PRESS Cooperatie cachingsenersusing VIA Node Hardreboot Transient 180secs
for intra-clustercommunicatioranddy- Nodefreeze Transient 180secs
namicreconfiguration Application | Processrash Transient 180secs
Procesdiang Transient 180secs

Table3: Faut loadsfor PRES performalility study For
transientfaults, thegiventimesrepresenthe duration of
thefaults.

setup.Finally, Mendasuss network emulation systemal-
lows usto differentiatebetweerintra-cluster communi-
cationandclient-sener communication wheninjecting
network-relatedfaults. Thus, the clientsare never dis-
turbedby faultsinjectedinto theintra-clustercommuni-
cation.

Eachclient geneatesload by following a tracegath
eredatRutgerswe chosehistracefrom severalthatCar
reraandBianchinipreviously usedto evaluge PRESSS
perfamancebecausét hasthe largestworking set[7].
Resultgor othertracesareverysimilar. Toachiezeapar
ticularload on the sener, eachclient genergesa stream
of requestsaccordng to a Poissonprocesswith a given
averag arrival rate. Eachrequestis setto time out af-
ter 2 secondsf aconrectioncanrot becompletedandto
time out after 6 secondsf, aftersuccessfutonrection,
therequestanrot be comgeted.

Finally, Table3 liststhe setof faultsthatwe injectinto
a live PRESSsystemto studyits behaior. Faultsfall
into four catearies: network, disk, node, and apgica-
tion. Note thatthesegeneit faultscanbe causedy a
wide varigty of reasos for a real system;for examge,
an opeator accidentallypulling out the wrong network
cablewould leadto a link failure. We canrot focus on
all potenial causedecausehis setis too large. Rather
we focuson the classof failuresasobsered by the sys-
tem,usingan MTTF thatcovers all potentialcause®f a
particula fault. This setis compeehensie with respect
to PRESSIn thatit covers just aboutall resoucesthat
PRESSusesn providing its service.

5.2 Network Faults

In this section,we study PRESSS behaior undernet-
work faults. Figure 2 shawvs the effects of a transient
switch fault. We first discusswhat happerd in each
casethenmalke aninterestinggenerabbsenetion.
TCP-PRESShehaed exadly as expected: through-
putdropsto zeroa shorttime afterthe occurenceof the
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fault becasethe quewesfor intra-sever commuiication
fill up asthe nodes attemptto fetch contentacrossthe
faulty switch. Throughput staysat zerountil the switch
comeshackup. For ReTCP-PRESShefirst switchfault
leadsto the samebehaior asTCP-PRESSthereconfig

urationcodedoesnot activatebecausehe fault is suffi-

ciently shortthatno heartleatis lost. Thelongerswitch
fault, however, triggerstherecanfiguratian code leadirg

ReTCP-PRESSo reconfigire into 4 groys of single-
ton. The detectiontime is deternined by the heartleat
protacol, which usesa DEADTIME intenal of 15 sec-
onds(3 heartbets). For VIA-PRESS theswitchfaultis
detectedalmostimmediatelyby the device driver, which
breals all VIA connetionsto unreachablenodes. This
immediatelytriggers thereconfigirationof VIA-PRESS
into four sub-clsters.

Interestindy, ReTCP-PRES&ndVIA-PRESSdo not
recorfigure back into a single clusteronce the switch
returrs to nomal opeation. This surprisingbehaior
arisedrom amismatchbetweerthefaultmodel assumed
by the reconfigirable versiors of PRESSand the ac-
tual fault. Theseversims of PRESSassumehat nodes
fail but links and switchesdo not. Thus, reconfigira-
tion occus at startupandon lossof 3 heartlkeats,but re-
integration into a single grow only happas at startup.
If aclusteris splinteredasabove, they never attemptto
rejoin. Returnto full operatim thuswould requre the
intervention of anadministrato to restartall but one of
the sub-clusters. This, in effect, make thesereconfig

urableversiors lessrobustthanthebasicTCP-PRESSn
thefaceof relatively shorttransientfaults,andpoirts to
theimportarce of theaccurag of thefaultmocdel usedin
designimy aservice.

Finally, we do not shav resultsfor the link/NIC fault
herebecasethey essentiallyeadto the samebehaiors
asabove.

5.3 Disk Faults

Recallthateachsenermachinecontairstwo SCSldisks,
oneholdng the operatingsystemandthe secondhefile
setbeingsenedby PRESSWe injectfaultsinto only the
secondlisk to minimizetheinterfererce from operatiny
system-relatedisk accessege.g.,pageswapping while
obsening thebehaior of PRESSunderdisk faults.
Figure 3 shovs PRESSS behaior underSCSltime-
outs. TCP-PRESSnd VIA-PRESSbehae exactly as
one would exped. When the fault lastslong enouwgh,
all di sk helperthread becomeblocked andthe quete
betweenthe di sk thread and the mai n threadfills
up. Whenthis happas,thenai n threaditself becanes
blocked whenit triesto initiate anotler read. Onceone
of thenodeggrinds to a halt, thenthe entiresener even
tually comesto a haltaswell. Whenthe faulty disk re-
covers, theentiresystenregans its normal operatia.
ReTCP-PRESS)ntheotherhand interpreas thelong
faultasanodefaultandsosplintersinto sub-dustersone
with 3 nodesandonesingleta. This splinteringof the
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sener clusteris causedy missingheatbeats.Similarto
the agumentfor TCP-PRESSand VIA-PRESSabove,
whenall di sk thread block becausef thefaulty disk,
the mai n threadalso evertually blocks whenit triesto
initiate yetonemoreread.In thiscase however, themain
threadis alsoresponsibldor sendinghe heartbat mes-
sagesThus,whenit blocks, its peersdonotgetany more
heartleatsandso assumehatthatnodeis down; at this
point, therecorigurationcodetakesover, leadingto the
splinter

We do not shaw resultsfor disk harg, readandwrite
faultsbecaus¢hebehaiors aremuchasexpected

5.4 NodeFaults

Figure 4 shavs the effects of a hardrebod fault. Be-
causeit is not capalte of recorfiguration TCP-PRESS
grinds to a halt while thefaulty noce is down. Whenthe
nodesuccessfullyrebmts, however, the openTCP con-
nectiors of thethreenonfaulty nodeswith therecovered
nodebreak.At this point, the PRESSprocessesumning
on thesenodesrealizethat somethig hashappenedto
the faulty nodeand stop attemptingto coadinatewith
it. Thus, sener operatio restartswith a clusterof 3
nodes. Whenthe faulty nodesuccessfull}competesthe
rebod sequenceMendasus startsanotter PRESSpro-
cessautonatically. However, sinceTCP-PRESSanrot
recorfigure, corre¢ operaion with a clusterof 4 nodes
canna take placeuntil the entireseneris shutdevn and

restarted.

ReTCP-PRESSnd VIA-PRESS behae exactly as
expeded. Operatim of thesenergrindsto ahaltuntil the
recorigurationcodedetectsafault. Thethreenonfaulty
nodesrecoverandoperateasacooperatingcluster When
thefaultynoderecorersandthe PRESSorocessasbeen
restarted;t joins in correctlywith the threenonfaulty
processesandthroughput evertually returrs to nomal.

We do notshaw resultsfor anocde freezebecausehey
are similar to thosefor a SCSltime-aut. TCP-PRESS
and VIA-PRESS degradesto O throughpu duiing the
fault but recovers fully. ReTCP-PRESSplintersand
canna recover fully.

5.5 Application Faults

Figure5 shavs the effectsof anapplication crashwhich

aresimilar to thoseof a nodecrash. The onedifference
is that TCP-PRESSecovers from 0 throughpu more
rapidly becauset candetectthe fault quickly through

broken TCP conrections. The effects of an application

hangareexactlythesameasa noce freeze.

6 CaseStudy: Phase2

We now proceedto the secondphase of our methalol-
ogy: usingtheanalyticalmocel to extrapolateperfama-
bility from our fault-injection results. We first compae
the perfomance,availability, and performability of the
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()
Fault MTTF MTTR
Link down 6 months | 3 minutes
Switchdown lyear 1 hour
SCSiltimeout | lyear 1 hour
Hardreboot 2weeks | 3 minutes
Procesgrash| 1 month | 3 minutes

Table4: Fauts andtheir MTTFsandMTTRs.

Phase Switch Fault Application Crash
Thruput | Duration Thruput | Duration

(regs/sec) (secs)| (regs/sec) (secs)
A 892.40 75 188910 10
B - 0 314355 145
C 1106.70 3525 453760 25
D - 0 478913 45
E 1209.60 300 - 0
F 0.0 300 - 0
G 3017.00 300 - 0

Table5: Examplethroughputandduration of the phases
in our modelfor VIA-PRESSfor two different faults.

Notethat for sometypesof faults,somephasesollapse
into a singlephaseor are notused.

different versions of PRESS.Then, we shov how we
canusethe mocel to evaluatedesigntradedfs, suchas
addirg aRAID orincreasingopeatorsuppot.

6.1 Parameterizing the Model

We paraméerize our model by using the data col-
lected in phaseone, the fault load shavn in Ta-
ble 4, and a numkbker of assumptias about the en-
vironment. Since we canrot list all data extracted
from phase 1 here becauseof space corstraints,
we refer the interestedreader to http://www. panic-
labrutgers.edlResearch/metosus/. Table5 providesa
flavor of this data, listing the throughpu and duratin
of eachphaseof our 7-stagemodelfor VIA-PRESSfor
two typesof faults. The MTTFs andMTTRs shovn in
Table4 werechoserbasedn previously reportedfaults
andfault rates[13, 16, 32]. Notethatwe do not model

all thefaultsthatwe caninjectbecaus¢herearenoreli-

ablestatisticsfor someof them,e.g.,applicatin hargs.
Finally, our environmenal assumptiosarethatoperato

respoetime for stageE is 5 minutes andclusterreset
time for stageF is 5 minutes. Recallfrom Section5.1
thatG, thewarmup periad, wasalsosetto 5 minutes.

6.2 Modeling Results

Figure6(a)shonstheexpectedaveragethroughpu in the
faceof compmentfaultsfor the 4 PRESSversios. As
hasbeennotedin previous work, the locality-conscious
request distribution significantlyimprovesperformane.
The useof userlevd commuicationimproves perfa-
mancefurther

Figure6(b)shavstheaverag unavailaklity of thedif-
ferent versims of PRESS.Each bar includes the con-
tributions of the different fault typesto unavailability.
Theseresultsshav that availability is somavhat disap-
pointing, onthe order of 99.%%, or “three nines”. How-
ever, recallthatthesenerswereoperading neampeak;ary
lossin perfamance suchaslosinga nodeor splintering
resultsin animmediatelossin throwghpu (andin mary
failedrequests) A fieldedsystemwould resere excess
capacityfor handlirg faults. Exploiing this tradeof be-
tweenperformalblity andcapacityis a topic for our fu-
tureresearch

Comparig the systems, obseve that I-PRESS
achieves the bestavailability becase theres no coor
dination betweenthe nodes. TCP-PRESSs almostan
order of magritude worse than I-PRESS;this is per
hapsexpectedsince TCP-PRESSloesa very poa job
of toleratingand recovery from faults. More interest-
ingly, ReTCP-PRESS§ivesbetteravailability thanVIA-
PRESSLooking atthebarsclosely we obseve thatthis
is becauseReTCP-PRESSs betterat tolerating SCSI
timeouts. This is fortuitous ratherthan by design: as
previously discussedwhena SCSltimeou occus, the
hearteats are delayedin ReTCP-PRESScausingthe
cluster to recorfigure and proceed without the faulty
node VIA-PRESS doesnot reconfigue becausethe
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commuicationsubsystendoesnot detectary fault.

Finally, Figure7 shavs the perfamability of the dif-
ferent PRESSversiors. We can seethat althowugh the
locality-avare, cooperatve natureof TCP-PRESSIoes
deliverincreasegerfamance the lack of much if ary,
fault-toleancein its designredices availability signif-
icantly, giving it a lower performability scorethan I-
PRESS.The superio perfomanceof the ReTCPand
VIA versiors of PRESSmalke up for their lower avail-
ability over I-PRESS Again, the factthat ReTCPgives
abetterperfamability scorethanVIA-PRESSis thefor-
tuitouslossof heartbatson SCSltimeous. Thus,wedo
notmalke any condusionbasednthis differencgrather
we discusghe natureof heatbeatsn Section?).

Quantifying DesignTradeoffs. Analytical modelirg of
faultsandtheir phasesnalbes usto explore the impact
of our sener designon perfamability. Thus,we exam
ine two alternatve designdecisiors to the oneswe have
exploredsofar.

Thefirst designchargeis to reduceheoperato cover-
age.In the previous modd, the meantime for anopeg-
tor to respondvhenthesenerentereca non+ecoverable
statewas5 minutes. This represets the PRESSseners
runring uncerthewatchfu eyesof opeators24x7. How-
ever, as this is quite an expensive propasition, we re-
ducedthe meanrespose to 4 hous and obsenred the
perfamability impact.

Figure 6(b) suggestghat disks are a major causeof
unavailablity. In this seconddesigncharge, we addel
a much more reliable disk subsysteme.g, a RAID.
We modeledthe betterdisk subsystentoy increasinghe
meantime to failure of the disksby a factorof five, but
keepingthe MTTR of thedisksthesame.

Figure8 shawvsthe perfamability impactof thesewo
designcharmges. The centerbar representthe same*ba-
sic” resultsasin Figure 7. Theleft mostbaris the basic
systemwith a 4-haur opeatorresponseandtheright is
thebasicsystemenharedwith aRAID.

Our modelingresultsshav thatrunring the cogera-
tive versionsin an environment with quick opesator re-
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Figure8: Impactof redwcingthemeanoperato respase
from 5 minutesto 4 hours and addirg a more reliable
disk subsystem.

sponsas critical (unlessfaultrecorery canbeimproved
significantly) the perfamability of all the cooperative
versiors becone lessthanthatof I-PRESS.Ontheother
hand ourresultsshav thatl-PRESSs insensitve to op-
eratorresponsdime asexpected.

Theperfomability modelsalsodemastratethe utility
of a highly-reliable disk subsystem Figure 8 shav that
by purctasingincreainglyreliabledisk subsystemger
formability of all versiors of PRESSis enhanced,e.g.,
apprximately 84% for VIA-PRESS. In fact, ReTCP-
PRESSandVIA-PRESSachieve virtually the sameper
formability in the presene of this more sophisticated
disk subsystem. Theseresultssuggst that the overall
systemimpactof redunndantdisk organizatias, suchas
RAIDs, is substantial.

Scaling to Larger Cluster Configurations. We now
considethow to scaleour modé to predictthe perfama-
bility of servicesrunning on larger clusters. Suchscal-
ing maybeneededecagesystemsaretypically notde-
signedandtestedat full deploymentscale. We demon

stratethe scalingprocessby scalingour measurermants
collectedon the 4-node clusterto predct PRESSS per

formability on8 nodeswhichis thelargest configuration
we canachieve usingour currenttestbedor validation

We thencompae theseresultsagainstwhat happes if

the fault-injections and measurerants were perfamed
directlyonan8-nade system.

Essentially our modeldependson threetypesof pa-
rameters:the meantime to failure of eachcompment
(MTTF,), the duratimn of eachphaseduring the fault
(DP), andthe (average)throwghpu under nomal oper
ation (T%,) andduting eachfault phese (I'?). Thesepa-
rametersareaffected by scalingin differentways.

Let usreferto the MTTF, in aconfigurationwith v
nodes asMTTFCN. MTTF, in aconfigurationwith S
timesmore nodes MTTFSN,is MTTFEN /S. Assum-
ing that the bottlereck resouce is the samefor the N-
nodeandthe SN-noca configurations,the durgions D ?
shouldbe the sameuncer both configuratiors. Further
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Figure9: Unavadlability andperformalility of PRES®n 8 nodeswhen(a) scalingandytically froma 4-node config
urationin which PRES$ias128MB of memoryon eat node;(b) usingmeasuementson 8 noces,ead of which has
64 MB of memory;and(c) usingmeasuementon 8 nodesgad of which has128MB of memory

assuminga linearincreasdn throughput for PRESS(in
geneal, designes using our methoalogy will needto
undestand/meage throwghpu vs. numter of nodesfor
theserviceunde studyfor scaling),we scalethroughput
asT>N = S x TN. Unfortunately the effed of scaling
onthethrowghpu of eachfault phasds notasstraightfa-
ward. Whentheeffed of thefaultis to bringdown anode
or make it unaccessiblefor instance the throwghpu of
phaseC shouldappoachT N — TSN /SN uncer SN
nodes, whereasthe averagethroughput of phased and
G shouldapprach (79N — TSN /SN)/2 and TN /2
respectrdy. Justasunder N nockes,the throughpu of
phases\ andF shouldappoachO under SN nodes.

Finally, an important effect occursas we scaleup,
whenthe clusterwide cachespacealmosteliminatesac-
cessedo disks. This rediwcesthe impactof disk faults
on availability, becausehe duraion of a fault may not
overlap with ary accesseto coldfiles.

Figure9 shaws the scaledmodelingresultsusingthe
aborerules,aswell asresultsusingmeasuremestaken
directlyon PRESSunring on 8-nodes.Obsenre thatour
scalingresultsare very accuratecomparedto the mea-
suredresultsfor 8 nodes,eachwith 64 MB of memay.
This is becagethe clusterwide amouwunt of cachemem-
ory was kept constantthus, PRESSstill depemed on
the disk for fetchingcold files. However, if eachnode
in the 8-nade clusterhas128 MB, thenthe resultsare
significantlydifferert. Becausalisk faultsnolongerim-
pactavailability—theworking setfits in memoy—VIA-
PRESSnow achieves the bestperfomability. Whenwe
eliminatethe contibution of disk faultsto unavailaklity
in our scaledmodelirg, we againachie/e a closematch
betweermodelingandmeasuremss.

In summary we obsere that our methalology pro-

ducesaccurateresultswhen scalingto larger configu

rationsthanthat available at design/testingime. How-

ever, the servicedesignermust undestandthe system
well enoudp to accountfor effects of crossingbound-

aries, where someresouce may becomemore or less
critical to systembehavior.

7 Lessond.earned

Applying our 2-phased methoddogy to PRESSwe
learneda few lessons. First, we found that the fault-
injection phaseof our methalology exposed not only
implemenation bugs, but more importarily concepual
gars in our reasonig abouthow the systemreactsto
faults.For exampe, anintermittentVIA switchfaultcre-
ateda network of singletonghatwasincapableof rejoin-
ing, evenafterthe switch camebackondine. Theseex-
perimens demastratedhat someof thefaultsnot orig-
inally consiceredin the PRESSdesignhada significant
impacton the behaior of the sener. We alsofound the
secondhhaseof themethoalogy to be extrenely useful
for quaritatively reasoningaboutthe impactof design
tradedfs. For exampe, for all versiors except I-PRESS,
operdor respoisetime is critical to overall perfomabil-
ity. While adesigrer mayintuitively undestandthis, our
methoalogyallowsusto quantify theimpactof decreas-
ing or increasiiy opeatorsuppat.

The secondessonis that runtime fault detectionand
diagrosisis a difficult issueto address. Considerthe
hearteatsystemimplenentedin ReTCP-PRESSNVhat
shouldalossof heartleatindicae? Shouldit indicatea
nodefault? Doesit indicatesomefailure on the node?
How can we differentiatebetweena nodeanda com-



municdion fault? Shouldwe differertiate betweemode
andapplication faults? Again, this implies that systems
mustcarefdly moritor the statusof all its compmnents,
aswell ashave awell-definedrepating systemjn which
eachstatusindicata hasa clearlydefinedsemantic.

Finally, efforts to achieve high availability will only
pay off if the assumedault modelmatche actualfault
scenarioswell. MismatchesbetweenPRESSS fault
modéd and actualfaults led to somesurpising results.
A prime exampe of this is PRESSS assumptionthat
the only possiblefaultsarenoce or applicationcrashes.
Thissignificantlydegradeghe performalility of ReTCP-
PRESSand VIA-PRESSbecause other faults that also
led to splinteringof the cluster(e.g.,link fault) eventu
ally requiredtheinterventionof ahumanoperato befae
full recovery couldoccur

One obvious answerto this last prodem is to im-
prove PRESSs faultmodel,whichis currenly vetry lim-
ited. However, the more comgex the fault model, the
morecompex the detectionandrecovery code leadirg
to higher chancesfor bugs. Furthe, detectionwould
likely require additional moritoring hardware leadingto
highe costaswell. Oneideathatwe have recentlyex-
ploredin [24, 26] is to definea limited fault modé and
thento enface thatfault modelduring opeation of the
sener. We refer to this apprach as Fault Model En-
forcement(FME). As an exanple FME policy, in [24]
we enforcedthe node crashmodelin PRESSby forcing
ary fault that leadsto the separatio of a process/node
from the main group to causethe automaticrebod of
thatnode. While this is an extremeexamge of FME, it
doesimprove the availability of PRESSsubstantiallyas
well asrediwcesthe needfor operato coverage.

8 RelatedWork

Therehasbeenextersive work in analyzing faultsand
how they impactsystemq11, 31, 17]. Studiesbench
marking systembehaior underfault loadsinclude[15,
19. Unfortunately theseworks do not provide a goad
undestandingof how onewould estimateoverall system
availability undera givenfaultload.

Therehasalso beena large nurmber of systemavail-
ability studies. Two appro&hesthat are usedmost of-
tenincludeempiricalmeasuremantsof actualfault rates
[3, 13, 20, 16, 23] anda rich setof stochastigprocess
modds that descrile systemdepeneéncies,fault likeli-
hoods over time, and perfamance[10, 21, 30]. Com-
paredto thesecompex stochasticmodels,our models
aremuchsimpler andthusmore accessibléo practitiort
ers. This stemsfrom our more limited goal of quari-
fying perfamability to compae systemsasopposedto
reasonig abaut systemevolution asafunctionof time.

A recentwork [1] propcedthatfaultsareunavoidable
andso systemsshouldbe built to recover rapidly, in ad-
ditionto beingfault-tolerant. While similarin viewpoirt,
our proposedmethoalogy concetratesmore on evalu-
atingperformablity independenly of theapprachtaken
to improve perfamanceor availability.

Perhapsmore similar to our work is that of [6],
which outlines a methodalogy for benchmarking sys-
tems’ availability. Otherworks have proposedrobust-
ness[29] andreliability bencimarks[34] that quantify
thedegradationof systenperfamanceunder faults.Our
work herediffersfrom theseprevious studiesin thatwe
focus on clusterbasedseners. Our methoalogy and
infrastricture seemto be the first directedto studyirg
theseseners, althowgh recentstudieshave looked at re-
sponsetime and availability of a single-nale Apache
Web sener[18]. Thowgh otherpreviouswork proposes
availability-improving stratejies for applicatiors span-
ning large configuations [9], we seemto be the first
gro to quantify the perfamability andthe designand
ervironmernal tradeofs of clusterbasedseners.

Finally, we recentlyusedthe metho@logy introduced
hereto quantify the effectsof two differentcommunica-
tion architectueson the performability of PRESS25].

9 Conclusions

The needfor appropiate methoalogiesandinfrastric-

turesfor the designand evaluation of highly available
senersis rapidy emeping, as availability becomesan
increasinty importart metric for network services. In

this paper we have introdwceda methoalogy that uses
fault-injedion andanalyticalmodding to quartitatively
evaluatethe perfamanceand availability (peformabl-

ity) of clusterbased services. Designerscan use our
methoalogy to studywhat if scenariospredictirg the
perfamability impactof designchange. We have also
introducedMendasus,a fault-inectionandnetwork em-
ulationinfrastruture designedo supprt our methalol-

0gy.

We evaluatedthe perfomability of four differentver
sionsof PRESSa sophisticatedlusterbasedsener, to
shav how our methoalogy canbe applied.In addition
we also shaved how our methoalogy can be usedto
assesshe potentialimpactof differert designdecisions
andenvironmertal paraneters.An additioral bendit of
studyirg the variows versiors of PRESSIs that our re-
sults provided insightsinto sener design, particulaty
concening rurtime faultdetectionanddiagnosis.
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