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Abstract. We introduce the PlanetP system,which ex-
plores the construction of a reliable peer-to-peer (P2P)
content search andretrieval serviceusingrandomlycircu-
latedglobal statebetweenpeers of an unstructured com-
munity. Our work representsa novel alternativeapproach
to recentP2P systemsthat focuson enabling very large-
scalename-basedobjectlocation usingsophisticateddis-
tributed data structures. We showthat our simpler ap-
proach scalesto several thousandpeers (ultimately tar-
getingtheregimeof about tenthousand) andconvergesin
several minutesusing only modest bandwidth while still
maintaining reliable search, ranking, and retrieval simi-
lar to an Internet search engine. Unlike current search
enginesor otherP2Psystems,however, PlanetPdoesnot
require centralizeddirectoriesor management,nor builds
a complex distributeddatastructure. PlanetPachievesits
goalsusingthreemajor components.First,peers collabo-
rateto maintainlocal copiesof theglobal membershipdi-
rectoryalong with compact summariesof shared content
usinga randomizedgossipingalgorithm. Second, peers
implementsa per query, text-basedranking algorithm to
helpusers ignore irrelevantdocuments.Finally, peerscol-
laborate to replicateunpopular content—popular content
is naturally highly replicatedvia hoarding—usingReed-
Solomon erasurecodingto increasetheprobability of suc-
cessfulretrievals.

1 Intr oduction

Recentpeer-to-peer (P2P) systems often focus on
sharing information acrossvery large communities.�

PlanetPwassupportedin part by NSFgrantsEIA-0103722
andEIA-9986046.

To meet their scaling targets of millions, or even
billions, of users [8], these systems construct and
maintain large distributed data structures, such as
hashtables, across the entire community to support
name-basedobject location [9, 15, 12, 14]. A sig-
nificant challenge for these systems is maintaining
the correctnessand consistency of their global data
structuresas peersindependently and unpredictably
join and leave the system. Further, thesemapping
schemesmust load balance acrosspeers with poten-
tially widely different resources.

In this paper, we propose a novel alternative ap-
proach: maintain global stateby using gossiping and
random replication for unstructured communities of
several thousand, perhaps up to ten thousand,peers.
In addition, we show how to leverage the samein-
frastructureto provide a powerful and reliable con-
tent search and retrieval engine to enable a content-
addressablemodelsimilar to current Internet search
engines1. We believe that this scale will be applica-
ble to many information sharing communities such
asgroupsof researcherssharingpublications,doctors
sharing medical analyses,andstudentssharing music
andvideos.Further, thesuccessof theInternetsearch
enginesarguethatcontentaddressingis anatural and
powerful modelfor locating informationin largedata

1Gnutella[6] is an exampleof a currentP2Psystemthat is
also unstructured. However, systemssuchas Gnutellado not
scalewell [7] becausethey flood on eachquery; in additionthey
do not supportcontentaddressing.While the currentGnutella
communityexceedsour targetsizeof tenthousandusers,its suc-
cesscritically depends on a patternof musicandvideo sharing
wherea smallsubsetof contentis very popularandso is highly
replicated.This allows Gnutellato successfullylocateinforma-
tion while employing its inefficientflood-basedsearchalgorithm.
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stores.
We realize this approach in a prototype system

called PlanetP. We show it to bea simple,yet power-
ful systemfor sharing information.PlanetP is simple
becauseeachpeermustonly agreeto perform a pe-
riodic, randomized,gossiping-style of exchangewith
other peers,ratherthan collaborateto correctly and
consistently maintain a global datastructure. In ad-
dition, eachpeer must also agree to provide some
excess local storage for replication of data to en-
ablehigh-availability. PlanetPis powerful becauseit
maintainsa view similar to a searchengine: a global,
coherent,andcontent-rankeddatastorewith high de-
greeof availabili ty without depending on centralized
resourcesandtheonline presenceof specific peers.

To address the problem of locating and ranking
documents, PlanetPreplicatesboth a global mem-
bership directory and a compactsummaryof each
peer’s sharedcontent at every peerusing a random-
ized gossiping algorithm [5]. Thedirectory contains
thenamesandaddressesof all current members.The
contentsummary, or index, takestheform of aBloom
filter [1] per peer that summarizes the set of terms
containedin thedocumentsbeingshared by thatpeer.
To keep both the directory and index updated and
minimally consistentacrossthecommunity, all mem-
bersagreeto continually gossip about changesin the
community. We explicitly chosegossiping because
the randomnessbuilt into gossiping is well suited to
theP2Penvironment, wherepeers maycomeandgo
freely. Further, gossiping is never deterred by the
abrupt leaving or absenceof any subset of peers.

To aid the user in locating relevant information,
we have implemented a ranking algorithm that ap-
proximatesastate-of-the-arttext-basedrankingalgo-
rithm [2]. We do not discussthe algorithm further
hereas the focus of this paperis on gossiping and
our intendedapproachto replication for reliable re-
trieval. However, the ranking algorithm affects the
experimentsthatwe useto evaluate theeffectiveness
of gossiping andreplication.

Finally, to addressavailability, PlanetPattemptsto
maintain at leastonecopy of eachsharedfile onlineat
all times. In the future, we mayrelax this constraint
somewhat; currently, however, this provides a suc-
cinctgoal to work towardasweexploreourproposed
approachto replication. Occasionally, eachpeerran-
domlychoosesafile from its localstoreandestimates
its availability. A file may already be highly avail-

able because of hoarding—peerstend to download
popular files to their local stores—or because some
otherpeerhasactively replicatedthefile. In thiscase,
the peerdoesnothing. Otherwise, the peeractively
replicatesthe file by using a variation of the Reed
Solomonerasure coding to compute � fragmentsof
a file andpushes thesefragmentsto peerswith suf-
ficient storage. The use of this coding brings two
advantages. First, lessspaceis required than com-
pletefile replication for thesameavailability. Second,
nodescandecide whetherto actively addfragments
basedsolely on the numberof fragments available
ratherthanprecisely which fragments areavailable.
This latterproperty is critical in that it maintainsour
unstructuredapproach.

In theremainder of thepaper, we first discusshow
information is shared and indexed in PlanetP(Sec-
tion 2). Then,we describe our gossiping algorithm
and evaluate its performance(Section3). Finally,
weoutline our approachto randomizedreplicationto
support reliable retrieval of information andpresent
remaining openquestions(Section4).

2 Data Storesand Bloom Filters

At eachpeerof an information sharing community,
PlanetP(i) maintainsa localdatastoreof sharedfiles,
(ii) indexesthetext of eachfile addedto thelocal data
storeandmaintainsa word-to-documentinvertedin-
dex to support content search andretrieval, and(iii)
summarizes the invertedindex of eachpeerusing a
Bloom filter [1]. Bloom filters cangive a falseposi-
tive for a lookupbut never falsenegative. Thus,given
asetof Bloomfilterssummarizing peers’ invertedin-
dexes,wecanprobabilistically compute thesubsetof
peerscontainingdocumentsrelevantto agivenquery.
We chooseto useBloom filters becausethey provide
a numberof distinct benefits; we refer the readers
to [3] if they areinterestedin this discussion.

3 Locating Relevant Inf ormation

As already mentioned,PlanetP’sapproachto support-
ing the reliablelocation of relevant informationis to
replicatea global membership directory andBloom
filter summaries of peers’ indexes at eachpeerus-
ing gossiping. Eachpeerthenuses this information
anda distributed ranking algorithm to independently
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locate andretrieve informationrelevant to particular
queries. In this section, we first describe PlanetP’s
gossiping algorithm. Then,weevaluatethereliability
of this gossiping algorithm to spread new informa-
tion everywhere in a timely manner. We alsobriefly
examinethe bandwidth necessaryto support gossip-
ing. We have already shown that, given an accurate
view of the global directory, our distributed ranking
algorithm cansuccessfully helpusersto pinpoint doc-
umentshighly relevantto particularqueries[2].

Gossiping. Information replicatedat eachpeer in-
cludes a list of all peers, their IP addresses, their
Bloom filters, andwhetherthey arecurrently online.
Eventsthat change the directory andso require gos-
siping include the joining of a new member, the re-
join of a previously offline member, anda changein
a Bloom filter. Currently, we do not gossip the leav-
ing (temporary or permanent) of a peer althoughthis
maybecomenecessaryto improveour replicationap-
proach.

PlanetP’s gossiping algorithm is a combination of
rumor mongering andanti-entropy aspreviously in-
troduced by Demerset al. [5] togetherwith a par-
tial anti-entropy algorithm that we found improved
performancesignificantly for dynamic P2Penviron-
ments. This algorithm works as follows. Suppose
thata peer � learns of a change to thedirectory (e.g.,
it just updatedits Bloom filter). Every ��� seconds, �
randomly choosesa target peer 	 believed to be cur-
rently on-lineandattemptsto tell 	 of thechange.If 	
hasnot heardof this change,it recordsthenew infor-
mationandthenitself attemptsto spreadtherumoras� is doing. If � contacts 
 peersin a row thatalready
knowsabout thechange,it stopsspreadingtherumor.

Becausethe above rumoring processcan leave a
residualsetof peersthatdonothear aboutarumorbe-
fore it diesout,every sooften, eachpeerperformsan
anti-entropy operation instead of rumoring (say, ev-
erytenth rumoringoperationbecomesananti-entropy
operation or if there’s currently no new information
to berumored). An anti-entropy message from � to 	
asks	 to send a summaryof its entire directory to � .
When � gets 	 ’s summary, � parses it to seewhether	 hasmoreupdatedinformation. If so,then � asks	
for theneeded information.

Finally, we observe that in a dynamic P2P en-
vironment, where rumorsmay arrive often because
of peers’ leaving and coming, the time required to

spread a particular rumor everywhere can become
highly variable. This is becausethe high arrival rate
of new rumorsforces the rateof anti-entropy to the
minimum: every tenth round. If a peer is unlucky
enough to contactanother peerthat is alsomissinga
particularrumor, thenit maybeseveraltensof rounds
before the rumor reaches everyone. To fix this, we
decided to extend eachrumoring round with a par-
tial anti-entropy exchange,which works as follows.
When � sends a rumor message to 	 , 	 piggybacks
the ids of a small number � of the most recent ru-
mors that 	 learned aboutbut is no longer actively
spreading. � canthencheckto seewhetherit is miss-
ing something that 	 recently learnedabout andpull
that information from 	 . This partial anti-entropy re-
quires only oneextra messagein thecasethat 	 does
knowsomething that � doesnot. Further, theamount
of datapiggybackedon 	 ’s message is very small, in
orderof tensof bytes.Wehavefoundtheinclusionof
this partial anti-entropy stepto significantly reduced
thevariation in thetime requiredto inform theentire
communityabout a particular new pieceof informa-
tion aswell asrequiring muchlessbandwidth thanif
weperformedanti-entropy moreoften.

Finally, PlanetPcurrently usesabasegossiping in-
terval ��� of 30 seconds to accommodatepeers with
relatively slow communicationlinks. PlanetPdynam-
ically adjusts this baseinterval to reduce bandwidth
usagewhen the system hasreached a stable config-
uration. We refer the reader to [3] for the details of
this dynamic adjustment. Dynamically adapting the
gossiping interval hastwo advantages. First, we do
not needto definea termination condition given the
probabilistic nature of the algorithm. Second, when
global consistency hasbeen achieved,thebandwidth
useis negligible aftera short time.

Performance. We now turn to evaluating the reli-
ability with which gossiping can spread new infor-
mation throughout a community. This is critical to
our goalof locating relevant informationin a reliable
andaccurate manner. For example, if a peer 
 does
not learn aboutnew content that is being shared by
another peer � becausechangesin � ’s Bloom filter
doesnot reach 
 , then a query at 
 cannot locate
thisnew document, evenif it is highly relevantto that
query.

We evaluate PlanetP’s gossiping performanceus-
ing a simulator thathasbeenvalidatedagainst a pro-
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Figure1: Convergence timeof gossipingin seconds for a
dynamic communitywith 2000members. LAN represents
a community of peers connected by 45 Mbpslinks. DSL
representsa communityof peers connectedby 512 Kbps
links. MIX representsa community of peers connected
by a mixture of link speeds.Using measurementsof the
Gnutella/NapstercommunitiesrecentlyreportedbySaroiu
et al. [13], we createa mixture as follows: 9% have56
kbps,21%have512kbps,50%have5 Mbps,16%have10
Mbps,and4% have45Mbpslinks.

totype implementation. We usemeasurementsof our
prototypeto parameterize thesimulator. We refer the
reader to [3] for our simulation parameterstogether
with thebulk of theexperimentsandtheir results.

Here, we present the results of only one experi-
ment.In particular, westudy how well gossiping per-
forms in a dynamiccommunity of 2000 (re)joining
andleaving peers. 40%of themembersareonlineall
thetime. 60%of themembersareonlinefor anaver-
ageof 60 minutes andthenoffline againfor anaver-
ageof 140minutes. Both onlineandoffline timesare
generatedusing a Poissonprocess. 5% of the time,
whenapeerrejoinstheonlinecommunity, it has1000
new keys. Whena peerthatstarts out offline first re-
joins thecommunity, it hasto retrieve1000 new keys
for each membercurrently online. Theseparame-
ters were based roughly on measurementsreported
by Saroiuet al. [13] (except for the number of new
keys being shared occasionally) andaremeantto be
representative of realcommunities.

Figure1 plots thecumulative percentage of events
against the convergence time. We observe that with
sufficient bandwidth, convergence time is very tight
around 400 seconds. For the MIX community, con-
vergencetime is significantly worse. This degrada-
tion in performanceis dueto our requirementthatan
offline peerobtain 1000 new keys per currently on-
line peer (whichmodelsthefactthat thepeerhasbeen
offline for a long time). This translatesto the down-
loading of severalMB of Bloomfilters,which takesa

long time at modemspeed.
This degradation points to two necessary adapta-

tions: (1) we mustimplement a way for new users to
acquire Bloom filters slowly over time if we want to
accommodatemodemconnections,and(2) weshould
alter our gossiping algorithm so that peerswith fast
connections arenot hurt by peers with slow connec-
tions. Wehavedesignedandimplementedthesecond
change[4]. TheMIX-F curvesgiveconvergencetime
for joins and rejoins of fast peers(fast being those
with connection speeds of at least 512Kb/s) with the
convergencecondition being that only fastpeersneed
to learn about the event. MIX-S gives convergence
time for joins andrejoinsof slow peerswith thesame
convergence condition. Observe that our bandwidth
aware gossiping algorithm allow fast peers to learn
aboutnew eventsquiteefficiently. At thesametime,
it does not harmthe slow peers beyond the fact that
they will beslow anyway becauseof their bandwidth
limitations.

Summary. Theaboveresultsalong with results from
a numberadditional simulation experiments[3] sug-
gestthatgossipingworksreliably, at leastto therange
of several thousandpeers. Not oncedid we observe
anevent thatdid not propagatesuccessfully through-
out the community. We are in the processof eval-
uating whethergossiping will scaleto ten thousand
peers.

4 Maintaining Availability

In this section, we describe an approachto random
replication that probabilistically ensures having at
least one copy of every document always online.
Eachpeer advertises the amountof storage, called
the replication store, that it is willing to devote to
storing extra copies of documents. Typically, infor-
mationabout thecurrentstate of thereplicationstore
is piggybacked on rumors. Periodically, every ���
seconds, eachpeerrandomly selects a file in either
its datastore or its replication store. The peerthen
checks for the availability of the file using its setof
Bloom filters (we assume that file nameswill be in-
sertedinto the Bloom filters along with termscon-
tainedin thefiles). If theavailability is sufficient, then
it doesnothing. If the availability is deemedinsuffi-
cient, it actively replicatesthis file. Specifically, the
replicating peer fragments the file using a variation
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of the ReedSolomonerasure coding [10], where 

fragments arecreated but only � arerequired to re-
construct the file. Finally, it pushesthe 
 fragments
to peers chosenusing hints about available space in
thepeers’ replicationstore.

Whenapeer receivesa replication request, if there
is roomin its replicationstore, thenits savesacopy of
the forwardeddocumentfragments.If there is insuf-
ficient room, it either rejects the replication request
or ejectsenoughfragments to makeroomfor thenew
fragments. If thepeeralreadyhasthefragmentsbeing
pushedto it, thenit just drops thereplication request.

Over time, we believe this replication algorithm
will push themostpopular andimportant documents
onto the subset of peersthat are online most of the
time. Peersthat are likely to be online at different
timeswill getcopiesaswell in orderto maintain con-
tinuity. Given a replication store that is very large
comparedto thesetof documentsbeingshared, then
this approachwill work [11]. Thequestion becomes
what is thenecessaryratio of the replication store to
thesizeof thedocumentsetandwhatis thenecessary
distribution of the replicationstore across peerswith
different join/leave behaviors. We intend to explore
the answersto thesequestions over the next several
months.

Evaluating files’ availability . We assumethat
files are naturally replicatedby peersthat are inter-
estedin accessingthatfile whenit is offline (or when
the original owner is offline). We call these hoarded
copies.PlanetPthenactively replicatesonly files that
are not highly hoarded. We are exploring two sce-
narios for evaluatinga file’s availability. Thefirst as-
sumesthat thereis a very slowly changing commu-
nity of users.Eachuseradvertisestheir averageon-
line andoffline timesaswell asthetime they started
the current online session. The idea is to minimize
theprobability of having all thehoardedreplicasand
A�B�DCE� fragments of a file being offline at the
sametime. Therefore availability is estimated using
equation 1 where � is thefile, 
������ is theestimated
availability of � , � !#"�"%$'&)(+* is theaverage probability
of a peerbeing offline, � is the number of hoarded
copiesof � , 
 is thenumber of existing fragments of

� , and � is thenumber of fragmentsrequired to re-
construct � . To keep the equation simple, we have
simply usedthe average probability of peers being
online andoffline. For betteraccuracy in a real sys-
tem, we may needto account for peerswith widely
differing behaviors, complicating theabove equation
significantly. Also, we will likely have to modify the
above algorithm to account for the fact that offline
peersmayleavethecommunity andnevercomeback.

The second, more pessimistic, approach to esti-
mateavailability assumesonly onlinenodescankeep
a file available. In this scheme,PlanetPtries to min-
imize thechancesof having all theonline nodes that
storea file going offline at thesametime. Availabil-
ity for a file � is estimated using equation 1 where� !>"�"%$?&@(+* �F�3� is replacedby �HGHI &)( �KJLINM ( �F�3� . In addi-
tion, notethat in this scenario,having accurateinfor-
mationabout nodescurrently online is critical. Thus,
wemayhave to extend PlanetPto gossip leaveevents
aswell as(re)join events.

Choosing replication nodes. Peerskeep space
hints that track the amountof available storage at
otherpeers. Whenfragmentsaredistributed,a best-
fit policy is usedto select thetargetnode. Spacehints
are obtained when storing fragments at other nodes
or whena nodedenies replicationrequest. If no hints
areavailable, thentargetsareselectedat random.

Fragmentation. We usea variation of the Reed
Solomon(RS) erasure coding for fragmenting a file
for replication. In a standard application of a code
suchasRS,onecreates 
 fragments but only � dis-
tinct fragments( �POA
 ) areneeded to reconstructthe
file [10]. Thedisadvantage of directly applying such
a coding schemeis that to enhancetheavailability of
a file, a peer would have to know exactly which of
the 
 fragmentsarecurrently missing. Our useof the
ReedSolomoncode,where 
 is not a hard parame-
ter, allowsusto make thefollowing useful extension.
Whena peerdeterminesthat it needsto increasethe
numberof fragmentsof a file to increaseits avail-
ability, it simply generates � additional random frag-
ments.

The fundamentalidea behind RS is that a poly-
nomial of degree �Q�R� in a Galois field ST�U�FV M �
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is uniquely defined by any � points in the field.
In order to create an erasure code for the blocksW 6�X%Y.Y.Y.X W 2 of a file, we need a polynomial Z such
that Z[�]\ 6 �^� W 6�X%Y.Y.Y.X Z[�]\ 2 �^� W 2 . In addition, we
want to create 
_�`� extra fragments ZL�]\ 25476 �a�b 6%X%Y.Y.Y.X Z[�]\ ( �D� b (1032 such that we can recon-
struct the polynomial from any m tuplesof the form�]\ 6�X W 6 � X%Y.Y.Y.X �]\ 2�X W 2 � X �]\ 25476�X b 6 � X%Y.Y.Y.X �]\ (HX b (c032 � .

A typical RS implementation will just usea fixed
base �]\ 6�X%Y.Y.Y.X \ ( � for a given (m,n) code. Our exten-
sion consistsof picking these points randomly fromd e X V M7f . Sincewe can pick a g , we can make the
chance of having duplicates fragments as small as
needed.

Openquestions.While ourapproachis promising,
a numberof open questions remain. What replace-
ment algorithm should peersuse to maintain their
replication store? Do we needto actively garbage
collect the replication store? Is the systemstable?
Will we needsomesortof backing-off componentif
peersstart to thrashthe replication store? How does
the fragmented replication scheme fit with our rank-
ing algorithm whenno hoarded(complete)copy of a
file is availableonline?

5 RelatedWork

Most recentP2Psystems[15, 12, 14, 9] have pro-
posed imposing different structures over P2Pcom-
munities to provide scalablename-basedobject loca-
tion. In this paper, we present an unstructured ap-
proach that usesrandomizedgossiping. While less
scalable, our approachdoes not require any mainte-
nanceof global structuresandis robust to nodessign-
ing off abruptly. Further, we focuson contentsearch
and retrieval instead of object location. This focus
fits well with our gossipinginfrastructurebecausein-
dividual nodesdo not have to shoulder theentire bur-
denof publishinglarge numbers of keywords; rather,
theentirecommunityhelpsout via gossiping.

Othersystemslike OceanStore [8] have alsoused
erasure codes to improve availability. In contrast to
PlanetP, however, OceanStorecanalwaysrely on an
OceanStore Service Provider to regeneratea missing
fragment if their distributedrepair algorithm needsit.
To maintainPlanetP’s unstructuredapproach, we ex-
tend the basicReedSolomonerasure codeto allow
peersto increasethe availability of files by generat-

ing somenumber of random fragments.
Mnemosyne [11] is a P2Psteganographic storage

system. While their main focusis on concealingthe
existence of files, they also address the problem of
placing fragments randomly on a Tapestrynetwork.
Their simulations show that to achieve a 99.999%
availability they need10 timesmoredisk spacethan
the amountactually store. SincePlanetPis not con-
cerned with hiding files’ existence,webelievewewill
beableto improve this ratio.

6 Conclusionsand On-Going Work

P2Pcomputing is a potentially powerful model for
information sharing between ad hoc communities of
users. As P2Pcommunities grow in size, however,
reliably locating information distributed acrossthe
community becomes challenging, especially when
peersjoin andleave the online community in an un-
controlled andunpredictablemanner. In this paper,
wehavepresentedtheapproaches takenin PlanetPto
provide a reliable contentsearch andretrieval engine
in theP2Penvironment.

In PlanetP, we break the problem down to two
phases: (1) reliably locating peers that may contain
information relevant to a query, and(2) ensuring that
at least onecopy of eachdocument is alwaysavail-
ableon someonlinepeerto support reliable retrieval
of relevant information. Our approachthen uses gos-
siping to maintain a copy of theglobal directory and
summariesof peers’indexeson eachpeer, andto use
this information to support a search algorithm that
employs a text-basedranking schemeto find relevant
information. Wehaveworked out thegossiping algo-
rithm in somedetail andpreliminarysimulatedresults
show thatour algorithm canreliably diffuseinforma-
tion throughoutthecommunitysothatnopeer’s local
picture of the global community becomestoo out of
date.

Our proposed approach to address the second
phaseis to explorearandomizedreplication approach
that,at heart, is not too different from gossiping. We
have just formulatedthisapproachandarein thepro-
cessof designing thealgorithm andexploring thede-
sign space. We believe that this approachcanwork
but needto validate this belief. Thus,once we have
aconcretedesignandimplementationof bothgossip-
ing andrandom replication, we intend to extend our
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current simulator to simulatesearchesin a live com-
munity, andmeasuretheefficacy of our infrastructure
to deliver accuratesearchandretrieval capabilities.
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