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Abstract. Operator mistakes have been identified as aty [8, 9, 15, 18, 19, 20]. For example, a study of three
significant source of unavailability in Internet services. commercial services showed that mistakes were respon-
In our previous work, we proposed operator actiafi-  sible for 19-36% of failures, and, for two of the services,
dationas an approach for detecting mistakes while hid-were the dominant source of failures and the largest con-
ing them from the service and its users. Unfortunatelytributor to time to repair [19]. More recently, we found
previous validation strategies have limitations, includ-that mistakes are responsible for a large fraction of the
ing the need for known instances of correct behavior forproblems in database administration [18]. An older study
comparison. In this paper, we propose a naweldel-  of Tandem systems also found that mistakes were a dom-
based validatiorstrategy that addresses these limitationsinant reason for outages [8].

.and- complements thg other §trategies. quel-based val- In our previous work, we proposed operator actiah
idation calls for service engineers to def.me mo_dels Ofidation as a framework for detecting mistakes while hid-
Internet services th.at can be usgd to_dn‘ferentlate bei—ng them from the service and its users [16, 18]. The
tween correct and incorrect conflguratlons and beha_vframeworkcreates an isolated extension of the online ser-
'0S. These m(_)dels are then used to guide the SpeCIfUice, in which operator actions are performed and later
cation of a}ssertlons that can check the correctness. of OR7alidated. Before the operator acts on a service compo-
erator actions before they are expose_d. We have Impleﬁent, the component is moved to this extension. After
mented a prototype model-based val|dat|o.n system fo{he operator activity is completed, the component is ex-
two services, the Web crawler of a commercial search en-

) . . ) ercised with a previously collected trace or with a work-
gine (Ask.com) and an academic yet realistic online auc;

! ) ) ) ; . load dynamically duplicated from that of a functionall
tion service. Experimentation with model-based valida- y y aup y

o equivalent online component. The correctness of the op-
tion in these two systems demonstrates that model-baseeci1

RN . ; . ator’s actions is validated by comparing the replies of
vall_dat|on is highly effeptwe at detecting and hiding both the component undergoing validation with those from the
activated and latent mistakes.

trace or from the online component. If validation suc-
ceeds, the system moves the server back online. If it fails,

1 Introduction it alerts the operator.

While the above validation strategies can detect and
An ever increasing number of users are becoming deperhide a large class of mistakes, they have three important
dent on Internet services such as search engines, e-maiknitations: (1) they require known instances of correct
and music jukeboxes for their work and leisure. Thesebehavior for comparison, i.e. a valid trace or working
services typically comprise complex conglomerates ofreplica; (2) they provide little guidance in pinpointing
distributed hardware, software, and databases. Ensumistakes, since they simply detect the existence of one or
ing high availability for these services is a challengingmore mistakes; and (3) they fail to detect latent mistakes,
task [9, 19, 20]. i.e. those that do not produce unexpected behaviors un-

Our work seeks to alleviate one source of service fail-der the validation workload.

ures: operator mistakes Several studies have shown . I
: o ... In this paper, we propose a novel validation strategy,
that mistakes are a significant source of unavailabil-

calledmodel-based validatigrihat addresses these lim-
“Part of this work was done while Tjang and Nguyen were with Itations an_d c_omplements the _Other strategies. Model-
Ask.com. based validation calls for service engineers (not oper-




ators} to choose an abstract model (or a small set ofruntime system that maps monitored states of a service to
models) that can be used to describe the system and di& program objects and rumsvalidation programs. We
ferentiate between correct and incorrect configurationslescribe this runtime system in Section 6.

and behaviors. These models are then used to guide the We present our evaluation of model-based validation
specification of assertions to check the correctness of ofin Section 7 and discuss our experience in Section 8.
erator actions without requiring instances of correct be- Our main contributions are:

haviors for comparison. A failed assertion indicates in-

correct behavior and helps the operator pinpoint her mis- ® Proposing and prototyping model-based validation;
take(s). The purpose of the model is to ensure a sys-
tematic and proactive approach to generating validation
assertions, rather than an ad-hoc and reactive approach
that may leave many potential mistakes undetected.

To demonstrate and evaluate our approach, we have
built a model-based validation system for the Ask.com e Describing the effort involved in applying model-
Web crawler, a system that contains a diverse set of  based validation to the Ask.com crawler. This ex-
software components replicated across hundreds of ma-  perience demonstrates that our approach is scalable
chines. While the crawler is not a part of the online in practice along all critical dimensions, including
search engine, it provides a meaningful evaluation plat-  service knowledge, service modeling, writing val-
form for model-based validation because it needs to run  idation programs, and state collection and runtime
24x7 to keep Ask.com’s snapshot of the Web as fresh  execution of assertions.
as possible. Also, the crawler interacts with the Web at
large and so operational mistakes (and/or software bugsé
can have undesirable business consequences.

While we were implementing the validation system, The core idea of validation is to verify operator actions
we were also recording problems encountered during thgger realistic workloads in a realistic but isolated val-

final testing runs of the crawler af_ter an operator actionigation environment [16]. Mistakes can then be caught
(€.9., a software update) for a period of about 8 monthsyefore becoming visible to the users. To achieve real-
Using the detailed logs from these test runs, which wergsy, the validation environment is hosted by the online
essentially validation runs, we show that our Val'dat'onsystem itself. In particular, we divide the server nodes
system would have quickly detected 5 of the 6 problemsing o slices: an online slice that hosts the online com-
that could have had real-world impact. _ponents and a validation slice where components can be
~ We also implemented a prototype model-based validagperated on and validated before being re-integrated into
tion system for an academic yet realistic online auctionhe online slice. The validation slice contains a testing
service [23]. This second service is smaller in scale tham5rness that can be used to load the components to be
the Ask.com system but allows us to evaluate modely|idated and to check their correctness. To achieve iso-
based validation more extensively using mistake injeCyation, the components placed in the validation slice are
tion. This prototype system detected 10 out of 11 plaumaskedisolated) from the online slice using layer 2 and
sible yet not easily anticipated mistakes injected duringg yirtyal networking. Server nodes can be moved be-
a variety of operator tasks. All of these would have beenyeen slices without changing configuration parameters
missed using previous validation approaches. Modelyt the nodes or the software components that they host.
based validation would also have detected all 28 previ- \s;jidation proceeds as follows. Suppose an operator
ously observed mistake instances that the other validgyeeds to operate on a service component (e.g., to up-
tion approaches were able to detect [16]. grade it to a new software version). Before operating on
The above implementations have three main parts aghe component, the operator uses a script to move the
follows. (1) A small set of models that we decided weregerver node hosting the component into the validation
simple yet allowed clear description of correct vs. incor-gjice. This effectively takes the node and all software
rect behaviors. We describe the most important m0d9|components that it hosts offline. After completing her
the flow model, in Section 4. (2) An exploratory lan- a5k, the operator uses another script to place a workload
guage called thatis designed to make it easy and conve-gp, the masked component. The workload can be a previ-
nient to express correctness assertions derived from th&lgy collected trace (trace-based validation) or a raplic
models. We briefly describ& in Section 5. And, (3) a  of the current workload of a functionally equivalent on-
TeServi ; ; : . line component (replica-based validation). Validation in
ervice engineers” are the people who design and implement

service, whereas “operators” are those responsible fatagsto-day V(_)lves comparing the replies of the mas_ked component
management. with those in the trace or those of the online component.

e Applying model-based validation to a commercial
service and an academic service, and demonstrat-
ing that it catches most operator mistakes in both of
them;

Validation Background




If the replies match (according to content-similarity and sometimes diagnose) performance and behavioral prob-
performance criteria) during a period of time, the frame-lems regardless of their root causes.

work considers the operator actions to be validated and Our work is orthogonal and complementary to rec-
moves the hosting server node back online. If validationommendation and recovery/undo systems. As detailed

fails, the system alerts the operator. above, model-based validation extends previous valida-
Validation is designed to address a serious issue in traion systems. Model-based validation is also closely re-
ditional testing (which we calbffline testing. Specifi- lated to monitoring/auditing systems in that our asser-

cally, testing environments tend to drift from the online tions can be constantly checked to ensure proper service
environments over time. For example, 84% of databas@erformance and behavior. For example, PSpec [21],
administrators responding to a survey reported that thefip [22], and 'S [13] use assertion checking to help de-
typically test their actions in environments that are dif- bug software, with the latter two focusing on distributed
ferent from their online environments [18]. Also, it is Systems. However, because they are concerned with de-
often difficult to apply realistic workloads in an offline tecting software bugs as opposed to operator mistakes,
testing environment. Thus, even with careful testing, opthese systems did not consider some important static and
erators can make mistakes when changing or deployingtructural issues, such as improper system configurations
their changes to the online system. Validation closes thi&nd latent security problems.

gap between offline testing and the online system, al- In contrast, the focus of [1] was performance-
though the two approaches can be complementary. Fafebugging systems with as little application-specific
example, validation could be applied as the last step ifknowledge as possible by viewing the system as a black
a testing/validation process before exposing an operatd?ox and examining bottlenecks. With a similar philoso-
action to the online system. phy, Pinpoint [7] and Magpie [3] attempt to infer cor-

In [18], we revisited trace-based and replica-based vall€Ct system behaviors from actual executions, without
idation for database servers, whereas @aal. [25] re-  application-specific knowledge. Our work differs from
visited replica-based validation for file servers. We alsothese efforts in that we ask service engineers to explicitly
proposed a primitive version of model-based validationféason about and declare correct behavior, which is criti-
in [18]. The idea was to have the administrator describecal When no previous samples exist—a common problem
her future actions on the masked database at a high levdl the face of operator actions. Operator tasks are first-
and compare the schema resulting from the actions wittflass concepts in model-based validation in general and
the schema that would be expected if all the actions werd our assertion language in particular, allowing us to de-
correctly performed. The expected schema then repre€ct mistakes and relate them to specific tasks.
sents the model against which the actions are validated. Along the lines of software testing, a recent related
Here, we extend our original proposal significantly by Work is ConfErr [11], a tool designed to improve soft-

applying model-based validation to entire Internet ser-ware resiliency to human-induced configuration errors.
vices. Our work is different in that we seek to detect a much

broader set of mistakes, before they are exposed to the
rest of the service and end users. Most other works on
3 Related Work software testing are orthogonal to our work.
Finally, another related effort is Araujo and Vieira’'s

The prior work on systems management in Internet serWOrk on models of best practices for DBMS configu-
vices can be divided into five main classes: automal@lion refating to security [17]. This work is comple-
tion, recommendation, validation, recovery/undo, andmentary to ours in that the tests derived from these mod-

monitoring/auditing. In the first class, systems typi- els could be used in a model-based validation system to

cally reduce operator intervention by automating repetCheck for security-related configuration mistakes.

itive tasks, e.g., [2, 24, 32]. Unfortunately, many tasks

cannot be automated, creating the possibility of operatoq Example Models

mistakes. Recommendation systems, e.g., [5], attempt to

prevent mistakes by guiding the operators’ actions. As arrlow model. Most Internet services are designed to han-
extra safety net, previous validation systems [16, 18, 25Hle streams of relatively small requests. Thus, a flow
hide and detect certain types of mistakes by confining thenodel characterizing services as graphs, where nodes are
operators’ actions to a sandboxed environment. Whewromputation centers and edges are request flows from
mistakes are made, recovery/undo systems [6, 29, 24, 3@ne node to another, naturally lends itself to defining cor-
can be used to bring the service (or the sandbox) backectness assertions for these services. In particular, we
to a proper state. Finally, monitoring/auditing systems,found that a flow model served very well for consider-
e.g., [1, 3, 28, 7, 21, 22, 27, 13], attempt to detect (andng correctness conditions for both the Ask.com crawler



be balanced This represents the standard load balanc-
reduesisReDY ing that designers of most Internet services strive for to
ork unis atrto-all _— maintain stable, high system throughput.

SN )" ‘ﬁ £ A fifth characteristic is that each node and edge typi-
é Lo @ <E ‘ cally has acapacitylimit which cannot or should not be
exceeded. Such limits are sometimes set by configura-
Figure 1:Flow model for the crawler. Each tier is a replicated tion parameters, which should then be checked against
set of software components. Each work unit comprises a set dhe context of the entire system for correctness. For
URLs to be downloaded. Work units traverse statically cenfig example, in our multi-tier auction service, the number
ured flow paths shown by the arrows. Tier 1 is responsible forof threads available in the database server for handling
coarse-grained work scheduling, Tiers 2 and 3 are respdasib ¢lient requests is a configurable parameter. When an
for host resolution and fine-grained work scheduling, aretgi operator adds application servers to the second tier, she
4 and 5 are responsible for downloading and processing Wely o045 16 consider whether the number of threads in the
pages. Tier 1 components are both sources and sinks, with WOy tabase server needs to be adjusted.
units flowing in the direction of the arrows, and acks flowing i . . .
the reverse direction. Finally, one should check fastagnation WhICh cor-

responds to when a sub-stream of requests is passing
) ) ) ) through some subset of service components too slowly
and the auction service. Figure 1 shows a high-level rovv(Or not at all). Examples of stagnation include mistakes

graph for the Ask.com crawler. that lead to starvation of some requests or deadlock.

Describing an Internet service as a flow of requests;Other models. We also used two complementary mod-

is not a new concept, e.g., [7, 22]. However, a flow _, . : .
. : ) ] els: a hierarchical component model and an access con-
model immediately brings to mind a number of correct- ; .
trol model. The access control model is based on a sim-

ness characteristics that should be validated. First, con-

) : . . le access control matrix but is nevertheless effective be-
structing a flow model dictates that the service enginee : . : ;
oy . . cause it allows the explicit checking of access configu-
must reason abowdonnectivity that is, which compo-

: rations. The hierarchical component model specifies the
nents are connected to which other components and how . :
.~ —~component to sub-component relationships for complex
requests should flow through the system. We believe . . .
. - . components such as a server. This model aids the writing

that checking system connectivity should be quite useful ;
. ; . . f assertions to ensure that parts of complex components

since many mistakes observed in our previous study [16

led to incorrect connectivity. 0 not fail silently.

A second characteristic ilow preservation which
specifies that requests can only enter the flow graplls  The A Assertion Language
at known sources and then leave the system at known
sinks. Requests cannot be generated spuriously insidgyr model-based validation programs are written in a
the graph, nor can they disappear without leaving theg ey |anguage called. We designedA for two rea-
system through known sinks. Of course, split points,sons, First, we wanted to explore whether a language
i.e., points where a request may transform into severaljjored to validation, operator tasks, and Internet ser-
requests, and merge points must properly be defined §gce management would improve expressiveness and
sources and sinks. For example, a split point precedegadability—we strongly believe that it does. Second, in
the flow from Tier 2 to Tier 3 in the Ask.com crawler the future, we plan to explore the use of compiler analy-
and the flow from Tier 3 back to Tier 2 ends at a merge;s to analyze and improve validation programs. Within
point. the scope of this study, however, a library written in a

Preservation also applies to each node and edge in th@ore familiar language such as C++ or Java would have
system. Over time, flows into a node/edge must equaerved equally well. Thus, in this section, we give only a
flows out of it. Otherwise, there is stagnation at theprief overview ofA, focusing on general features that we
node/edge, indicating either infinite queue build up orfound to be useful for reasoning about service configura-
lost requests inside that node/edge. tions and behaviors and not on specific detaila aelf.

A third characteristic is the expectedmpositionof  Figure 2 gives a small exampleprogram to help make
the work flow. That is, the overall work flow typically our description more concrete. We refer the interested
comprises a number of sub-flows of different types of re-reader to [26] for more details ok
quest and completion status. Mistakes can often change The fundamental idea behimlis to capture and ex-
the normal flow composition by a detectable amount.  pose the state of a running service as a set of language ob-

A fourth characteristic is that flows out of a node to ajects. Programs can then be written to examine this state
set of similar (replicated) downstream nodes often shouldnd validate service configuration and behavior against

all-to-all all-to-all



00: #include "connected. |ib";

01 task add.app.server {name="Add an Appl i cation aggregateelement and is motivated by the fact that com-
Ser "ef{"; } ponents in Internet services are often replicated for avail
02: iR [H

/1 Define an el ement to represent the database ability and performance. Aggr_egate bindings are power-
server . . , o ful because they allow assertions about all components
elice  'UMMing on doserver.dommin.tld in validation within a replicated set to be independent of the actual
03: valirri]ationf db:: DBScferver(l P="dbser ver. domain. t1d") number of active components at runtime. For example,

with config nmySQLCf g; . : : : ;

// Define an el ement group to represent all an assertion can specify that all application servers in a

/1 application servers running in the online multi-tier service should be relatively load balanced, re-
slice ; ;
04: online as_al | : : Appl i cat | onSer ver Gr oup(1 P="_ ") gardless of the number of servers currently running (line

with config Tontat Cf g("/ pat h/ t o/ web. xni ") 08)_

1N o e oeS o start the task Assertions are Boolean expressions on elements that

05: y vﬁ;( . Bfegi nr:ask"){ timeout = 30?00; } ) ’ represent beliefs about how a service should be config-
it or the operator to conplete the tas H H H

06 wait("Begi n Val i dat i on") {timeout = 30000; } ured and how it should behave (line 08). Assertions are
A /I/I Use the library '‘connected’ to validate executed periodically with configurable frequencies.
that a . . . . .

/'l app servers are connected to the database Assertions can b? organlzedmtxsks(llne 01),WhICh
server o it A are constructs designed to model human-machine inter-

: t t s ) . . . .

i AS come connected with[as-a Ias actions. Tasks allow validation programs to wait for ex-

/1 Check that the App servers are |oad bal anced pected operator actions (lines 05 and 06) and to define
08: assert bal anced (EQUAL (as.all..cpu.util)){ .
09- on: how the service state should change upon the comple-
10: } else{//print "App servers |oad unbal anced"} tion of these actions. For example, a program written to
14: wait("End Validation"){ timeout = 30000 } \{alidate _the a<_jdition of an applicatiorj server to a multi-
15: } tier service might ensure that there is indeed one more

application server running and that all Web servers are

Figure 2: A sample A program written to validate the task of CONNected to it after the operator has completed her ac-

adding an application server to the auction service. tlon_. . _ _
Finally, to provide a method of abstraction, assertions

some correctness model. Toward this purp@seup-  can also be organized intibraries for reuse (lines 00
ports a number of features such as statistical operators @nd 07).
ease the task of reasoning about service correctness. g  The A Runtime System
More specifically, eaclh program comprises a set of
assertionswritten aboutelements Elements are typed In this section, we briefly describe theruntime system
objects representing the monitored state of running seras it is implemented at Ask.com. The implementation
vice components, such as Web or application serversor the auction service is similar, although some details
Critically, elements contain information about compo- differ because of differences between the two monitoring
nents’ configuration parameters and log output in addiinfrastructures.
tion to the components’ running state (Figure 2, lines TheA runtime system is responsible for obtaining the
03 and 04). This allows validation programs to detectstate of running service components and mapping this
misconfigurations, which comprise a major class of mis-state toA elements. The runtime system is also responsi-
takes. State information is presented as fields within elple for scheduling and executing assertions framro-
ements, where each field can hold a value of a primitivegrams.
data type, a stream of temporally sampled values (called TheA runtime system is hosted by a component called
astatobject), or another element representing the state ofhelntegratoras shown in Figure 3. The Integrator main-
a sub-component. Stat objects are used to hold time seains a database of active service components, called the
ries data, such as the CPU utilization over time at a serveComponent Databasagainst whichA elements can be
componentA provides a number of statistical operators dynamically bound. In the Ask.com system, all service
to manipulate such time series. components link with an extensive set of middleware
Each element is dynamicalboundto a specific com-  codes, which includes communication with a distributed
ponent, e.g., the database server running on the host dbirectory service that maintains dynamic membership in-
server.domain.tld (line 03). Mapping the state of eachformation and a remote control and monitoring package
component to the corresponding bounded element in avalled CAPP. Maintaining the Component Database is
A program is the job of the runtime system (Section 6). then just a matter of periodically obtaining the set of ac-
An element can also be boundacetof components tive service components from the directory service. The
of the same type; e.g., the set of application servers in theomponents’ attributes (e.g., name, IP address, etc.) are
auction service (line 04). Such an element is called arobtained either from the directory service or by contact-



[ daemon that supports remote access to configuration pa-
Directory Proxy Directory Proxy rameters and log files for service components running on
= = that host. At bind time, the Integrator queries these dae-
Comid contguaton e N monNs tq gather configuration parameters and s_etup log
&Logs forwarding for A elements whose types are defined to
contain configuration parameters and log outputs. We
implemented this querying interface instead of having
the monitor forward the appropriate configuration (or
log) files to the Integrator because some configuration
Figure 3:The Ask.com A runtime system. parameters may be stored as internal state of a service
component, rather than in external configuration files.
ing the components themselves through the CAPP interFor instance, MySQL stores access control information
face. in tables of a special database; therefore, obtaining such
The Integrator also periodically contacts each activeénformation requires querying the MySQL database.
service component through the CAPP interface to mon- Finally, the Integrator runs ahprogram by instantiat-
itor time series attributes, such as the number of reing and/or executing bindings and assertions in program
guests serviced and CPU utilization. This monitoringlisting order. Once started, each assertion is periogicall
data is maintained in a second database calledstae  scheduled according to its specified frequency. Schedul-
Database ing is implemented via a sorted ready queue, with asser-
We implemented a simple hierarchical elementtions sorted according to the next time they should be
type system with inheritance to support the map-executed.
ping of component state information té typed
elements. Our type tree is rooted at the type
Generi cServi ceConponent, which is de-
signed to represent a generic service componen
Generi cServi ceConmponent contains four stat
type fields, CPU utilization, memory utilization, number
of messages sent, and number of messages received,
a config element to hold configuration parameters.
We then implemented 6 element types to representthé.1  Ask.com
6 types of components in the Ask.com crawler. 5 of the 6
types extend th€ener i cSer vi ceConponent type
with fields specific to the software components of the 5The Ask.com crawler comprises five different tiers,
tiers; e.g., theAébSer ver type includes a field for the where each tier is a replicated set with hundreds to thou-
total number of requests that an instance has received ands of replicas. All communication is inter-tier and
date. The 6th type represents the communication charfollows either a one-to-one or all-to-all pattern (see Fig-
nels and has just 1 stat field, the number of messagagre 1). Inter-tier messages are carried by middleware
present. distributed persistent communication channels, which
When anA element is instantiated via a binding state- are similar to the Unix named pipe except that each
ment, the runtime system creates an element of the agisk.com channel supports an arbitrary number of dis-
propriate element type and binds it to the active com-tributed senders and receivers. The six element types
ponent from the Component Database whose attributesientioned in Section 6 correspond to components in the
match the binding expression. Non-stat typed fields ardgive tiers and the channels. Each crawler component has
set to the matching attributes, whereas stat typed fieldan average of 20 time series attributes and each channel
are mapped to the corresponding time series attributelsas 1 time series attribute, giving the Integrator the task
in the Stat Database. Obviously, the element types weref regularly sampling over 20,000 time series attributes.
designed so that the fields match the attributes defined The Integrator runs on two machines, each with an In-
and maintained for the corresponding service componerttl Xeon 2.4 GHz processor and 4 GB of RAM. The data
types. collection part of the Integrator and the Stat Database are
For an aggregate binding, the runtime system createsplit across the two machines. TAexecution environ-
as many elements as there are service components thaient runs on just one of the machines and accesses the
match the binding expression, and binds each element t8tat Database on the second machine using NFS. Cur-
one of the matching components. rently, this setup is able to sample each time series at-
Each host in the Ask.com system also runs a host-levetribute once every 5 minutes. (We expect that fairly sim-
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7 Evaluation
fn this section, we describe our validation programs for

the Ask.com crawler and the auction service, and evalu-
a%tg their effectiveness in detecting system misbehaviors.

7.1.1 Crawler and Validation System



ple optimizations, such as parallelizing the periodic con-the proper composition of the work stream as it flows
tacting of active components, would allow us to samplethrough the pipeline—e.g., the percentage of successful
once every minute.) page downloads vs. the number of error replies received

Our monitoring places negligible overheads on thefrom the testbed/Internet. All assertions involve one or
crawler components, which already maintain extensivenore aggregate elements, emphasizing the importance
logging for offline analysis. Thus, each component onlyof dynamic group binding to scaling model-based vali-
needed to maintain counts 620 types of logged events dation to large real-life systems.
and to answer 1 RPC request every 5 minutes. Given the above infrastructure, validation takes place

The validation environment is somewhat different thanas follows. The operator configures the crawler to run
that described in Section 2. In particular, we do not haveagainst the internal testbed and starts a validation run
the capability of dynamically creating a validation slice. with a significant and realistic workload (tens to hun-
Rather, the system can be configured to crawl an interdreds of millions URLs to be downloaded). A validation
nal testbed that emulates the real Web. Changing fronnun may last between several hours to several days, de-
one configuration to another requires copying the softpending on the extent of the changes being validated. If
ware installation of one tier to a different set of machinesthe run passes validation, the operator changes the crawl-
and, typically, changing a small number of configurationing rate if necessary and runs the script to reconfigure the
parameters for a second tier to increase the crawling raterawler to run against the Internet.
The first change is entirely script-based so that direct hu-
man action is quite limited.

The testbed that emulates the Web comprises a clustgr

running a large number of Web servers. The URLS andyr work at Ask.com was performed as part of an effort
content served by these servers are realistic since thgy introduce a new set of technologies into their crawler.
derive from traces of actual crawls. On the other handirpis was a great time for evaluating validation as many
the emulation has two limitations. First, the parallelismchanges were made to the crawler and the new software
achievable against the testbed is much smaller than th?/stem was deployed in a number of stages; we estimate
against the real Internet. Second, our Web servers coulgh,; there were about 15 validation runs during our study
not emulate many of the error conditions that can and d@yeriog. This is an estimate because our validation system
occur on the Internet. was not ready for real use at the time. Thus, we typi-
As already mentioned, we defined a flow model of thecaly view the very last test run before entering produc-
crawler. Each replica in each tier contributed a node tajon mode as a validation run. During these runs, there
the model. Each one-to-one channel contributed a diyere a handful of mistakes and/or software problems that
rected edge to the model. Each all-to-all channel conygre easily identifiable by the normal monitoring sys-
tributedn x m directed edges when there aresource  tem. There were also 6 instances, 4 due to operator mis-
andm destination nodes. As explained in Figure 1, workigkes and 2 due to software/design bugs, that were not de-
units typically comprise sets of URLs to be downloadedtected until after considerable post-run analysiuch
and tra\/_erse the edges along their directions. Each tiegf this analysis was motivated by our on-going work on
1 node is both a source and sink. The split and mergengdel-based validation. In essence, we were applying
points in tier 2 were also identified as sources and sinksmodel-based validation by hand.) We use logs from these
Using the above model, we then wrote ohprogram 6 cases as a first step in evaluating model-based valida-
to validate three major tasks: installing a new instance ofijon. In particular, we executed teprogram described
the crawler, adjusting the number of hosts and/or repliabove on a live Integrator and replayed the logs from the
cas, and upgrading the crawler software. We wrote ong cases to feed the Integrator with monitoring data. We
validation program to check overall system correctnessgonsider the two cases that were not operator mistakes
rather than task-specific programs, because the same vajecause similar misbehaviors could have been caused by
idation program is also used to continuously monitor themistakes (and because it is generally interesting to see

health of the crawler. This is a significant advantage ofwhether model-based validation can detect these misbe-
model-based validation over other validation techniquesaviors).

(but a discussion of this monitoring application is beyond
the scope of this paper). The disadvantage is that the va unication through the persistent channels described

idation program cannot use task-specific assertions. above did not have timeouts. If the crawler is shutdown

Our vahdapon program contains 27 a§sertlons: Lor any reason, the operator was responsible for clearing
of the assertions check for flow preservation across the

nodes _and edges of the ﬂO\_N mOdelf 5 check for load 20ne mistake was detected quickly but finding the root causie to
balancing across the nodes in each tier, and 7 check farwnhile.

1.2 Effectiveness

l\T/]Iistake 1. Early on in our development, inter-tier com-




the channels before restarting the crawler. On one occanistake because it led to a violation of flow preservation.
sion, the crawler was shutdown for a software upgradepisiake 4. In one validation run, about 30% of a newly

and, when it was restarted, the operator forgotto clear thg o 5taq input workload (URLS to be downloaded) were
channels. To exacerbate the problem, the shutdown wagistakenly provided in an old format. This caused the
done in such a way as to reset the channels to include gayjer to generate and attempt to crawl incorrect/non-
large amount of already processed requests. This causelictant URLS. (This may seem like a rather benign mis-
the crawler to process a large amount of work from the,e pyt it is not; a crawler attempting to download a

previous run. Further, part of this work stream was nOtlarge number of non-existent URLS from a site can annoy

properly rate controlled because it entered the pipeline g gjte administrator and lead to complaints against or
an unexpected entry point. This led to a “politeness vio-

L even blocking of the crawler.) This led to a failure rate of
lation,” where the crawler downloaded from a set of Webroughly 30%, which is much higher than normal. Model-

servers at rates that exceeded the normal self-imposegse validation detected this problem very quickly as
rate—the self-imposed rate is set in order t0 Not 0Verypg of the assertions checking for the composition of the
load Web servers with crawling traffic. Fortunately, this work flow triggered on a much lower threshold for failed

mistake was caught during the validation run (althoughy,nioads. Interestingly, a similar mistake was made on
it was not caught until a post-analysis of the Val?qationanothervalidation run, but only affected a very small per-

run was performed). This problem led to the addition of ;o a6 of the input workload. We were not able to detect
application-level timeouts to messages passed via chafris pecause the change in percentage of failed down-

nels. Model-based validation detected this mistake very,, s was within the expected variance and so below the
quickly as it caused a significant violation of flow preser- i, .ashold of our checking assertion.

vation. h )
Software bug.In one validation run, a software bug (i.e.,

Mistake 2. Also early on in our development, the chan- a programmer rather than an operator mistake) caused a
nels had capacity limits that were “soft” parameters; thatfailed HTTP decoding to result in the continuous down-
is, the capacity limit of a channel was lost if the serverloading of the same URL for a portion of the workload.
managing it crashed. When the server recovered, iThis problem is undesirable both because unnecessary
would set the channel's capacity limit to a small num-work was done and because of the politeness violation.
ber under the assumption that the operator would quickl\Model-based validation quickly caught this mistake, as it
notice the bottleneck and correct it. Once, during a softded to a significant violation of flow preservation.

ware upgrade of some of the tiers, the channels were lefhegign changeweb servers on the Internet can provide
running. During the upgrade, the channel server crashef iy ctions to Web crawlers viabots.txtfiles. Thus, a

(the reason for the crash was unrelated to the upgradeyayjer must always download (but may cache) this file
and automatically recovered, causing all channel capagy, check for appropriate directives before crawling a Web
ity limits to reset. When the crawler was restarted, thesite. In one version of the crawler, the caching policy

operator forgot to check the channels’ capacities. Thi§yas modified. In particular, the result of a failed HTTP

caused the system throughput to be very low. Modelygq est for a robots. txt because of a network or protocol
based validation quickly detected this mistake. More in-

) error was not cached. This is conservative, since such
terestingly, when the problem was detected, the develops o were expected to be transient. However, it turns

ment team thought it was a software problem rglated Qut that Web servers on the Internet can enter and remain
the upgrade. The real problem was notfound until & carey, g,ch error states for much longer than expected. Thus,
ful investigation of the software failed to identify a bug. qring one validation run, the crawler tried to download a

Our current validation program would not have acceler-gn | 'set of robots.txt files over and over again, because

ated the investigation, because it only checks dynamig,cp, try resulted in a network or protocol error and so

flow properties. However, if we had had a chance 0 iy 55 ot cached. This was a valid design choice. How-

clude configuration-checking assertions as we did for theyyer the development team decided to change the choice
auction service (which we were in the process of devely, minimize the number of robots. txt requests to sites that
oping), they would have helped to quickly pinpoint the 46 i 4 persistent error state. Model-based validation
root cause. did not catch the fact that there were more requests for
Mistake 3. In one validation run, an operator mistak- [0POts-ixt than expected, because the error stream from
enly started a replica in tier 1 from an old installation, '€S€ troublesome sites was quite small and thus within
when restarting the crawler after installing a new versiont"® €xpected variance threshold.

of it to a different location. This led to an extra com- Summary. Model-based validation quickly detected 5
ponent running in tier 1 that initiated work from an old out of the 6 problems described above. We find that the
workload. Model-based validation quickly detected thisflow model and the correspondi®gprogram are quite



effective at detecting mistakes/problems that lead to stacomponent should be overloaded. Finally, the last library
tistically significant violations of flow principles, sucka (4 assertions) asserts the access control matrix, which
flow preservation and expected composition. These arenly included access control for the database server for
themost importanmistakes to catch since they can havesimplicity.
serious business consequences. On the other hand, be-We wrote four task-specifi& programs: (1) adding
cause we are currently checking work flows at a coarsean upgraded Web server, (2) adding an upgraded appli-
grained level, mistakes/problems that lead to changes ination server, (3) adding a load balancer, and (4) adding
the flow that are within the expected variance thresholds database to the DBMS. Once we wrote the libraries, it
cannot be detected. Fortunately, these “small” mistakesvas quite easy to write the task-specific programs. All
typically do not have significantimpact. programs together correspond to only 125 lines of code.
In general, each task-specific program only consists of
. . two sets of statements: (1) binding statements identify-
7.2 Auction Service ing the components that are affected by the task and those
7.2.1 Validation System not affe_cted.but needed for validation; and (2) invc_>cation
of the libraries to check the correctness properties that
We also defined models and wrote validation programgnight have been impacted by operator mistakes when
for an auction service modeled after EBay [23]. The serferforming that task. This experience provides strong
vice is organized into 4 tiers of servers: load balancergvidence that, given a good core set of assertions about
Web, application, and database. Work units corresponthe properties and behaviors of a correct system, writing
to client requests. We defined a flow model similar totask-specific validation programs requires relativetjglit
that for the Ask.com crawler. We also defined a hierar-effort. The simplicity of writing task-specific programs
chical component model, specifying all the componentgnay be important since there are potentially many differ-
that must be running for each of the servers to be coment operator tasks that should be validated.
pletely “up,” and an access control matrix specifying ac-
cess rights. , 7.2.2 Mistake-Injection Experiments
We then used the above models together with results
from previous works exploring the nature of operator To evaluate model-based validation for the auction ser-
mistakes [4, 10, 14, 16, 18, 19, 31] to guide the writingvice, we injected mistakes in the context of a variety of
of 12 A libraries containing 49 assertions (749 lines of maintenance tasks. Each experiment consisted of a sin-
code). Three libraries containing 14 assertions were writgle mistake injected into the scripted execution of one
ten to check the correctness characteristics of the floask. All tasks affecting a specific type of component,
model as discussed in Section 4. These libraries contaia.g., Web server, were validated using one task-specific
assertions about inter-tier connectivity, such as the degrogram; since our tasks were performed on four differ-
tination port configured on a Web server for a TCP con-ent types of components, this led to the four task-specific
nection should be equal to the listening port configuredA programs mentioned above.
on the application server. They also contain assertions Our auction service comprised 1 load balancing server
about flow capacity, e.g., the sum of the allowed out-running Linux LVS, 2 Web servers running Apache, 2 ap-
standing JDBC connections on the application serverglication servers running Tomcat, and 1 database server
should be no larger than the number of concurrent rerunning MySQL. Each server was a blade witha 1.2 GHz
guests the database is configured to handle. processor and 512 MB of RAM. Servers were connected
Three of the libraries deal with the correct running of by a Gbit Ethernet switch. The service was loaded us-
components in the Web, application, and database tieréng a client emulator. The overall load imposed on the
such as an httpd process must be running on a Webystem was 40 requests/second, which is roughly 50%
server. They also contain assertions about the consiof the maximum achievable throughput. The compo-
tency of related configuration parameters of each comnents in the validation slice were offered a load of 20
ponent type; e.g., the set of application servers to whichiequests/second.
a Web server can connect appears in two places in an The Integrator was hosted on 1 additional blade. Our
Apache configuration file—these two lists should match.monitoring imposed overheads of at most 6% CPU ulti-
These libraries contain 18 assertions. lization and a 1.4 KB/s data stream to the Integrator on
Three libraries contain 9 assertions about per-each service component. The Integrator was only lightly
component policies; for instance, the load balancing polHoaded (e.g., average CPU utilization of 2.7% when the
icy of the Linux LVS balancer. Two libraries (4 asser- entire service was under validation).
tions) assert that resource utilization should be balanced Table 1 summarizes our experiments. We injected
across the components of a replicated tier and that nthree categories of mistakes: those affecting the connec-



Category Mistake Impact Task Caught?
Connectivity | “LVS ARP problem”: Web server not configuregd Web server might respond to ARP requestaNeb server Y
to ignore ARP requests. originated by clients, bypassing the front- addition

(synthetic but well-known [12]) end load balancer.
Web server not compiled with support for tHe Affected Web server will forward requests Web server N
membership protocol synthetic [19]) to application servers taken off-line. addition
TTL of membership heartbeat messages is njigf the TTL is too high, the Web servers will Application Y
configured in one application server. syfi- | not stop sending requests to an applicatiprserver addition
thetic [19, 10]) server taken off-line.
Misconfiguration of one pair of Web server andAll Web servers but the affected one will Web server Y
application server: wrong yet matching port num-not be able to contact the misconfigured gdp-addition
bers. gynthetic [14]) plication server.

Capacity The number of connections handled by thetcauses the system not to work at the maxApplication Y
database is exceedeayfthetic [4]) imum capacity. server addition
Wrong front-end load balancer policy is activated.Undesired/inappropriate  distribution aof Load  balancer Y
(synthetic [31]) load across Web servers. addition
Web server load balancer misconfiguredsyr(- | Undesired/inappropriate distribution df Web server Y
thetic [31]) load across application servers. addition
DBMS performance parameters configured sdibService overall performance might be jeop-Database Y
optimally. (survey [18]) ardized. creation

Security Database administrator account not assignefl &erious security vulnerability. Database Y
password. gbserved[16]) creation
Allowing any machine to access the database [réSecurity vulnerability and possibility of Database cre Y
motely. Gurvey[18]) data corruption due to unmalicious yetation

unauthorized data access.

Allowing an ordinary user to grant/revoke privi- Serious security vulnerability. Database cre] Y
leges to/from other userssyrvey [18]) ation

Table 1: Mistake-injection experiments: mistakes, motivatingrees; impact, and whether they were detected by model-based
validation.

tivity of multiple components (labeled “connectivity”), IP address, resulting in a race condition. Consequently,
those affecting the capacity of some subset of composome requests might be sent directly to the Web servers,
nents (“capacity”), and those affecting the security ofwhile others go through the load balancer.

the system (*security”). One mistake was observedin a \yq jnjected the mistake of allowing a Web server to
previous study [16] (*observed”). Some of the mistakes g\ er ARP requests for its loopback device, which is

were reportedin a survey of”database administrators thahe gefault behavior. In the validation slice were the load
we conducted [18] ("survey”). All others were synthet- pajancer. the Web server operated upon, an additional
ically generated but motivated by previous work on 0P-\yepy server, two application servers, and a database
erator mistakes [4, 10, 14, 16, 18, 19, 31] ("*synthetic”). 5 yy * |nterestingly, when validating the Web server,
The mistakes share two key characteristics: (1) they €iye noticed that only the assertion about the configura-
ther occur frequently or can impact the system signifi-, of the loopback device failed. The load was actu-

captly, and (2) itis d|_ff|cult or 'mPQSS"?‘e to catch them ally correctly distributed across the Web servers behind
using trace- and replica-based validation. LVS. The reason was that the load generator had cached
In what follows, we present more details for some ofthe ARP response given by the load balancer. Trace-
the mistakes, their impact on the service, and how theynd replica-based validation would have overlooked this
were detected (or not) by model-based validation. mistake, since everything worked perfectly during vali-

“LVS ARP problem”. This is a well-known miscon- dation. In the interest of completeness, we decided to

. . . . perform another validation run after making sure that the
figuration [12] that may occur when LVS is set up N ARP cache of the load generator was cold. In this run, all

g'recggzgt'tggr;zqz e{lrll é?:asntn:gdeégtlse ;_Xjfcr;azrrlljnti:es requests were sent directly to one Web server, bypassing
upp v ! qu W e load balancer. This time not only did the configura-

to the W.Gb Servers, .bUt the Web Servers are responsib fon assertion fail, but our assertions that CPU and mem-
for sending the replies directly to the clients. A popu-

: : o ; ory utilization should be relatively balanced across the
lar method to achieve this behavior is to assign the sam y y

: AMEGeh servers also failed.
IP address that LVS uses to receive requests to a virtual

interface of a loopback device on each Web server. Théembership protocol mistakes.In our testbed service,

caveat is that Web servers must ignore ARP requests fahe application servers periodically send heartbeat mes-
the loopback devices; otherwise, all Web servers and theages to the Web servers; accordingly, the JK module of
load balancer will answer ARP requests for the sharedhe Apache Web servers (the module that communicates
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with Tomcat) keeps a list of available application serversover a longer period of time, and so the models and cor-
based on the heartbeats. This allows the Web servers t@sponding validation programs were more refined (see
stop sending requests to application servers taken af-lindiscussion in the next section).
for maintenance/validation. Because this is a local exten-
sion, Apache’s JK module must be recompiled to supporg : :

: Discussion And Lessons
this protocol.

One of the two injected mistakes pertaining to theour proposal of model-based validation often prompts
membership protocol was not compiling the JK modulethe following questionare there service engineers with
of a new or upgraded Web server with support for thatsygficient knowledge of the entire system to write practi-
prOtOCOI. The affected JK module would rely ona StatiCCa| yet effective validation programs‘e)ur experience
list of application servers specified in a configuration file 5t Ask.com provides a strongesanswer. In particu-
instead of building a dynamic membership table. lar, Tjang, the author who implemented the Ask.com

Replica and trace-based validation cannot deal withmodel-based validation system, started with no knowl-
the above mistake because it impacts the machines redge of the crawler. Reviewing the design documenta-
siding in the online slice: the online Web servers wouldtion and discussing the crawler with lead engineers led
keep trying to reach the application server(s) isolated irto the adoption of the flow model as the overall abstrac-
the validation slice. During the experiment, thero-  tion of the system.
gram we used for model-based validation did not de- Tjang then collaborated with component developers to
tect this mistake. We could have caught this mistake bydefine the attributes/properties that should be monitored.
adding a configuration attribute to the Web server ele-The initial discussion with each component developer re-
ment type that corresponds to the number of threads aguired on average 2 hours. Understanding the compo-
tached to the membership shared-memory segment aments at a sufficient level of detail took approximately
an assertion to ensure that this attribute is greater than ®wo weeks.

However, for the purposes of our evaluation, we deem Many of the attributes/properties to be monitored were
this mistake as not caught. already implemented. Thus, the component developers

Load distribution mistakes. We injected a load distri- equired only a small amount of time to completely sup-
bution mistake into two load balancers: the front-endPOrt what they and Tjang agreed upon. A number of im-

LVS and Apache’s JK module. The former distributes Provements were made over time, but no major imple-

load across the Web servers, whereas the latter deals wiff€ntation effort was ever required.
balancing load to the application servers. Tjang then developed the validation program de-

Depending on the desired load distribution policy, ascnbed a_b_ove using the f'O.W mod_el as the primary guid
. . . . : - “ance. Writing, testing, and improving the validation pro-
different set of assertions is activated during validation ;
. . o gram took approximately 2 months.
Assuming the policy of equally distributed load across ; . I
. . . Reflecting on our experience over both validation ef-
homogeneous machines, we injected the mistake of corp,

o ! . rts, we observe that model-based validation’s ability
figuring the load balancers to give more weight to a par- . .

. . : to span a range of modeling efforts is the fundamental
ticular server in each of the affected tiers.

. ) L . characteristic that makes it practical to implementin real
When |njec_t(_ad into LV, this mistake t”ggefe_d the as'systems. In particular, to start, a model-based valida-
sertions requiring the CPU and memory utilization of the; | system can be quickly deployed using an initial set

Web servers to be relatively balanced. In addition, sincc—bf high-level models and corresponding validation pro-
we assumed that the Web servers were homogeneous, thg, s | ikely, this initial infrastructure will only catch

assertion requiring their weights to be equal also trig-4qs5 mistakes, e.g., one that causes a significant viola-

gered. tion of a flow principle. However, these kinds of mistakes
Summary. Overall, model-based validation caught 10 (and bugs) are the critical, high priority ones and so it is
out of the 11 injected mistakes shown in Table 1. Manyworthwhile to deploy these initial validation programs as
of the assertions that caught mistakes were ones thaoon as possible. This situation is similar to where we
check configuration parameters, highlighting the impor-are today with the Ask.com system.

tance of validating configurations, in addition to dynamic  Subsequently, service engineers can iteratively de-
service behaviors. Further, in contrast to the Ask.comvelop more detailed models and corresponding valida-
system, where the current coarse-grained assertions dimn programs. These more detailed validation programs
not provide much help in identifying the source of a mis- should be able to catch mistakes that have less obvious
take, the assertions that triggered in these experimenimpact on the system (but should be caught and corrected
gave very strong clues for finding the mistake. We be-nevertheless). In addition, the more detailed assertions
lieve this is because we worked with the auction servicgprovide much more help to the operator for identifying
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the source of the mistake. While the more detailed mod-[7] CHEN, M. Y., ET AL. Path-Based Failure and Evolution
els and validation programs do require increased under-

standing of the system, we strongly believe that it is still [g]
within the ability of one (or a small group) of service
engineer(s) to learn within a reasonable amount of time. 9]

This situation is similar to where we have gotten to with

the auction service.

9 Conclusions

(10]

(11]

In this paper, we proposed using model-based validation

as a strategy for identifying operator mistakes in Interne
services. We applied it to two Internet services: the real

fa2y

life Ask.com crawler and a smaller scale auction service,
We showed how the use of three relatively simple mod {13!
els can drive the systematic design and implementation
of effective validation programs. Correctness conditiond14
derived from the models were straightforward to express

in (remarkably compact) validation programs.

We evaluated our approach in terms of its effective-

(15]

ness in detecting the mistakes/problems that arose during
a number of validation runs of the crawler. Model-based[16]

validation would quickly have detected 5 out of 6 of these

problems. We also performed mistake-injection experi-
ments with the auction service. To ensure that our in{17]
jected mistakes were of comparable complexity and sub-
tlety to real mistakes, we used a combination of mistakes
observed from human-factors studies, those reported ifg]
the literature, and those reported by database administra-
tors in the course of a survey. Our efforts resulted in a

suite of 11 sample mistakes. We found our model-basegh g
validation approach highly effective, catching 10 of the

11 mistakes, none of which could be found using trace

and replica-based validation.
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