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Abstract. We considerthe impact of different communiation
architectures on the performability (performancet availability)
of clusterbasedserves. In particular, we usea combinationof
fault-injectionexperimentsand analytic modelingto evaluatethe
performabilityof two popularcommunicatia protocols,TCPand
VIA, as the intra-clustercommunicatiorsubstate of a sophisti-
catedWebserver Our analysideadsto several interestingconclu-
sions,the mostsurprisng of which is, underthe samefault load,
VIA-basedserves deliver greater availability than TCP-based
serves. If weassumeigherfault ratesfor VIA-basdserves be-
causethe underlyingtechnolagy is more immatue and program-
ming modelmore comple, we find that packet errors or applica-
tion faultswouldhaveto occurat approximately4 timestheratein
TCP-basedserves befoe their performabilitiesequalize We use
our resultsfrom the studyto suggestthat high-performanceand
robust communiation layers for highly available clusterbased
serves shouldpreservemessge boundariesasopposedo using
byte streams,usesingle-copytransfes, pre-allocatechannelre-
sources,andreporterrors in mannerconsistenwith the network
fabric’s fault model.

1. Intr oduction

Popularinternetservicesfrequentlyrely on clustersof com-
modity computersas their computingplatform [7]. The perfor
manceand scalability of clusterbasedsenershave beenstudied
extensvely [1, 7, 9]. However, understandinglesignsfor avail-
ability, behaior during componenfailures,andthe relationship
betweenperformanceand availallity (and combinedperforma-
bility) of thesesenershasreceved muchlessattention.

In this paper we seekto understancthe impact of differ-
entcommunicatiorarchitecture®n the performability of cluster
basedsenersin the presencef communication-relatéfaults. In
particular our goalis to assessener performabilitywhenusing
two commoncommunicationsubtrates:the kernel-basedrans-
missionControl Protocol (TCP) andthe userlevel Virtual Inter
faceArchitecture(VIA) [18]. Thesesubstratetiave beenstudied
extensvely in termsof their achievable performancd10, 14], but
their availakility hasnotbeenaddressed.

We seekto understandhow theinterplaybetwee the applica-
tion, operatingsystemandcommuni@ationstackaffectsavailabil-
ity. This approat standsin contrastto the rich body of existing
work thatexaminegfaultsarisingfrom noiseandpacletloss. This
line of researchhasproducedresultsrangingfrom fundamental
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limits on encodiry in the presencef noise[32] to sophisticated
time-outandretry algorithms[6, 19]. However, all the studiesfail
to addresghe effect of channé faults on entities outsideof the
communic#éion systems.e.g., the operatingsystemand applica-
tions.

Along the samelines, little is understoodaboutthe effect of
communic#éion-relatedresourceexhaustionandapplicdion faults
onsener performancendavailability. An exampleof suchfaults
is when the operatingsystemdeniesmemoryfor the communi-
cation layer to useas buffer space,asis possiblein TCR. From
the perspectie of the communic#ion stack,this failure originates
from the top of the stackratherthanthe bottom, asin the case
of the channelfaults. Understandinghe overall systemreaction
to thesenon-channefaultsis alsocritical to increasinghe avail-
ability of next-geneation systems. Returningto our example a
communicéion substraterobust to memory allocation faults al-
lows the servicedesignerto have a memory-stressedode send
load-sheddingnessageOntheotherhand,if thecommunicéon
breaksdown becaseof memoryallocationfaults,the faulty node
mustbeableto relieve thememorypressuravithout communicat-
ing.

Basedon theseobsenations,in this paperwe examinetheim-
pactof communicéon hardware,resourcesxhaustionandappli-
cationfaultson the availahility, performanceand performability
of PRESSa clusterbasedocality-consciousVebsener[9]. The
studyrelieson our own fault-injectionandanalysismethodology
[26] to examinethe differencesdetweenTCPandVIA, according
to theirimplementéionsoverthe Gigang cLAN network.

Our studyillustratesseveral performancers. robustnesgrade-
offs. We shav that TCR, in spiteof its sophisticatedime out and
retry, doesnot provide greateravailability thana userlevel com-
municationprotocolsuchasVIA in the contet of clusterbased
services. TCP hastwo featuresthat limit its applicahility in this
contet: it assumeshatpaclet dropsarea sign of transientprob-
lems,andit usesa byte-streanabstractiorin messagingThefor-
mermakesTCP fault detectiontoo slow to be useful,whereaghe
latter makes the sener vulnerableto bad parametersbecausea
badoffsetor pointercorruptsthe entirebyte streamafterthefault.

We alsofoundthatpre-allocatiorof resourcesn particularfor
memory can affect the robustnesof clusterbasedseners. Pre-
allocationof buffersandVIA descriptords essentiato maintain-
ing communicatio during resourcestressperiods. For VIA, this
suggestshatdynamicpinningandun-pinningof memoryregions
exposessenersto resourceexhaustionfaults.

The benefitsof usinga userlevel communicéion systemsuch
asVIA over TCP ultimately dependon the real fault load. If the
designerf a clusterbasedsener believe that the fault load re-



mainsthe sameregardlessof which communicatio substratas
used thenclearly userlevel communi@tion systemsprovide bet-
ter performancendhigheravailability. Ontheotherhand.,if their
instinctsare that a userlevel communicgéion substratemight be
subjectedto a more stresful fault load, becausehe technology
is lessmatureandthe programmingnodelmorecomple, thena
TCP-basedmplementatiormaybemoredesirable By studyinga
rangeof faultloads,we determinethe circumstancesinderwhich
oneprotocolis preferableover the other

Given our experiene with TCP andVIA substratesye sug-
gestdirectionsfor the designof future communicatiorayers.For
example,we believe thata high-performancerobustcommunica-
tion layer shouldbe message-basesingle-copy, andpre-allocate
all resources.

2. Methodology

We will usethe two-phasemethodologyproposedn [26] to
evaluatethe performabilityof PRESSn the presencef faults. In
thefirst phase the evaluatordefinesthe setof all possiblefaults,
then injects them (and the subsequentecovery) one at a time
into a runningsystem.During the fault andrecovery periods,the
evaluator must quantify performanceand availability as a func-
tion of time. We currently equateperformancewith throughput,
thenumberof requestsuccessfullysenedpersecondanddefine
availability asthe percentagef requestsened successfully In
the secondphase the evaluaor usesan analyticd modelto com-
putethe expectal averagethroughputandavailability, combining
thesener’s behaior undernormaloperationthe behaior during
componenfaults,andtheratesof faultandrepairof eachcompo-
nent.

2.1. Phase 1: Measuring Performance Under
Single-Fault Fault Loads

Therearetwo tricky issueswheninjecting faults. First, when
measuringhe sener’s performancen the presencef a particular
fault, the fault mustlast long enoughto allow all stagesin the
modelof phase2 to beobsenedandmeasuredThe oneexception
to this guidelineis that a sener may not exhibit all modelstages
undercertainfaults. In thesecasesthe evaluato mustuse his
understandingf thesenerto correctlydeterminevhichstagesre
missing(andlatersettingthetime of thestagen theabstractmodel
to 0). Second,a benchmarkmustbe chosento drive the sener
suchthatthe deliveredthroughputis relatively stablethroughout
theobsenationperiod(exceptfor transientvarmup effects). This
is necessaryo decouplaneasuregerformancdrom theinjection
time of afault.

2.2.Phase2: Modeling Server’sPerformability Un-
der ExpectedFault Loads

Ourmodelfor describingaverag performancendavailability
is built in two parts. Thefirst partof the modeldescribeghe sys-
tem’sresponséo asinglefaultin a7-stagamodel. Thesecondart
of themodelcombinegheeffectsof eachfault, asdescribedn the

Throughput Events
PSRN 1. Component fails

2. Detect failure

3. Server stabilizes

4. Component recovers
(not detected)

5. Server stabilizes

6. Operator Reset

7. All components back up
8. Normal operation

Phase A B C D E F G Time

Figure 1. The 7-stagepiecewiselinearmodelspeci-
fied by our methalologyfor evaluatingthe performa-
bility of clusterbasedseners.

first part,alongwith the MTTR andMTTF of eachcomponat to
arrive atanoverall averageavailability andperformance.

Per-Fault Seven-StageModel. Figure 1 illustratesour 7-stage
modelof serviceperformancen the presencef a fault. Timeis
shavn onthe X-axis andthroughpuis shavn ontheY-axis. Stage
A modelsthe degradedthroughputdeliveredby the systemfrom
the occurrenceof the fault to whenthe systemdetectsthe fault.
StageB modelsthe transientthroughputdeliveredasthe system
reconfigurego accountfor the fault; the systemmay take some
time to reacha stableperformanceregime becauseof warming
effects. We modelthe throughputduring this transientperiod as
the averagethroughpuffor the period. After the systemstabilizes,
throughpuwill likely remainatadegradel level becaus¢hefaulty
componenhasnotyetrecosered beenrepairedcor replaced Stage
C modelsthis degradedperformanceegime. StageD modelsthe
transienperformanceafterthecomponetrecovers. StageE mod-
elsthestableperformanceegimeachieved by the serviceafterthe
componenhasrecovered.This performancenaybebelow thatof
normaloperationif the serviceis not ableto recoser completdy,
even afterthefaulty componebhasbeenrepaired.Stager repre-
sentghroughputeliveredwhile theseneris resetby theoperatoy
whereasstageG representshe transientthroughputimmediately
afterreset.

For eachstage,we needtwo parameters:(i) the length of
time that the systemwill remainin that stage,and (ii) the aver-
agethroughputdeliveredduring that stage. Theseparametes are
eithermeasuredh phasel or anassumeervironmentalaluethat
mustbe suppliedby the evaluators.Sometimestagesnay not be
presenbr may be cutshort. For example,if therearenowarming
effects,thenstagesB, D, and G would not exist. In practice,we
setthelengthof time the systemis in sucha stateto zero.

Modeling Overall Availability and Performance. To combine
the effectsof a particularfaultload, we assumehatfaultsarenot
correlated fault arrivals are exponentially distributed, and faults
queueat the systemso thatonly a singlefaultis in effect at ary
point in time. (We addresssomeof theseassumptionsnd the
potentialerrorsthey may introducein [26].) Theseassumptions
allow usto addtogetherthe variousfractionsof time spentin de-
gradedmodes.

In particular if T), is the sener throughputundernormalop-
eration,c the faulty componentI; the throughputof eachstage
s in Figure 1 whenthis fault occurs,and D be the durationof



eachstage our modelleadsto thefollowing equationdor average
throughput{AT) andaverageavailability (AA):
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whereW, = (3¢, D3)/MTTF.*,
2.3 Performabili ty Metric

We proposea combinedperformability metric that allows di-
rect comparisonof systemsusing both performanceand avail-
ability asinput criteria. Our approachs to multiply the average
throughpuby anavailability factorasfollows: P = T}, x 11;):((2,{& ,
whereT, is thethroughputundernormaloperation,A; is anideal
availability (e.g.,0.99999),4 A istheaverageavailability, and P is
the performability of the system.This metricis anintuitive mea-
surefor performability becauset scaleslinearly with both per
formanceandunavailability. Obviously, if performanceloubles,
our performability metric doubles. On the otherhand, if the un-
availability decreasedy a factor of 2, then performability also
roughly doubles. (The intuition behindthis relationshipbetwesn
unavailahility (u) and performabilityis that we canapproximate
log(1 — u) as—u whenu is small.)

3 The PRESSSewer

PRESSis a highly optimized yet portable clusterbased
locality-consciousvebsenerthathasbeenshavn to provide good
performancein a wide rangeof scenariog9, 10]. Like other
locality-consciousseners[1, 4, 27], PRESSis basedon the ob-
senation that servinga requestfrom arny memorycacthe, evena
remotecache is substantiallymore efficient thanservingit from
disk, evenalocal disk.

In PRESSary nodeof the clustercanreceie a client request
andbecomeghe initial nodefor thatrequest. Whenthe request
arrivesat theinitial node,the requests parsedand, basedon its
contentthenodemustdecidewhetherto servicetherequesitself
or forwardtherequesto anothemode,the servicenode Theser
vice noderetrievesthefile from its cache(or disk) andreturnsit to
theinitial node.Uponreceving thefile from theservicenode the
initial nodesendst to theclient.

To intelligently distribute the HTTP requestst receves, each
nodeneeddocality andloadinformationaboutall theothernodes.
Locality informationtakesthe form of the namesof the files that
arecurrently cached whereadoad informationis representetby
the numberof openconnectionshandledby eachnode. To dis-
seminatecachinginformation,eachnodebroadcastdts actionto
all othernodeswvheneerit replace®r startscachingafile. To dis-
seminatdoadinformation,eachnodepiggy-backsts currentload
ontoary intra-clustermessage.

Lit is interestinghatthe denominatoof W, is just M T'T F.. insteadof
MTTF.+ MTTR.. Wereferthereaderto [26] for adiscusgon of why
thisis correct.

Communication architectur e. PRESSs comprisedf onenai n
coordinatinghreadanda numberof helperthreadsusedto ensure
that the mai n threadnever blocks. The helperthreadsinclude
a setof di sk threadsusedto accessiles on disk and a pair of
send/ r ecei ve threaddor intra-clustercommunicgion.

PRESScanuseeitherTCP or VIA for intra-clustercommuni-
cation. The TCP versionbasically hasthe samestructureof its
VIA counterpartthe maindifferencesarethe replacemat of the
VI end-pointsby TCP socletsandthe eliminationof flow control
messagesyhich areimplementedransparentiyto the sener by
TCPitself.

Reconfiguration. PRESSis often used(asin our experiments)
without a front-enddevice, relying on round-robinDNS for initial
requestistribution to nodes.Someversionsof PRESShave been
designedto toleratenode (and applicationprocess)crashesye-
moving thefaulty nodefrom thecooperging clusterwhenthefault
is detectd andre-integratingthe nodewhenit recovers. Faultde-
tectionwhenVIA is usedfor intra-clustercommunicatioris sim-
ple. A nodeassumeshatanothemodehasfailedif the VIA con-
nectionbetweerthemis broken.

WhenTCP is the communic#ion substratein additionto de-
tectingfailuresfrom brokenconnetions, PRESScanalsoemploy
periodic heartbeatmessages.To avoid sendingtoo mary mes-
sageswe organizethe clusternodesin a directedring structure.
A nodeonly sendsheartbets to the nodeit pointsto. If a node
doesnotreceve threeconsecutie heartbeatfrom its predecesor
it assumeshatthe predecessadnasfailed. (WhenusingVIA, the
nodesarealsoorganizedinto adirectedring, but only for recosery
purposes.)

In both casestemporaryrecovery is implementedoy simply
excludingthefailednodefrom thesener. Multiple nodefaultscan
occursimultaneouslyEvery time afault occurs thering structure
is modifiedto reflectthe new configuration.

Thesecondandfinal stepin recovery is to re-integratearecor-
erednodeinto the cluster Whenusing TCP, the rejoining node
broadcastdts IP addresgo all othernodes. The currently active
nodewith lowestnodeidentifier (ID) responddy informing the
rejoining nodeaboutthe currentclusterconfigurationandits ID.
With thatinformation,therejoiningnodecanreestablishheintra-
clusterconnetions with the othernodes. After eachconnetion
is reestablisheaherejoiningnodeis sentthe cachinginformation
of the respectie node. Whenthe intra-clustercommunications
donewith VIA, the rejoining nodesimply tries to reestablishits
connectiorwith all othernodes.As connectionsrereestablished,
therejoiningnodeis sentthecachinginformationof therespectre
nodes.

Versions. Several versionsof PRESShave beendevelopedin or-
der to studythe performanceampactof differentcommunicgion
mechanismg10]. Table 1 lists the versionsof PRESSthat we
considerin this paper For eachversion,we summarizets main
charactestics, their expectel impacton performanceand avail-
ability, and their nearpeakthroughputson our 4 clusternodes.
The throughputsof the variousversionsof PRESSwill be com-
paredagainstthroughputwhenvariousfaultsareinjectedinto the
cluster

All PRESSversionscooperatein cachingfiles, but differ in
termsof their approachto detectingfailed nodes,and the per



| Version | Main Features | ExpectedBehavior | Throughput |

TCP-PRESS TCPusedfor intra-clustecommunicationconnec- | Performancenay suffer in the presenceof faults | 4965reqs/sec

tion breaksareusedastriggerfor reconfiguration | becauseTCP connectiontimeouts are typically
lengthy

TCP-PRESS-HB| TCP usedfor intra-clustercommunicationjossof | Fasterresponsdo faults but may give falseposi- | 4965reqs/sec
heartbeatmessageareusedastriggerfor reconfig- | tivesif communicatiorof heartbeatss delayed
uration

VIA-PRESS-0 VIA usedfor intra-clustecommunicationgonnec- | Outperformsthe TCP versionsbut may be more | 6031reqs/sec
tion breaksareusedastriggerfor reconfiguration | vulnerableto userlevel errors

VIA-PRESS-3 VIA usedfor intra-clustercommunicationyemote | OutperformsVIA-PRESS-0, but remotememory | 6221reqs/sec
memorywrites usedin all messges; connection | writescandiffusepointerandmessagsizefaults.
breaksareusedastriggerfor reconfiguration

VIA-PRESS-5 VIA usedfor intra-clustercommunicationremote | Givesbestperformanceut remotewritescandif- | 7058reqs/sec
memory writes usedin all messageszero-coy | fuse faults and zero-coy requiresdynamic page
usedfor datatransfersconnectiorbreaksareused | pinning,makingit morevulnerableto OSfaults.
astriggerfor reconfiguration

Table 1. \ersionsof PRESs avalable for study their differenes, expeded impad on performarte and availability,

andthroughpit whenservingour berchmak webtrace

formanceof their intra-clustermessaging. TCP-FRESSand the
VIA-PRESS versionsuse connectionbreaksto detectnodefail-
ures,whereasT CP-FRESS-HBusesheartbeamessages.
PRESSusedntra-clustemessagefor requesforwarding,dis-
seminatiorof cachinginformation,andtransferof file data.When
usingVIA for intra-clustecommuni@tion,flow-controlmessages
arealsoused.In TCP-PRESSand TCP-PRESS-HB,all message
typesinvolve datacopieson both sidesandinterrupt-drizen mes-
sagereception.VIA-PRESS-0alsoutilizes regular messagedyut
they aresentdirectly from userspace.To avoid theoverheacbf re-
ceiverinterrupts VIA-PRESS3 andVIA-PRESSH utilize remote
memorywritesandpolling in all messagesRemotewritesareim-
plementedy allocatingbuffers at eachnodefor eachothernode.
Pollingis doneby looking at messagsequenc@umbersstoredat
the last positionof each(fixed-size)buffer entry. Processorgoll
for messagesit the end of the main sener loop. VIA-PRESS-
5 improves performanceurther by avoiding the large copiesin-
volvedin file datatransfers Thecopy atthereceveris eliminated
by sendingthe datato the client right out of the communiation
buffer. The copy at the senderis eliminatedby transferringthe
datadirectly from the senders file cache For that, all the pages
correspondingo cactedfiles mustbepinnedin physicalmemory

4. Fault Injection and Fault Model

We useMendosug23], a clusterbasedaultinjectionandnet-
work emulationinfrastructureto studythe behaior of PRESSn
the presenceof faults. Mendosuss implemente completelyin
software,via a setof kernelmodulesandusetlevel libraries. The
servicebeingstudiedrunslive on top of Mendosusfaultsarein-
jectedin real-timein orderto measurehe services live response
to faults.

Mendosuscaninject a wide rangeof faults. The fault model
thatwe considerfor this studyincludesphysical faultsin the net-
working hardware, end-nodecrashesresourceexhaustionfaults
within the operatingsystem,andapplicationfaults,focusingpar
ticularly on the large classof faults arising from inappropriate
parametergpassedo the communiation interfaces. We chose

to consideroperatingsystemresourceexhaustion,in particular
memory exhaustion,in additionto the hardware faults because
previous studieshave shovn that memory exhaustionmay be a
dominantfactorin the“aging” of operatingsystemg¢12, 36]. Like-
wise,we chosethe specificapplicaion-level faultsbecause pre-
vious study suggestshat they arethe dominantcateyoriesof ap-
plicationerrors[11]. We couldhave assumeé completelygeneric
applicationfault model, suchasthe crashingof a process.How-
ever, thiswould not have broughtout the differentwaysthatthese
errorspropagitethroughthe differentcommuniation layers. Ta-
ble 2 lists the specificfaultsthatwe consider

4.1 Network Hardware and Node Faults

We considerfail-stopfaultsin links andswitches componets
thattypically comprisetheintra-clustemetwork of today’s sener
cluster (In this study NIC faults are considereda source of
node faults and are accountd for in node crashesand hangs.)
We only considerfail-stopfaultsaswe are more concened with
application-leel effects, ratherthan channelerrorsthat are typi-
cally dealtwith in the communicatiorsubstrater protocol.

Mendosuscaninject threetypesof nodefaults: hardreboot,
softreboot,andnodefreeze.All canbeeithertransientor perma-
nent, depenéhg on the specifiedfault behaior. The nodecrash
fault type we study herecorrespondgo the hardrebootfault. A
detaileddescriptionof how Mendosusimplementsnetwork and
nodesfaultsis foundin [26].

4.2 Resource Exhaustion Faults

Transientsituationson a sener noderunningmary processes
can at times createa shortageof resourceqe.g., memory disk
spacefile descriptorsetc.). This canhapperwhena buggy pro-
cessasksfor too muchresourceor a bug in the kernelleadsto
leakage In this study as alreadymentioned,we only consider
exhaustionof memory

We implementé two typesof memoryfaults. First, failure to
allocateskbuf s within thekernelfor aspecifieddurationof time.



Fault Category Faults Example Err or Source

Network hardware Link fault Faulty cable,accidentalinplugging,mis-configuration
Switchfault Power failure, softwarebug, mis-configuration

Node Nodecrash Operatorerror, OShug, hardwarefault, power failure
Nodehang OSbug, OSrecoveringafterkilling faulty process

Resourcexhaustion Kernelmemoryallocationfault Systemlow on (kernel)memory/ outof virtual addresspace
Memorylocking Out of pinnablephysicalmemory

Application Applicationhang Applicationbugs,pagingeffects
Applicationcrash Applicationbugs,operatomis-termination
BadparametersNULL pointersoff-by- | Uninitialized pointersogical error, pointercorruption,stalememoryhan-
N datapointer, off-by-N size dle (RDMA)

Table 2. Faultsto beinjected and possiblesourcesof thesefaults.

This simulatessituationswhenthe kernelcanno longerallocate
morekernelmemory Weimplementedhis by trappingthecallsto
skbuf allocationsfor intra-clustercommunicatiorandreturning
anerrorto thecaller.

The secondfault involves running out of memoryon a pin-
down request.This again simulatessituationssuchasa buggy (or
justgreedy)procesginninganunusualamountof memory caus-
ing shortageof pinnablephysical pagesfor otherprocessesKer
nelsusuallylimit the numberof pinnablepageso only afraction
of the available physical pagege.g.,the Linux 2.2x kernelslimit
this amountto half the numberof physical pages)to maintaina
safebuffer for possiblefutureallocatins. To implementthis fault,
we hadto modify thecLAN driver sincethedriver directly manip-
ulatesthe pagetablewhena client registerssomememorywith it.
In particular we modifiedthe cLAN driver to dynamicallyadjust
thethresholdabore which requestso lock memorywerereturned
with errorstatus.

4.3 Application Faults

We implementtwo classe®f applicationfaults. First, generic
errorsthatwe do notmodelin detailleadto eithera processrash
or processhang. Thesefaultsareeffectedby a userlevel daemon
runningon eachnode.For our studyof PRESSthesener process
on eachnodeis startedby the daemon.An applicationhangfault
is injectedby having the daemonsenda SIGSTOP to the sener
process.The processcan be restartedf the fault is transientby
sendinga SIGCONTto it. A crashis injectedby killing theappli-
cationprocess.

The next classof faults modelsactualapplicationlevel bugs.
Again, we thoughtthat studyingactualapplicationbugswould be
moreenlighteninghanjustusingtheabove coarse-graifiaultsbe-
causeit would give usinsightinto the propagtion of sucherrors
throughthe differentcommunicéion subsystems.

Theclassof “real” errorsinvolve badparameterpassedo calls
into the communicationsubsystem.We implementthe injection
of thesefaultsby interposinga softwarelayer betweernthe appli-
cationandthenormalcommunicatioribrary. Our layertrapsspe-
cific calls, modifiesone or more parametersandthenpasseghe
call to thecommunicéion library.

Specificdly, we injectedfaultsinto thesend() andr ecv()
callsfor soclet-basedommunicéon, andtheVi pPost Send()
andVi pPost Recv() callsto thecLAN VIPL library. For the
VIA calls, the parametersvere actudly inside VIA descriptors,

and so we modified the correspondindields within a descriptor
beforepassingit up to VIPL library. We consideredhreetypes
of corruptedparameterspassingof NULL pointers,off-by-N for

datapointers andoff-by-N for buffer sizes.N in all casesverein

therangeof 0 to 100 bytes,which wasobseredin [34] to bethe
dominantrangefor offseterrors.

5 PRESS Behavior
Loads

Under Single-Fault

We now apply the first phaseof our methodologyto evaluae
the performability of PRESS.In particular we measureand ex-
plain the behaior of all 5 versionsof PRESSundersinglefaults
injectedin isolation.

5.1 Experimental Setup

In all experimentswe run a four-nodeversionof PRESSon
four 800 MHz Pl PCs, eachof which is equippedwith 206
MByesof memoryand2 10,000rpm SCSldisks.Nodesareinter-
connectd by a1 Gb/scLAN network. We cancommunicatevith
TCPor VIA overthis network. PRESSwvasallocatedl28 MBytes
on eachnodefor its file cache;the remaindermf the memorywas
sufficientfor theoperatingsystemandthesener codesothatthere
wereno pagefaultsduringthe experiments.

Theworkloadfor all experimentss generatd by asetof clients
running on separatamachines. To stressthe communicatioras-
pectof PRESS our experimentsonly involve static contentand
the entire setof documets is replicatedat eachnode. The client
machinesare connectedo PRESSby the samecLAN network
thatconnets the nodesof the cluster Usinga singlenetwork for
communic#on is not at all a problem. The total network traffic
doesnotsaturateary of thecLAN network interfacesJinks, or the
switch, andso the interferencebetwee the two classesof traffic
is minimal in our setup. Furthermore pour fault-injectioninfras-
tructureallows usto differentiatebetweenntra-clustecommuni-
cationand client-serer communicatiorwheninjecting network-
relatedfaults. Thus,the clientsare never disturbedby faultsin-
jectedinto theintra-clusterrommunication.

Eachclientgenerateloadby following atracegatheredat Rut-
gers;we chosethis tracefrom several previously usedto evalu-
atethe performancef PRESSpecausét hasthelargestworking
set[9]. We modified the file setso that all files have the same
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Figure 2. Throughput of PRES whena transientlink failure is injected Thevertical linesindicate whenthe fault

wasinjected andwhenthefaulty compnern recovered.

size (the average size of the original file set). This modification
wasnecessaryo ensurethat PRESSdeliversa stablethroughput
throughouthetrace.

To achiese a particularload on the sener, eachclient gener
atesa streamof requestsaccordingto a Poissonprocesswith a
given average arrival rate. Eachrequests setto time out after 2
secondsf the connestion canna be completedandto time out af-
ter 6 secondsf, aftersuccessfutonnetion, therequestannotbe
completed.

5.2 Network Hardware Failures

In thissectionwe studythebehaior of PRESSor faultsin the
intra-clustecommuni@ationhardware. Firstwe discusgheeffects
of the faultson eachversion,andthendrav someconclusionon
thediffering behaior. Becausef spaceconstraintsye will only
shaw resultsfor a subsebf thefaultsinjected;thereadercanfind
all our dataat our web-site[37].

Figure 2 shaws the effects of a single transientlink failure.
We do not shav the graphsfor VIA-PRESS-0and VIA-PRESS-
3 becausehey areessentiallythe sameasthat of VIA-PRESS-5.
TCP-PRESSexhibits its expeded behaior underlink failure, by
stalling for the period of the fault. The TCP protocolon the co-
operatingnodeskeepstrying to re-sendpaclets acrossthe faulty
componentgausingthefilling up of communicéon queuesnall
nodesthusdroppingthethroughputo zerountil slightly afterthe
componenteco/ers and the messagestartflowing again. Note
thatthe fault doesnot lastlong enoughfor TCP to closethe con-
nection. Thesetimeoutstendto be very long, on orderof 10-15
minutes.

In contrast,TCP-PRESS-HBdetectsthe fault in a very short
time andreconfigures.The reasonis thatthe heartbeamessages
lost over the faulty link causethe othernodesto assumehatthe
unreachale nodeis down. This splinterstheclusterinto 3 cooper
ating nodesand1 independennode. The detectionandrecovery
durationscorrespondo afailuredetectiorthresholdof 15 seconds
(3 heartbeatsyisedby the heartbeatode.

Similarto TCP-PRESS-HB theVIA versiongletecthefailure
almostinstantaneosly becausg¢heconnectimsto theunreachble
nodeall break.VIA versionssplinterinto 3 coopeatingnodesand
1 indepenlentnodejust as TCPPRESS-HB Interestingly TCP-
PRESS-HBandthe VIA versionsdo not reconfigurebackinto a
singleclusteroncethelink returnsto normaloperation.This sur
prising behavior arisesfrom a mismatchbetweerthe fault model

assumeddy PRESSand the actualfault. PRESSassumeghat
nodesfail but links and switchesdo not. Thus, reconfiguration
only occursat startupand on loss of 3 heartbets; nodesdo not

meige again after partitions. Returnto normaloperationthusre-

quirestheinterventionof anadministratoto restartall but oneof

the sub-clusters.This, in effect, makestheseversionslessavail-

ablethanthebasicTCP-PRESSin thefaceof relatively shorttran-

sientfaults.

5.3 NodeFaults

Figure 3 shows the effectsof a hardrebootfault, i.e., a node
crash. Again, we do not shav the graphsfor VIA-PRESS-0and
VIA-PRESS-3becauséhey aresimilar to thatof VIA-PRESSS.

Becausat is not capableof immediatelydetectingnodefail-
ures, TCP-FRESSgrindsto a halt while the faulty nodeis down;
all communicéion queuesget filled up with messagegor the
crashechode.Whenthe crashechodecomesbhackup, aninterest-
ing timing problemdevelops. The recorerednodetriesto rejoin
the cluster asMendosusstartsanotherPRES Sprocessautomati-
cally, but is notableto. Thereasoris thatthe othernodesdo not
detectthe rebootuntil a little while later During this period, all
therejoin messagesentby therecorerednodearedisregardedby
therestof thecluster After therecorerednodegivesup trying to
rejoin, the other3 nodesdetectthe terminationof the connections
andform a groupof cooperatingseners.

TCP-PRESS-HBandthe VIA versionsbehae exadly asex-
pectedandalmostidentically In TCP-PRESS-HBthe nodecrash
is detectedby the heatbeaprotocol,whereasn the VIA versions
the connectiongo the faulty nodebreak. After detedion, the 3
remainingnodescontinuecooperationAfter thenoderebootsand
Mendosugestartsthe PRESSprocessthe nodeis ableto rejoin
theclusterandthroughputreturnsto thenormallevel.

Resultdor nodehangsaresimilarexceptthatTCPPRESS:or-
rectly deducehatno faulthasoccurredalthoughthroughputoes
fall to zerowhile everyonewaits for the hungnode)while TCP-
PRESS-HBncorrectlydecideghatafaulthasoccurredandsplin-
tersinto two sub-clusters.

5.4 Memory Exhaustion Faults
In this sectionwe considerthe effects of communication-

related resourceexhaustion,in particular the memory system.
Figure 4 shaws the effect of kernelmemoryexhaustion,which
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Figure 4. Throughputof TCP-PRESSand TCP-PRESS-HBw~hen a kernd memoryexhaustionfailure is injectedand
throughputof VIA-PRESS when a pinnable memay exhaustionfailureis injected.

causedailuresin the allocationof communicationbuffers. The

throughputof TCPPRESSdropsto zero during the fault, since
the stallingof communiationto thefaulty nodefreezegheentire
cluster The TCP pacletsarriving at the faulty nodearedropped,
whereaspaclets leaving the node get queuedup within the op-

eratingsystem,waiting for buffer allocations. In contrast, TCP-

PRESS-HBsplintersinto 3 cooperatingiodesandasingletorafter
3 heartbets from the faulty nodearenot receved. The VIA ver

sionsperformpre-allocatiorof mostnetwork resourcesluringser

vice initiation. This makesthemlessvulnerableto dynamicfluc-

tuationsin memoryresourcesSincethey did notshav ary degra-

dationin performanceduring the fault period, we do not present
theirgraphshere.

VIA-PRESS-5is succeptibleto pinnablememoryexhaustion
faults,however. Thezero-coly messagingn this versionrequires
memoryto be registeredwith the VIA library, whichin turn pins
the registeredregion. Cachereplacementgausememoryto be
unpinned(file thatis beingreplaced andlater pinned(file thatis
enteringthe cache). Whena nodein VIA-PRESS-5is unableto
pin memory it dropsfiles from its cacheto freeup memory The
cachemissesrisingfrom thesedroppediles degradethethrough-
putduringthefault period,asalsoshavn in Figure4.

5.5 Application Faults

Figure 5 shavs the behaior of PRESSwhena null valueis
passedasthe datapointerto the sendAPI. The TCP versionsde-
tectthis fault synchronoushandreturnan EFAULT error codeto
theinvoker. The VIA versionsdiagnosethe error codeasa fatal
error, andterminatehemseles. Therecovery, achieved by restart-
ing theapplication reintegrateghefaulty senerinto thecluster In
VIA-PRESS-0theasynchronousrrorreportingthrougherror sta-

tusin completel descriptorsachieves the sameeffect asthe TCP
versions. However, in the remotememorywrite-intensve VIA-
PRESS-ZandVIA-PRESS-5 the erroris reportedon both nodes
involvedin theremoteoperation.This causegheterminationof 2
nodesasper PRESSS fail-fastapproach However, the restartof
the PRESSprocesseseturnsthe performancdrom an extremely
degradedstateto anormalthroughput.

We also consideredff-by-N valuesfor datapointer andthe
datasizeparametersln theseexperimerts, we obsere thateither
only the senderor only the recever nodeexperierce an error as
aresultof theseincorrectparametersin contrastthe faultis re-
portedat both endsof the communicationin the remotememory
write versions.In fact,remotememorywrites posesa greaterrisk
as“valid” bad parametes resultin corruptionof data(and pos-
sibly meta-datapn the remotenodeaswell. In our currentstudy
though we have notquantifiedthis additionalrisk. We believe that
this demands deepeistatisticalstudythatis beyondthe scopeof
this paper

6 Performability of the PRESSVersions

We now proceedto the secondphaseof our methodologyto
evaluatethe performability of the different PRESSversions. We
first examineperformability assuminghe samefault load for all
versionsof PRESS Then, we also considerwhat happensf we
assumehatthe VIA versionsof PRESSexperien@ more stress
ful faultloads;therearetwo reasonswhy it is interestingto con-
siderthis case:(1) programswritten on userlevel communicgéion
subsystemsuchasVIA maybe morebuggy becausé/IA forces
the programmeto dealwith communicatiorissuessuchasbuffer
managemet andflow controlthat,in TCR areimplementedy the
communic#éion protocol,and (2) userlevel communicéon sub-
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Fault MTTF MTTR

Link down 6 months | 3 minutes
Switchdown lyear 1 hour

Nodecrash 2weeks | 3minutes
Nodefreeze 2weeks | 3minutes
Memorypinningfailure 6ldays | 3 minutes
Memoryallocationfailure 6ldays | 3 minutes
Procesgrash var. 3 minutes
Procesdang var. 3 minutes
Badparameters null pointer var. 3 minutes
Badparameters off-by-N datapointer var. 3 minutes
Badparameters off-by-N size var. 3 minutes

Table 3. Failuresandtheir MTTFsandMTTRs.

systemsuchasVIA arestill relativelyimmature possiblyleading
to ahigherfaultratebecausef hardwareand/orfirmwarebugs.

6.1 Fault Load

Table 3 givesthe initial fault load usedto comparethe per
formability of thedifferentversionsof PRESSRecallthatto make
the modelingtractable we assumehatfaultsin differentcompo-
nentsarenot correlatedandall faultarrivalsareexponentially dis-
tributed. We have doneour bestto derive meaningfulparametes
from theavailade data[11, 12,15, 21, 35, 34, 36]. However, data
is sparseparticularlyfor application-leel errors. Thus,we exam-
ine performabilityfor arange,onceperdayto oncepermonth,of
MTTFs for applicationlevel faults. In addition,becasewe have
multiple classe®f errors,we dividedtheapplicationfaultratebe-
tweentheseerrorsaccordingto the distribution obseredin [11].
Thisled to approximat®y thefollowing ratio: processrash40%,
processhang40%, null pointer8%, off by N datapointer9%, off
by N size2%. The 3 minute MTTR for eachof the application
errors, considerghe time requiredto restartthe applicationin a
cleanstate- which mayinvolve rebootingthe node.

6.2 Performabili ty Under the SameFault Load

Figure 6 shavs (a) the modeledunavailability and (b) per
formability of the differentversionsof PRESSwhenscalingthe
applicationfault ratefrom onceper day to onceper month. Fig-
ure 6(a) also shaws the contritution of eachfault type to over
all unavailability. Overall, perhapssurprisingly the availahility of
all threeVIA versionsis slightly betterthanthat of thetwo TCP
versions. While non-intuitive, this resultarisesbecausdhe VIA
fault reportingis moreaccurateor the clusterervironment. The

two TCP versionsonly useend-to-endnformationto try andde-
tectfailuresandcanbeled astray Ontheonehand, TCP-PRESS
takestoo long to detecta numberof thefaultsbecausdt assumes
that lost paclets are due to transientcongestionnot component
faults. TCP-PRESS-HB,on the otherhand,sometimesoncludes
too quickly thatlost heartbeamessagefranslateto faults, rather
thandelaybecaus®f otherreasons.

Of course the above discussiordoesnot meanthatheartbets
areuseless.The reasonthat heartbeatsverelessusefulthanone
might exped is that PRESSdoesnot reconfigurewhenfaults do
notleadto oneor moreprocessrashesTo make heartbeatsnore
effective, one needsto implementa rigorous membershipalgo-
rithm thatcanrepairthe groupmembershigorrectlywhenlossof
heartbeatteadsto theincorrectsplinteringof thecluster

At low applicationfault rates,a secondreasonwhy the VIA
versionsexhibit betteravailability thanthe TCP versionsis that
they are not vulnerableto operatingsystemresourceexhaustion
errors. Sincethey preallocae resourcest startuptime, the VIA
versionscontinueto operatevell evenwhenthe operatingsystem
runsout of memory

We alsoobsere thatthereis little differencein the availabil-
ity of the VIA versions.This is perhapshot unexpectedbecause,
for the vastmajority of applicationerrors,the effect of the fault
is the same:the hangingor crashingof an process.This is also
true of thenodefaults. It is interestingto note,however, thatthere
arenoticedle differencedn the contribution to unavailability of
the different specific applicationfault types at high application
fault rates. The reasonis that thesefaultslead to a few differ-
encesn the behaior of the differentversions.At lower applica-
tion fault rates,careful analysisshavs that VIA-PRESS-5gives
the worst availability becausethe dynamic pinning of memory
malesit slightly vulnerableto resourceexhaustionfaults. How-
ever, sincetheVIA versionsmanageheir own communicatiorre-
sourcesVIA-PRESS-5is ableto adaptto the resourcexhaustion
faultsbetterthanthe TCP versions;in particular it releasesome
of thememorythatit hadpreviously pinnedto free up the needed
resourcesTheseobsenationsleadusto surmisethatdifferentde-
pendeng on userlevel communicatiormechanismsvould likely
leadto differentavailability if only we couldmoreaccuratelyem-
ulatereal applicationand operatingsystemfaults, allowing them
to propa@tethroughthe communi@tion subsystem.

Finally, while theabove differencesareinterestingperhapshe
mostsignificantconclusionis that availability is uniformly terri-
ble. With an applicationfault rate of onceper day, availability
is only in the 99% range,andof course the effect of application
crashesdominate. Even at a fault rate of once per month, avail-
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Figure 6. Themodéded (a) unawailability and(b) performabilityof the 5 versionsof PRESSFor eat groupof 2 bars,
theleftis for an apdication fault rate of 1 per dayandtheright is for a rateof 1 per morth.

ability doesnotreach99.9%. Sincethe differencesn availability
arerelatively small, the performability graphsshav the expeded
results:the highestperformingversionof PRESSeadsto thebest
performability

6.3 Pessmistic Fault Loadsfor VIA Versions
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rates,which re-setthe channel, of 1 per day (left), 1
perweek(center),1 per month(right)

We now examine a numberof scenarioswith a more pes-
simisticfaultloadfor theVIA versionghantheTCPversions.The
purposeof thesesensitvity experimentss to shav our methodol-
ogy canaid designersn reasoningboutthefault-ratesvherevar
ious performancers. availability trade-ofs make senseor areill-
advised.For example,usingour methodan architectcould quan-
tify atwhatfaultratesswitchingfrom TCPto VIA isjustifiedeven
thoughit mayintroducebugs,andthusincreasehe obseredfault
rate.

We first look at transientpaclet loss. While the VIA specifi-
cation statesthat transientpaclet loss shouldbe extremelyrare,
in practice,it may occur more often becauseof hardware and/or
softwarebugs[38]. Thus,we modeltransientpaclet lossasap-
plication processrashesassuminghatthe paclet losswould be
reportedasan error, leadingto the procesgerminatingitself. On
the otherhand,sincemuchof TCP’s robustnesssomesfrom tol-
eratingtransientpaclet drops,we assumeahatsuchfaultshave no

effectonthe TCPversionsof PRESS.

Figure 7 compareghe performability of the differentversions
asthe transientpaclet lossrateis variedfrom 1 perdayto 1 per
month. Thesefaultsarein additionto the fault ratesin Table 3.
Obserne that the performability of the TCP versionsare roughly
comparableo thoseof theVIA versionsvhenthe pacletlossrate
is aboutl perweek; TCP wins if the paclet lossrateis greater
thanl perweekandlosesif therateis lessthanl perweek.These
resultsimply thatif the designerbelieves that the LAN/SAN is
relatively immature thenit is perhapsetterto useTCP andsac-
rifice someperformance.On the otherhand,if the LAN/SAN is
relatively maturetechndogy with little reasonto suspect high
rate of paclet loss, thenit is worthwhile to bypassthe software
overheadf TCR

We next considera scenariovhereasenerusingVIA contains
more bugsdueto VIA’s more comple and unfamiliar program-
ming model.Figure8 comparesheperformabilityof thedifferent
PRESSversionsasthe VIA versionsare subjectedo increasing
ratesof applicationfaults. Theseresultsshawv thatthe performa-
bility is comparablevhenthe additionalapplicationfaultload on
the VIA versionsis aroundl perweek. Again, the implicationis
thatif a designeiis confidentthat his programmingeamcandeal
well with the additionalcompleity of programmingdirectly on
VIA, leadingto little additionalsoftwarebugs,thenchoosingvIA
would give the bestperformanceandperformability Ontheother
hand.,if theimplementatiorteamis inexperiercedor justdoesnot
have enoughtime, using TCP might be the bestoption.

Finally, we considerwhat happensvhenthereare occasional
systemcrashesn theVIA networking subsystendueto hardware
or firmwarebugg. Thisis a plausiblescenariobecausdeading
edgetechnologes, suchas VIA, are often less mature,and so
more likely containbugs, than standardtechnologis with large
userbases.We modelthesesystembugsas switch crashes.Fig-
ure 9 shavs theimpactof addingon failuresdueto systembugs.

2Notethatwhile we arerunningthe TCP versionsover the samehard-
wareasthe VIA versions,whatwe are assuminghereis that thereis an
alternate networking technology Gigabit Ethernet,that would be more
reliablethanthe VIA hardwareandyet would performapproximatelyas
well.
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Thetradeofs herearesimilarto the previousvariations.

Figure10compareshe performabilityof thedifferentversions
of PRESSassumingacombinatiorof addedraultsfor theVIA ver
sions: a paclet droprateof 1 per month,addedapplicationfault
rate of 1 per every 2 weeks,and systemfailure of 1 per month.
Obsene thatunderthis faultload, the performabilityof two of the
threeVIA versionsarebelow thatof the TCP-HB version. Thus,
we concludethat the performanceadvantage of a userlevel net-
work suchasVIA really dependson how maturethe productis
and whetherthe programmercan usethe exported APl without
introducingadditionalsoftwarebugs.
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7 Discusson

In thecourseof our study we uncoveredanumberof important
performancers. reliability tradeofs in communicéion stacksof
highavailahlity systemslin thissectionwe discusssomeof these
lessonsand speculateon the featuresa communicationayer ori-
entedtoward both high performanceandhigh availability systems
shouldhave.

A transportstackmustmatchthe underlyingfault modelwith
the classof faults that occurin the network fabric. Our results
shav thata mismatchbetwee the stackand fabric fault models
hasa tremendousmpact on overall systemavailability. When
runningover fabricsthat drop pacletsin the faceof queueover
runs,andin ervironmerts with otherwiseuncontrolledoandwidth
usage,TCP-syle timeoutandretry is appropriate.On the other
hand, when running over SAN-style networks with hop-by-hop
flow control,wherepaclet losssignalsmoreseriougproblemghan
transientcongestiona VIA fail-stopmodelis appropriate Future
protocolstacksmaybeableto determinewhich fault-modelto use
dynamically but in the nearfuture designershouldpick a trans-
portlayerthatbestmapsto thefabric's actualfault charateristics.

We alsofoundit usefulfor eachcomponentn thecommunica-
tion pathto reporterrorsimmediatelyandall thewayto endpoints.
In the clustercontext, LANSs thatdiscardbadpacletsareundesir
able becausehey inhibit early fault detection. SomeSANs do
forward bad pacletsto the final endpoint[5, 17], but this infor-
mationis often not usedby the transportprotocolsto initiate er
ror recovery. Turningto congestionusingpaclet dropsto signal
congestionwhile increasingnetwork throughput,is a very slow
methodof fault detection.In a LAN thatdropspaclets, schemes
thatactively signalcongestiorj29] mayresultin higheravailabil-
ity.

We foundthatcopying canbeacritical fault-containmenpoint
for communicatiorlayers. While our ratesof corruptedpaclets
dueto overrunswas low, we also note that we could not detect
overrunsfor VIA-PRESS-3andVIA-PRESS-5.

Our last lessonconcens the pre-allocationof memory re-
sourceslIn generaljf thereareenoughresourcesheseshouldbe
pre-allocatedduring channé set-up. While this increaseoverall
memoryusage,sucha pre-allocationstratgy givesthe designer
moreflexibility in recoreringfrom periodsof memorystress

Finally, we obsenre thatin orderto bettercomparesystems,
muchmoreempiricalmeasuremertf actualMTTR andMTTF of



real systemss needed.While we did basemary of our modeled
MTTFsandMTTRs on measuredystemsdatawerequite sparse
andit wasunclearhow generakhey were.

8 RelatedWork

There hasbeenmuch work on examining the robustnessof
communicgion protocols,mostlyin the contet of paclet loss. A
seminalwork on the subject[30] makes the argumentthat only
the endpointshave enoughsemantidanformationto handlefaults.
However, thework doesnotdiscussheappropriatesrrorrecovery
mechanismsieededupon a fault, nor doesit addresshow inter-
mediatenodesof the systemshouldreportfaulty conditionsto the
endpoints. Indeed,our experiencehints that a conclusionoften
drawn from thiswork—thatintermediatenodesshoulddo very lit-
tle errordetectionandrecorery—is mistalen. Intermediatenodes
shouldratherprovide fast,accuratesrrorreportingto endpoints.

Thereis an enormousvolume of work on TCP’s toleratingof
transientpacletlossandprobingthe network for bandwidth(e.qg.,
[6, 16, 19]). All theseworks, however, assumehat paclet loss
is dueto congestionwhereretransmissiortnasa likely probabil-
ity of success.Two areaswherethe fault modelimplicit in TCP
breaksdown arein the wirelessnetworks and SystemArea Net-
works (SANSs). In wirelessnetworking, paclet lossoftenimplies
channelegradationsotherecovery actionsfor TCPshouldbere-
transmitquickly [3]. In the SAN context, researcherarguedthat
faultssignalcatastrophidailure[5, 31,39, requiringhumaninter-
vention.However, they alsoaguethefaultratesof thesenetworks
arevery low.

TheLAN andWAN networking communitieshave recognizd
that byte streamabstractionis not always appropriateand so
have proposedmary alternatve messagindasedprotocols,e.g.,
[28, 33]. The key differencefrom the MPP and SAN networks
is thatlike TCR, theseprotocolsviewed paclet lossas signaling
congestion.

Therehasbeenextensivework in analysingaultsandhow they
impactsystemdq13, 22, 34]. However, the focusof thesestudies
wasnotonthecommuniationsystem.Studiesbenchmarkingys-
tem behaior underfault loadsinclude[20, 24]. However, these
worksdo not provide a goodunderstandingf how onewould es-
timateoverall systemavailability undera givenfaultload. System
availability studiessuchas|[2, 25] areworksin this direction. An
interestingpaperis [8], which outlinesa methodologyfor bench-
markingsystemsavailability. Ourwork herefocusesnoreclosely
on clusterbasedseners,andin particulartheimpactof faultsaf-
fectingthe communicéon systemon serviceperformability

9 Conclusions

We have studiedtheimpactof TCPandVIA on the availabil-
ity andperformanceof clusterbasedsenersusinga combination
of fault-injectionandanalyticmodeling. Surprisingly the results
shav that, under our estimatedfault load, a VIA-based sener
deliveredbetteravailability thana TCP-basedener. We found
the singlemostimportantfactorto be how well the internalfault
model of the communicatiorsubstratanatche the actualfaults.
In a SAN contet, thetransientfault modelusedby TCP reduced

overall performability becausef thelengtty time for TCPto re-
port failures. VIA, with its fail-stopmodel, wasmuchmore ap-
propriatefor mary faultsbecausét allowed higherlevel recosery
to be initiated quickly. We also found that the use of a heart-
beatprotocol can mitigate the impactof TCP’s inaccurae fault-
model; however, the heartbeaprotocolmustbe accanpaniedby
arobustmembershigrotocolsincethe heartbetprotocolcanbe
led astrayby lengthy communiation delays. Finally, we found
thepre-allocatiorof memorymadeVIA immuneto resourceallo-
cationfailures,wherea the implementéion of TCP requireddy-
namicmemoryresources.

We have alsoconsideredhe casein which VIA-basedsystems
may experiencemore stressfulfault loads becausethe underly-
ing technologyis lessmatureand the programmingmodelmore
comple. By varyingthefault rates,we wereableto quantifythe
cross-@er pointatwhichit maybeadvisableo usea moretested
protocolsuchasTCP. We foundthatfaultsin a VIA-basedsener,
suchasswitch, link, andapplicationerrors,would have to occur
at approximately4 timesthe rate of a TCP-basedystemfor the
performabilityof VIA andTCP systemgo beequal.

We speculatechow a communicatio layer which addressed
availability and performancemight be structured. We argue that
it shouldusemessagingnot a byte stream)single-copy transfers,
pre-allocatedchannelresourcesand matchthe network fabric’s
fault model.

Finally, in spiteof the significantfault detectionandrecovery
actionstaken by both TCP and VIA, we exped overall system
availability to remainbetweer99% and99.8%,implying cluster
basedsystemswill beunavailable for severaldaysayear Thereis
muchwork to be doneto make thesesystemautterly transparent
to everydayusers.
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