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Abstract. We considerthe impact of different communication
architectureson the performability (performance+ availability)
of cluster-basedservers. In particular, we usea combinationof
fault-injectionexperimentsandanalyticmodelingto evaluatethe
performabilityof twopopularcommunication protocols,TCPand
VIA, as the intra-clustercommunicationsubstrate of a sophisti-
catedWebserver. Our analysisleadsto several interestingconclu-
sions,themostsurprising of which is, underthesamefault load,
VIA-basedservers deliver greater availability than TCP-based
servers. If weassumehigherfault ratesfor VIA-basedservers be-
causetheunderlyingtechnology is more immature andprogram-
mingmodelmore complex, wefind that packet errors or applica-
tion faultswouldhaveto occurat approximately4 timestheratein
TCP-basedservers before their performabilitiesequalize. We use
our resultsfrom the studyto suggest that high-performanceand
robust communication layers for highly available cluster-based
servers shouldpreservemessage boundaries,asopposedto using
bytestreams,usesingle-copytransfers, pre-allocatechannelre-
sources,andreporterrors in mannerconsistentwith thenetwork
fabric’s fault model.

1. Intr oduction

PopularInternetservicesfrequentlyrely on clustersof com-
modity computersas their computingplatform [7]. The perfor-
manceandscalabilityof cluster-basedservershave beenstudied
extensively [1, 7, 9]. However, understandingdesignsfor avail-
ability, behavior during componentfailures,andthe relationship
betweenperformanceand availability (and combinedperforma-
bility) of theseservershasreceivedmuchlessattention.

In this paper, we seek to understandthe impact of differ-
entcommunicationarchitectureson theperformabilityof cluster-
basedserversin thepresenceof communication-related faults. In
particular, our goal is to assessserver performabilitywhenusing
two commoncommunicationsubtrates:the kernel-basedTrans-
missionControl Protocol(TCP) andthe user-level Virtual Inter-
faceArchitecture(VIA) [18]. Thesesubstrateshave beenstudied
extensively in termsof their achievable performance[10, 14], but
their availability hasnotbeenaddressed.

We seekto understandhow theinterplaybetween theapplica-
tion, operatingsystem,andcommunicationstackaffectsavailabil-
ity. This approach standsin contrastto the rich body of existing
work thatexaminesfaultsarisingfrom noiseandpacket loss.This
line of researchhasproducedresultsrangingfrom fundamental�
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limits on encoding in the presenceof noise[32] to sophisticated
time-outandretryalgorithms[6, 19]. However, all thestudiesfail
to addressthe effect of channel faults on entitiesoutsideof the
communication systems,e.g., the operatingsystemandapplica-
tions.

Along the samelines, little is understoodaboutthe effect of
communication-relatedresourceexhaustionandapplication faults
onserverperformanceandavailability. An exampleof suchfaults
is when the operatingsystemdeniesmemoryfor the communi-
cation layer to useas buffer space,as is possiblein TCP. From
theperspective of thecommunication stack,this failureoriginates
from the top of the stackratherthan the bottom, as in the case
of the channelfaults. Understandingthe overall systemreaction
to thesenon-channelfaultsis alsocritical to increasingtheavail-
ability of next-generation systems.Returningto our example, a
communication substraterobust to memoryallocationfaults al-
lows the servicedesignerto have a memory-stressednodesend
load-sheddingmessages.Ontheotherhand,if thecommunication
breaksdown becauseof memoryallocationfaults,thefaulty node
mustbeableto relieve thememorypressurewithoutcommunicat-
ing.

Basedon theseobservations,in this paperwe examinetheim-
pactof communication hardware,resourceexhaustion,andappli-
cationfaultson the availability , performance,andperformability
of PRESS,a cluster-basedlocality-consciousWebserver [9]. The
studyrelieson our own fault-injectionandanalysismethodology
[26] to examinethedifferencesbetweenTCPandVIA, according
to their implementationsover theGiganet cLAN network.

Our studyillustratesseveralperformancevs. robustnesstrade-
offs. We show thatTCP, in spiteof its sophisticatedtime out and
retry, doesnot provide greateravailability thana user-level com-
municationprotocolsuchasVIA in the context of cluster-based
services.TCP hastwo featuresthat limit its applicability in this
context: it assumesthatpacket dropsarea signof transientprob-
lems,andit usesa byte-streamabstractionin messaging.Thefor-
mermakesTCPfault detectiontoo slow to beuseful,whereasthe
latter makes the server vulnerableto bad parameters,becausea
badoffsetor pointercorruptstheentirebytestreamafterthefault.

Wealsofoundthatpre-allocationof resources,in particularfor
memory, canaffect the robustnessof cluster-basedservers. Pre-
allocationof buffersandVIA descriptorsis essentialto maintain-
ing communication during resourcestressperiods.For VIA, this
suggeststhatdynamicpinningandun-pinningof memoryregions
exposesserversto resourceexhaustionfaults.

Thebenefitsof usinga user-level communication systemsuch
asVIA over TCPultimatelydependon the real fault load. If the
designersof a cluster-basedserver believe that the fault load re-
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mainsthe sameregardlessof which communication substrateis
used,thenclearlyuser-level communicationsystemsprovide bet-
terperformanceandhigheravailability. On theotherhand,if their
instinctsare that a user-level communication substratemight be
subjectedto a more stressful fault load, becausethe technology
is lessmatureandtheprogrammingmodelmorecomplex, thena
TCP-basedimplementationmaybemoredesirable.By studyinga
rangeof fault loads,we determinethecircumstancesunderwhich
oneprotocolis preferableover theother.

Given our experience with TCP andVIA substrates,we sug-
gestdirectionsfor thedesignof futurecommunicationlayers.For
example,we believe thata high-performance, robustcommunica-
tion layershouldbemessage-based,single-copy, andpre-allocate
all resources.

2. Methodology

We will usethe two-phasemethodologyproposedin [26] to
evaluatetheperformabilityof PRESSin thepresenceof faults.In
the first phase,the evaluatordefinesthe setof all possiblefaults,
then injects them (and the subsequentrecovery) one at a time
into a runningsystem.During thefault andrecovery periods,the
evaluatormust quantify performanceand availability as a func-
tion of time. We currentlyequateperformancewith throughput,
thenumberof requestssuccessfullyservedpersecond,anddefine
availability asthe percentageof requestsserved successfully. In
thesecondphase,theevaluator usesananalytical modelto com-
putetheexpected averagethroughputandavailability, combining
theserver’s behavior undernormaloperation,thebehavior during
componentfaults,andtheratesof fault andrepairof eachcompo-
nent.

2.1. Phase 1: Measuring Performance Under
Single-Fault Fault Loads

Therearetwo tricky issueswheninjecting faults. First, when
measuringtheserver’sperformancein thepresenceof aparticular
fault, the fault must last long enoughto allow all stagesin the
modelof phase2 to beobservedandmeasured.Theoneexception
to this guidelineis thata server maynot exhibit all modelstages
undercertain faults. In thesecases,the evaluator must usehis
understandingof theserverto correctlydeterminewhichstagesare
missing(andlatersettingthetimeof thestagein theabstractmodel
to 0). Second,a benchmarkmust be chosento drive the server
suchthat the deliveredthroughputis relatively stablethroughout
theobservationperiod(exceptfor transientwarmupeffects).This
is necessaryto decouplemeasuredperformancefrom theinjection
timeof a fault.

2.2.Phase2: Modeling Server’sPerformability Un-
der ExpectedFault Loads

Ourmodelfor describingaverageperformanceandavailability
is built in two parts.Thefirst partof themodeldescribesthesys-
tem’sresponseto asinglefault in a7-stagemodel.Thesecondpart
of themodelcombinestheeffectsof eachfault,asdescribedin the
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Figure 1. The7-stagepiece-wiselinearmodelspeci-
fiedby ourmethodologyfor evaluatingtheperforma-
bility of cluster-basedservers.

first part,alongwith theMTTR andMTTF of eachcomponent to
arriveat anoverall averageavailability andperformance.

Per-Fault Seven-StageModel. Figure 1 illustratesour 7-stage
modelof serviceperformancein thepresenceof a fault. Time is
shown ontheX-axisandthroughputis shown ontheY-axis.Stage
A modelsthe degradedthroughputdeliveredby the systemfrom
the occurrenceof the fault to when the systemdetectsthe fault.
StageB modelsthe transientthroughputdeliveredasthe system
reconfiguresto accountfor the fault; the systemmay take some
time to reacha stableperformanceregime becauseof warming
effects. We model the throughputduring this transientperiodas
theaveragethroughputfor theperiod.After thesystemstabilizes,
throughputwill likely remainatadegraded levelbecausethefaulty
componenthasnotyetrecovered,beenrepairedor replaced.Stage
C modelsthis degradedperformanceregime. StageD modelsthe
transientperformanceafterthecomponent recovers.StageE mod-
elsthestableperformanceregimeachieved by theserviceafterthe
componenthasrecovered.Thisperformancemaybebelow thatof
normaloperationif the serviceis not ableto recover completely,
evenafterthefaulty component hasbeenrepaired.StageF repre-
sentsthroughputdeliveredwhile theserveris resetby theoperator,
whereasstageG representsthe transientthroughputimmediately
afterreset.

For eachstage,we needtwo parameters:(i) the length of
time that the systemwill remainin that stage,and(ii) the aver-
agethroughputdeliveredduring thatstage.Theseparameters are
eithermeasuredin phase1 or anassumedenvironmentalvaluethat
mustbesuppliedby theevaluators.Sometimesstagesmaynot be
presentor maybecut short.For example,if thereareno warming
effects,thenstagesB, D, andG would not exist. In practice,we
setthelengthof time thesystemis in suchastateto zero.

Modeling Overall Availability and Performance. To combine
theeffectsof a particularfault load,we assumethat faultsarenot
correlated,fault arrivals areexponentiallydistributed,and faults
queueat the systemso that only a singlefault is in effect at any
point in time. (We addresssomeof theseassumptionsand the
potentialerrorsthey may introducein [26].) Theseassumptions
allow usto addtogetherthevariousfractionsof time spentin de-
gradedmodes.

In particular, if ��� is the server throughputundernormalop-
eration,� the faulty component,�	�
 the throughputof eachstage� in Figure1 when this fault occurs,and �
�
 be the durationof
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eachstage,ourmodelleadsto thefollowing equationsfor average
throughput(AT) andaverageavailability (AA):
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2.3 Performabili ty Metric

We proposea combinedperformabilitymetric that allows di-
rect comparisonof systemsusing both performanceand avail-
ability asinput criteria. Our approachis to multiply the average
throughputby anavailability factorasfollows: *+�,���.-
/ 0�132  5476/ 0(182  ! 56 ,where��� is thethroughputundernormaloperation,

�:9
is anideal

availability (e.g.,0.99999),
�&�

is theaverageavailability, and* is
theperformabilityof thesystem.This metric is an intuitive mea-
surefor performability becauseit scaleslinearly with both per-
formanceandunavailability. Obviously, if performancedoubles,
our performabilitymetric doubles.On the otherhand,if the un-
availability decreasesby a factor of 2, then performability also
roughly doubles.(The intuition behindthis relationshipbetween
unavailability (; ) andperformability is that we canapproximate<>=@? �����A; � as �.; when; is small.)

3 The PRESSServer

PRESS is a highly optimized yet portable cluster-based
locality-consciouswebserverthathasbeenshown to providegood
performancein a wide rangeof scenarios[9, 10]. Like other
locality-consciousservers [1, 4, 27], PRESSis basedon the ob-
servation that servinga requestfrom any memorycache, even a
remotecache, is substantiallymoreefficient thanservingit from
disk,evena localdisk.

In PRESS,any nodeof theclustercanreceive a client request
andbecomesthe initial nodefor that request.Whenthe request
arrivesat the initial node,the requestis parsedand,basedon its
content,thenodemustdecidewhetherto servicetherequestitself
or forwardtherequestto anothernode,theservicenode. Theser-
vicenoderetrievesthefile from its cache(or disk)andreturnsit to
theinitial node.Uponreceiving thefile from theservicenode,the
initial nodesendsit to theclient.

To intelligently distribute the HTTP requestsit receives, each
nodeneedslocality andloadinformationaboutall theothernodes.
Locality informationtakesthe form of thenamesof thefiles that
arecurrentlycached,whereasload informationis representedby
the numberof openconnectionshandledby eachnode. To dis-
seminatecachinginformation,eachnodebroadcastsits actionto
all othernodeswhenever it replacesor startscachingafile. To dis-
seminateloadinformation,eachnodepiggy-backsits currentload
ontoany intra-clustermessage.

1It is interestingthatthedenominatorof B 
 is just C,DEDEF 
 insteadofC,DEDEF 
!G C,DEDEH 
 . Wereferthereaderto [26] for adiscussion of why
this is correct.

Communication architectur e. PRESSis comprisedof onemain
coordinatingthreadandanumberof helperthreadsusedto ensure
that the main threadnever blocks. The helper threadsinclude
a setof disk threadsusedto accessfiles on disk anda pair of
send/receive threadsfor intra-clustercommunication.

PRESScanuseeitherTCPor VIA for intra-clustercommuni-
cation. The TCP versionbasicallyhasthe samestructureof its
VIA counterpart;themaindifferencesarethe replacement of the
VI end-pointsby TCPsocketsandtheeliminationof flow control
messages,which are implementedtransparentlyto the server by
TCPitself.

Reconfiguration. PRESSis often used(as in our experiments)
withouta front-enddevice, relyingonround-robinDNSfor initial
requestdistribution to nodes.Someversionsof PRESShave been
designedto toleratenode(and applicationprocess)crashes,re-
moving thefaultynodefrom thecooperating clusterwhenthefault
is detected andre-integratingthenodewhenit recovers.Fault de-
tectionwhenVIA is usedfor intra-clustercommunicationis sim-
ple. A nodeassumesthatanothernodehasfailed if theVIA con-
nectionbetweenthemis broken.

WhenTCP is thecommunication substrate,in additionto de-
tectingfailuresfrom brokenconnections,PRESScanalsoemploy
periodic heartbeatmessages.To avoid sendingtoo many mes-
sages,we organizethe clusternodesin a directedring structure.
A nodeonly sendsheartbeats to the nodeit points to. If a node
doesnot receive threeconsecutiveheartbeatsfrom its predecessor,
it assumesthat thepredecessorhasfailed. (WhenusingVIA, the
nodesarealsoorganizedinto adirectedring, but only for recovery
purposes.)

In both cases,temporaryrecovery is implementedby simply
excludingthefailednodefrom theserver. Multiple nodefaultscan
occursimultaneously. Every timea fault occurs,thering structure
is modifiedto reflectthenew configuration.

Thesecondandfinal stepin recovery is to re-integratearecov-
erednodeinto the cluster. WhenusingTCP, the rejoining node
broadcastsits IP addressto all othernodes.The currentlyactive
nodewith lowestnodeidentifier (ID) respondsby informing the
rejoining nodeaboutthe currentclusterconfigurationandits ID.
With thatinformation,therejoiningnodecanreestablishtheintra-
clusterconnectionswith the othernodes. After eachconnection
is reestablished,therejoiningnodeis sentthecachinginformation
of the respective node. Whenthe intra-clustercommunicationis
donewith VIA, the rejoining nodesimply tries to reestablishits
connectionwith all othernodes.As connectionsarereestablished,
therejoiningnodeis sentthecachinginformationof therespective
nodes.

Versions. Severalversionsof PRESShave beendeveloped in or-
der to studythe performanceimpactof differentcommunication
mechanisms[10]. Table 1 lists the versionsof PRESSthat we
considerin this paper. For eachversion,we summarizeits main
characteristics, their expected impact on performanceandavail-
ability, and their near-peakthroughputson our 4 clusternodes.
The throughputsof the variousversionsof PRESSwill be com-
paredagainstthroughputwhenvariousfaultsareinjectedinto the
cluster.

All PRESSversionscooperatein cachingfiles, but differ in
terms of their approachto detectingfailed nodes,and the per-
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Version Main Features ExpectedBehavior Thr oughput

TCP-PRESS TCPusedfor intra-clustercommunication;connec-
tion breaksareusedastriggerfor reconfiguration

Performancemay suffer in the presenceof faults
becauseTCP connectiontimeouts are typically
lengthy

4965reqs/sec

TCP-PRESS-HB TCPusedfor intra-clustercommunication;lossof
heartbeatmessagesareusedastriggerfor reconfig-
uration

Fasterresponseto faultsbut may give falseposi-
tivesif communicationof heartbeatsis delayed

4965reqs/sec

VIA-PRESS-0 VIA usedfor intra-clustercommunication;connec-
tion breaksareusedastriggerfor reconfiguration

Outperformsthe TCP versionsbut may be more
vulnerableto user-level errors

6031reqs/sec

VIA-PRESS-3 VIA usedfor intra-clustercommunication;remote
memorywrites usedin all messages; connection
breaksareusedastriggerfor reconfiguration

OutperformsVIA-PRESS-0, but remotememory
writescandiffusepointerandmessagesizefaults.

6221reqs/sec

VIA-PRESS-5 VIA usedfor intra-clustercommunication;remote
memory writes used in all messages;zero-copy
usedfor datatransfers;connectionbreaksareused
astriggerfor reconfiguration

Givesbestperformancebut remotewritescandif-
fuse faults and zero-copy requiresdynamicpage
pinning,makingit morevulnerableto OSfaults.

7058reqs/sec

Table 1. Versionsof PRESS available for study, their differences,expected impact on performanceand availability,
andthroughput whenservingour benchmark webtrace.

formanceof their intra-clustermessaging.TCP-PRESSand the
VIA-PRESSversionsuseconnectionbreaksto detectnodefail-
ures,whereasTCP-PRESS-HBusesheartbeatmessages.

PRESSusesintra-clustermessagesfor requestforwarding,dis-
seminationof cachinginformation,andtransferof file data.When
usingVIA for intra-clustercommunication,flow-controlmessages
arealsoused.In TCP-PRESSandTCP-PRESS-HB,all message
typesinvolve datacopieson bothsidesandinterrupt-drivenmes-
sagereception.VIA-PRESS-0alsoutilizesregularmessages,but
they aresentdirectlyfrom user-space.To avoid theoverheadof re-
ceiver interrupts,VIA-PRESS-3 andVIA-PRESS-5 utilize remote
memorywritesandpolling in all messages.Remotewritesareim-
plementedby allocatingbuffersat eachnodefor eachothernode.
Polling is doneby lookingatmessagesequencenumbersstoredat
the lastpositionof each(fixed-size)buffer entry. Processorspoll
for messagesat the end of the main server loop. VIA-PRESS-
5 improvesperformancefurther by avoiding the large copiesin-
volvedin file datatransfers.Thecopy at thereceiver is eliminated
by sendingthe datato the client right out of the communication
buffer. The copy at the senderis eliminatedby transferringthe
datadirectly from the sender’s file cache. For that, all the pages
correspondingto cachedfilesmustbepinnedin physicalmemory.

4. Fault Injection and Fault Model

We useMendosus[23], a cluster-basedfault injectionandnet-
work emulationinfrastructure,to studythebehavior of PRESSin
the presenceof faults. Mendosusis implemented completelyin
software,via a setof kernelmodulesanduser-level libraries.The
servicebeingstudiedrunslive on top of Mendosus;faultsarein-
jectedin real-timein orderto measuretheservice’s live response
to faults.

Mendosuscaninject a wide rangeof faults. The fault model
thatwe considerfor this studyincludesphysical faultsin thenet-
working hardware, end-nodecrashes,resourceexhaustionfaults
within theoperatingsystem,andapplicationfaults,focusingpar-
ticularly on the large classof faults arising from inappropriate
parameterspassedto the communication interfaces. We chose

to consideroperatingsystemresourceexhaustion,in particular,
memoryexhaustion,in addition to the hardware faults because
previous studieshave shown that memoryexhaustionmay be a
dominantfactorin the“aging” of operatingsystems[12,36]. Like-
wise,we chosethespecificapplication-level faultsbecausea pre-
viousstudysuggeststhat they arethedominantcategoriesof ap-
plicationerrors[11]. Wecouldhaveassumedacompletelygeneric
applicationfault model,suchasthe crashingof a process.How-
ever, this would nothave broughtout thedifferentwaysthatthese
errorspropagatethroughthedifferentcommunication layers.Ta-
ble2 lists thespecificfaultsthatweconsider.

4.1 Network Hardwareand NodeFaults

We considerfail-stopfaultsin links andswitches,components
that typically comprisetheintra-clusternetwork of today’s server
cluster. (In this study, NIC faults are considereda sourceof
node faults and are accounted for in node crashesand hangs.)
We only considerfail-stopfaultsaswe aremoreconcernedwith
application-level effects,ratherthanchannelerrorsthat aretypi-
cally dealtwith in thecommunicationsubstrateor protocol.

Mendosuscan inject threetypesof nodefaults: hard reboot,
soft reboot,andnodefreeze.All canbeeithertransientor perma-
nent,depending on the specifiedfault behavior. The nodecrash
fault type we studyherecorrespondsto the hardrebootfault. A
detaileddescriptionof how Mendosusimplementsnetwork and
nodesfaultsis foundin [26].

4.2 ResourceExhaustionFaults

Transientsituationson a server noderunningmany processes
can at times createa shortageof resources(e.g., memory, disk
space,file descriptors,etc.). This canhappenwhena buggypro-
cessasksfor too much resourceor a bug in the kernel leadsto
leakage. In this study, as alreadymentioned,we only consider
exhaustionof memory.

We implemented two typesof memoryfaults. First, failure to
allocateskbufswithin thekernelfor aspecifieddurationof time.
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Fault Category Faults Example Err or Source
Network hardware Link fault Faulty cable,accidentalunplugging,mis-configuration

Switchfault Power failure,softwarebug,mis-configuration
Node Nodecrash Operatorerror, OSbug,hardwarefault,power failure

Nodehang OSbug,OSrecoveringafterkilling faultyprocess
Resourceexhaustion Kernelmemoryallocationfault Systemlow on (kernel)memory/ outof virtual addressspace

Memorylocking Outof pinnablephysicalmemory
Application Applicationhang Applicationbugs,pagingeffects

Applicationcrash Applicationbugs,operatormis-termination
Badparameters:NULL pointers,off-by-
N datapointer, off-by-N size

Uninitializedpointers,logical error, pointercorruption,stalememoryhan-
dle (RDMA)

Table 2. Faultsto beinjected andpossiblesourcesof thesefaults.

This simulatessituationswhenthe kernelcanno longerallocate
morekernelmemory. Weimplementedthisby trappingthecallsto
skbuf allocationsfor intra-clustercommunicationandreturning
anerrorto thecaller.

The secondfault involves running out of memoryon a pin-
down request.This again simulatessituationssuchasa buggy(or
just greedy)processpinninganunusualamountof memory, caus-
ing shortageof pinnablephysicalpagesfor otherprocesses.Ker-
nelsusuallylimit thenumberof pinnablepagesto only a fraction
of theavailable physicalpages(e.g.,theLinux 2.2x kernelslimit
this amountto half the numberof physical pages)to maintaina
safebuffer for possiblefutureallocations.To implementthis fault,
wehadto modify thecLAN driversincethedriverdirectlymanip-
ulatesthepagetablewhenaclient registerssomememorywith it.
In particular, we modifiedthecLAN driver to dynamicallyadjust
thethresholdabovewhich requeststo lock memorywerereturned
with errorstatus.

4.3 Application Faults

We implementtwo classesof applicationfaults. First, generic
errorsthatwe do not modelin detail leadto eithera processcrash
or processhang.Thesefaultsareeffectedby a user-level daemon
runningoneachnode.For ourstudyof PRESS,theserverprocess
on eachnodeis startedby thedaemon.An applicationhangfault
is injectedby having the daemonsenda SIGSTOP to the server
process.The processcanbe restartedif the fault is transientby
sendingaSIGCONTto it. A crashis injectedby killing theappli-
cationprocess.

The next classof faultsmodelsactualapplicationlevel bugs.
Again,we thoughtthatstudyingactualapplicationbugswould be
moreenlighteningthanjustusingtheabovecoarse-grainfaultsbe-
causeit would give us insight into thepropagationof sucherrors
throughthedifferentcommunication subsystems.

Theclassof “real” errorsinvolvebadparameterspassedtocalls
into the communicationsubsystem.We implementthe injection
of thesefaultsby interposinga softwarelayerbetweentheappli-
cationandthenormalcommunicationlibrary. Our layertrapsspe-
cific calls,modifiesoneor moreparameters,andthenpassesthe
call to thecommunication library.

Specifically, we injectedfaultsinto thesend() andrecv()
callsfor socket-basedcommunication,andtheVipPostSend()
andVipPostRecv() calls to the cLAN VIPL library. For the
VIA calls, the parameterswere actually inside VIA descriptors,

andso we modified the correspondingfields within a descriptor
beforepassingit up to VIPL library. We consideredthreetypes
of corruptedparameters:passingof NULL pointers,off-by-N for
datapointers,andoff-by-N for buffer sizes.I in all caseswerein
therangeof 0 to 100bytes,which wasobserved in [34] to bethe
dominantrangefor offseterrors.

5 PRESS Behavior Under Single-Fault
Loads

We now apply the first phaseof our methodologyto evaluate
the performabilityof PRESS.In particular, we measureandex-
plain thebehavior of all 5 versionsof PRESSundersinglefaults
injectedin isolation.

5.1 Experimental Setup

In all experiments,we run a four-nodeversionof PRESSon
four 800 MHz PIII PCs, eachof which is equippedwith 206
MByesof memoryand2 10,000rpmSCSIdisks.Nodesareinter-
connected by a 1 Gb/scLAN network. We cancommunicatewith
TCPor VIA over thisnetwork. PRESSwasallocated128MBytes
on eachnodefor its file cache;theremainderof thememorywas
sufficient for theoperatingsystemandtheservercodesothatthere
werenopagefaultsduringtheexperiments.

Theworkloadfor all experimentsisgeneratedbyasetof clients
runningon separatemachines.To stressthe communicationas-
pectof PRESS,our experimentsonly involve static contentand
theentiresetof documents is replicatedat eachnode. Theclient
machinesare connectedto PRESSby the samecLAN network
thatconnects thenodesof thecluster. Usinga singlenetwork for
communication is not at all a problem. The total network traffic
doesnotsaturateany of thecLAN network interfaces,links, or the
switch,andso the interferencebetween the two classesof traffic
is minimal in our setup. Furthermore,our fault-injectioninfras-
tructureallows usto differentiatebetweenintra-clustercommuni-
cationandclient-server communicationwheninjecting network-
relatedfaults. Thus, the clientsarenever disturbedby faults in-
jectedinto theintra-clustercommunication.

Eachclientgeneratesloadby following atracegatheredatRut-
gers;we chosethis tracefrom several previously usedto evalu-
atetheperformanceof PRESS,becauseit hasthelargestworking
set [9]. We modified the file set so that all files have the same
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Figure 2. Throughput of PRESS whena transientlink failure is injected. Thevertical lines indicate whenthe fault
wasinjected andwhenthefaulty component recovered.

size(the average sizeof the original file set). This modification
wasnecessaryto ensurethat PRESSdeliversa stablethroughput
throughoutthetrace.

To achieve a particularload on the server, eachclient gener-
atesa streamof requestsaccordingto a Poissonprocesswith a
given average arrival rate. Eachrequestis setto time out after 2
secondsif theconnectioncannot becompleted,andto timeoutaf-
ter6 secondsif, aftersuccessfulconnection, therequestcannotbe
completed.

5.2 Network HardwareFailur es

In thissection,westudythebehavior of PRESSfor faultsin the
intra-clustercommunicationhardware.Firstwediscusstheeffects
of thefaultson eachversion,andthendraw someconclusionson
thediffering behavior. Becauseof spaceconstraints,we will only
show resultsfor a subsetof thefaultsinjected;thereadercanfind
all ourdataat ourweb-site[37].

Figure 2 shows the effects of a single transientlink failure.
We do not show the graphsfor VIA-PRESS-0andVIA-PRESS-
3 becausethey areessentiallythesameasthatof VIA-PRESS-5.
TCP-PRESSexhibits its expectedbehavior underlink failure,by
stalling for the periodof the fault. The TCP protocolon the co-
operatingnodeskeepstrying to re-sendpackets acrossthe faulty
component,causingthefilling upof communication queuesonall
nodes,thusdroppingthethroughputto zerountil slightly afterthe
componentrecoversandthe messagesstartflowing again. Note
that the fault doesnot last long enoughfor TCPto closethecon-
nection. Thesetimeoutstendto be very long, on orderof 10-15
minutes.

In contrast,TCP-PRESS-HBdetectsthe fault in a very short
time andreconfigures.The reasonis that the heartbeatmessages
lost over the faulty link causethe othernodesto assumethat the
unreachable nodeis down. Thissplinterstheclusterinto 3 cooper-
atingnodesand1 independent node. Thedetectionandrecovery
durationscorrespondto afailuredetectionthresholdof 15seconds
(3 heartbeats)usedby theheartbeatcode.

Similar to TCP-PRESS-HB,theVIA versionsdetectthefailure
almostinstantaneously becausetheconnectionsto theunreachable
nodeall break.VIA versionssplinterinto 3 cooperatingnodesand
1 independentnodejust asTCP-PRESS-HB.Interestingly, TCP-
PRESS-HBandthe VIA versionsdo not reconfigurebackinto a
singleclusteroncethelink returnsto normaloperation.This sur-
prisingbehavior arisesfrom a mismatchbetweenthe fault model

assumedby PRESSand the actual fault. PRESSassumesthat
nodesfail but links and switchesdo not. Thus, reconfiguration
only occursat startupandon lossof 3 heartbeats; nodesdo not
merge again after partitions. Returnto normaloperationthusre-
quirestheinterventionof anadministratorto restartall but oneof
the sub-clusters.This, in effect, makestheseversionslessavail-
ablethanthebasicTCP-PRESSin thefaceof relatively shorttran-
sientfaults.

5.3 NodeFaults

Figure3 shows the effectsof a hardrebootfault, i.e., a node
crash. Again, we do not show the graphsfor VIA-PRESS-0and
VIA-PRESS-3becausethey aresimilar to thatof VIA-PRESS-5.

Becauseit is not capableof immediatelydetectingnodefail-
ures,TCP-PRESSgrindsto a halt while the faulty nodeis down;
all communication queuesget filled up with messagesfor the
crashednode.Whenthecrashednodecomesbackup,aninterest-
ing timing problemdevelops. The recoverednodetries to rejoin
thecluster, asMendosusstartsanotherPRESSprocessautomati-
cally, but is not ableto. Thereasonis that theothernodesdo not
detectthe rebootuntil a little while later. During this period,all
therejoinmessagessentby therecoverednodearedisregardedby
therestof thecluster. After therecoverednodegivesup trying to
rejoin, theother3 nodesdetecttheterminationof theconnections
andform agroupof cooperatingservers.

TCP-PRESS-HBandthe VIA versionsbehave exactly asex-
pectedandalmostidentically. In TCP-PRESS-HBthenodecrash
is detectedby theheatbeatprotocol,whereasin theVIA versions
the connectionsto the faulty nodebreak. After detection, the 3
remainingnodescontinuecooperation.After thenoderebootsand
Mendosusrestartsthe PRESSprocess,the nodeis ableto rejoin
theclusterandthroughputreturnsto thenormallevel.

Resultsfor nodehangsaresimilarexceptthatTCP-PRESScor-
rectlydeducethatnofaulthasoccurred(althoughthroughputdoes
fall to zerowhile everyonewaits for the hungnode)while TCP-
PRESS-HBincorrectlydecidesthata faulthasoccurredandsplin-
tersinto two sub-clusters.

5.4 Memory ExhaustionFaults

In this section we consider the effects of communication-
relatedresourceexhaustion,in particular, the memory system.
Figure 4 shows the effect of kernelmemoryexhaustion,which
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Figure 3. Throughputof PRESSwhen a nodecrashis injected.
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Figure 4. Throughputof TCP-PRESSandTCP-PRESS-HBwhen a kernel memoryexhaustionfailure is injectedand
throughputof VIA-PRESS-5 when a pinnablememory exhaustionfailure is injected.

causesfailuresin the allocationof communicationbuffers. The
throughputof TCP-PRESSdropsto zero during the fault, since
thestallingof communicationto thefaulty nodefreezestheentire
cluster. TheTCPpacketsarriving at the faulty nodearedropped,
whereaspackets leaving the nodeget queuedup within the op-
eratingsystem,waiting for buffer allocations. In contrast,TCP-
PRESS-HBsplintersinto 3 cooperatingnodesandasingletonafter
3 heartbeats from the faulty nodearenot received. TheVIA ver-
sionsperformpre-allocationof mostnetwork resourcesduringser-
vice initiation. This makesthemlessvulnerableto dynamicfluc-
tuationsin memoryresources.Sincethey did notshow any degra-
dationin performanceduring the fault period,we do not present
their graphshere.

VIA-PRESS-5is succeptibleto pinnablememoryexhaustion
faults,however. Thezero-copy messagingin this versionrequires
memoryto beregisteredwith theVIA library, which in turn pins
the registeredregion. Cachereplacementscausememoryto be
unpinned(file that is beingreplaced) andlaterpinned(file that is
enteringthe cache).Whena nodein VIA-PRESS-5is unableto
pin memory, it dropsfiles from its cacheto freeup memory. The
cachemissesarisingfrom thesedroppedfilesdegradethethrough-
putduringthefault period,asalsoshown in Figure4.

5.5 Application Faults

Figure5 shows the behavior of PRESSwhena null value is
passedasthedatapointerto thesendAPI. TheTCPversionsde-
tect this fault synchronouslyandreturnanEFAULT errorcodeto
the invoker. The VIA versionsdiagnosethe error codeasa fatal
error, andterminatethemselves.Therecovery, achieved by restart-
ing theapplication,reintegratesthefaultyserverinto thecluster. In
VIA-PRESS-0theasynchronouserrorreportingthrougherrorsta-

tus in completed descriptorsachieves thesameeffect astheTCP
versions. However, in the remotememorywrite-intensive VIA-
PRESS-3andVIA-PRESS-5,theerror is reportedon bothnodes
involvedin theremoteoperation.Thiscausestheterminationof 2
nodesasperPRESS’s fail-fastapproach. However, the restartof
thePRESSprocessesreturnstheperformancefrom anextremely
degradedstateto anormalthroughput.

We also consideredoff-by-N valuesfor datapointer and the
datasizeparameters.In theseexperiments,weobserve thateither,
only the senderor only the receiver nodeexperience an error as
a resultof theseincorrectparameters.In contrast,the fault is re-
portedat both endsof the communicationin the remotememory
write versions.In fact,remotememorywritesposesa greaterrisk
as “valid” badparameters result in corruptionof data(andpos-
sibly meta-data)on theremotenodeaswell. In our currentstudy
though,wehavenotquantifiedthisadditionalrisk. Webelievethat
this demandsa deeperstatisticalstudythat is beyondthescopeof
thispaper.

6 Performabilit y of the PRESSVersions

We now proceedto the secondphaseof our methodologyto
evaluatethe performabilityof the differentPRESSversions.We
first examineperformabilityassumingthe samefault load for all
versionsof PRESS. Then,we alsoconsiderwhat happensif we
assumethat the VIA versionsof PRESSexperience morestress-
ful fault loads;therearetwo reasonswhy it is interestingto con-
siderthis case:(1) programswritten on user-level communication
subsystemssuchasVIA maybemorebuggybecauseVIA forces
theprogrammerto dealwith communicationissuessuchasbuffer
management andflow controlthat,in TCP, areimplementedby the
communication protocol,and(2) user-level communication sub-
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Figure 5. Throughput of PRESSwhena NULL pointer fault is injected.

Fault MTTF MTTR
Link down 6 months 3 minutes
Switchdown 1 year 1 hour
Nodecrash 2 weeks 3 minutes
Nodefreeze 2 weeks 3 minutes
Memorypinningfailure 61days 3 minutes
Memoryallocationfailure 61days 3 minutes
Processcrash var. 3 minutes
Processhang var. 3 minutes
Badparameters- null pointer var. 3 minutes
Badparameters- off-by-N datapointer var. 3 minutes
Badparameters- off-by-N size var. 3 minutes

Table 3. Failuresandtheir MTTFsandMTTRs.

systemssuchasVIA arestill relatively immature,possiblyleading
to ahigherfault ratebecauseof hardwareand/orfirmwarebugs.

6.1 Fault Load

Table 3 gives the initial fault load usedto comparethe per-
formability of thedifferentversionsof PRESS.Recallthatto make
themodelingtractable,we assumethat faultsin differentcompo-
nentsarenotcorrelatedandall faultarrivalsareexponentially dis-
tributed. We have doneour bestto derive meaningfulparameters
from theavailable data[11, 12,15,21, 35,34,36]. However, data
is sparse,particularlyfor application-level errors.Thus,weexam-
ine performabilityfor a range,onceperdayto oncepermonth,of
MTTFs for applicationlevel faults. In addition,becausewe have
multipleclassesof errors,wedividedtheapplicationfault ratebe-
tweentheseerrorsaccordingto thedistribution observed in [11].
This led to approximately thefollowing ratio: processcrash40%,
processhang40%,null pointer8%,off by N datapointer9%,off
by N size2%. The 3 minuteMTTR for eachof the application
errors,considersthe time requiredto restartthe applicationin a
cleanstate- whichmayinvolve rebootingthenode.

6.2 Performabili ty Under the SameFault Load

Figure 6 shows (a) the modeledunavailability and (b) per-
formability of the differentversionsof PRESSwhenscalingthe
applicationfault ratefrom onceper day to onceper month. Fig-
ure 6(a) also shows the contribution of eachfault type to over-
all unavailability. Overall,perhapssurprisingly, theavailability of
all threeVIA versionsis slightly betterthanthatof the two TCP
versions.While non-intuitive, this resultarisesbecausethe VIA
fault reportingis moreaccuratefor the clusterenvironment. The

two TCPversionsonly useend-to-endinformationto try andde-
tect failuresandcanbeled astray. On theonehand,TCP-PRESS
takestoo long to detecta numberof thefaultsbecauseit assumes
that lost packetsaredue to transientcongestion,not component
faults.TCP-PRESS-HB,on theotherhand,sometimesconcludes
too quickly that lost heartbeat messagestranslateto faults,rather
thandelaybecauseof otherreasons.

Of course,theabove discussiondoesnot meanthatheartbeats
areuseless.The reasonthat heartbeatswerelessusefulthanone
might expect is that PRESSdoesnot reconfigurewhenfaultsdo
not leadto oneor moreprocesscrashes.To makeheartbeatsmore
effective, one needsto implementa rigorousmembershipalgo-
rithm thatcanrepairthegroupmembershipcorrectlywhenlossof
heartbeatsleadsto theincorrectsplinteringof thecluster.

At low applicationfault rates,a secondreasonwhy the VIA
versionsexhibit betteravailability than the TCP versionsis that
they arenot vulnerableto operatingsystemresourceexhaustion
errors. Sincethey preallocate resourcesat startuptime, the VIA
versionscontinueto operatewell evenwhentheoperatingsystem
runsoutof memory.

We alsoobserve that thereis little differencein the availabil-
ity of theVIA versions.This is perhapsnot unexpectedbecause,
for the vastmajority of applicationerrors,the effect of the fault
is the same:the hangingor crashingof an process.This is also
trueof thenodefaults.It is interestingto note,however, thatthere
arenoticeable differencesin the contribution to unavailability of
the different specificapplicationfault typesat high application
fault rates. The reasonis that thesefaults lead to a few differ-
encesin thebehavior of thedifferentversions.At lower applica-
tion fault rates,carefulanalysisshows that VIA-PRESS-5gives
the worst availability becausethe dynamic pinning of memory
makesit slightly vulnerableto resourceexhaustionfaults. How-
ever, sincetheVIA versionsmanagetheirown communicationre-
sources,VIA-PRESS-5is ableto adaptto theresourceexhaustion
faultsbetterthantheTCPversions;in particular, it releasessome
of thememorythat it hadpreviously pinnedto freeup theneeded
resources.Theseobservationsleadusto surmisethatdifferentde-
pendency on user-level communicationmechanismswould likely
leadto differentavailability if only we couldmoreaccuratelyem-
ulatereal applicationandoperatingsystemfaults,allowing them
to propagatethroughthecommunicationsubsystem.

Finally, while theabovedifferencesareinteresting,perhapsthe
mostsignificantconclusionis that availability is uniformly terri-
ble. With an applicationfault rate of onceper day, availability
is only in the 99%range,andof course,the effect of application
crashesdominate.Even at a fault rateof onceper month,avail-
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Figure 6. Themodeled(a) unavailability and(b) performabilityof the5 versionsof PRESS. For each groupof 2 bars,
theleft is for anapplication fault rateof 1 perdayandtheright is for a rateof 1 permonth.

ability doesnot reach99.9%.Sincethedifferencesin availability
arerelatively small, theperformabilitygraphsshow theexpected
results:thehighestperformingversionof PRESSleadsto thebest
performability.

6.3 Pessimistic Fault Loads for VIA Versions
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Figure 7. Comparison of performabilit y in thepres-
ence of transientpacket drops. For TCP, we model
no effect.For VIA weshowtheimpact of packet drop
rates,which re-setthechannel,of 1 per day (left), 1
perweek(center),1 permonth(right)

We now examine a numberof scenarioswith a more pes-
simisticfault loadfor theVIA versionsthantheTCPversions.The
purposeof thesesensitivity experimentsis to show our methodol-
ogycanaiddesignersin reasoningaboutthefault-rateswherevar-
iousperformancevs. availability trade-offs make senseor areill-
advised.For example,usingour methodanarchitectcouldquan-
tify atwhatfault ratesswitchingfrom TCPto VIA is justifiedeven
thoughit mayintroducebugs,andthusincreasetheobservedfault
rate.

We first look at transientpacket loss. While the VIA specifi-
cationstatesthat transientpacket lossshouldbe extremely rare,
in practice,it may occurmoreoften becauseof hardwareand/or
softwarebugs[38]. Thus,we model transientpacket lossasap-
plicationprocesscrashes,assumingthat thepacket losswould be
reportedasanerror, leadingto theprocessterminatingitself. On
the otherhand,sincemuchof TCP’s robustnesscomesfrom tol-
eratingtransientpacket drops,we assumethatsuchfaultshave no

effecton theTCPversionsof PRESS.
Figure7 comparestheperformabilityof thedifferentversions

asthe transientpacket lossrateis variedfrom 1 per day to 1 per
month. Thesefaultsare in additionto the fault ratesin Table3.
Observe that the performabilityof the TCP versionsareroughly
comparableto thoseof theVIA versionswhenthepacket lossrate
is about1 per week; TCP wins if the packet loss rate is greater
than1 perweekandlosesif therateis lessthan1 perweek.These
resultsimply that if the designerbelieves that the LAN/SAN is
relatively immature,thenit is perhapsbetterto useTCPandsac-
rifice someperformance.On the otherhand,if the LAN/SAN is
relatively maturetechnology with little reasonto suspecta high
rateof packet loss, then it is worthwhile to bypassthe software
overheadof TCP.

Wenext considerascenariowhereaserverusingVIA contains
morebugsdueto VIA’s morecomplex andunfamiliar program-
mingmodel.Figure8 comparestheperformabilityof thedifferent
PRESSversionsasthe VIA versionsaresubjectedto increasing
ratesof applicationfaults. Theseresultsshow that theperforma-
bility is comparablewhentheadditionalapplicationfault loadon
theVIA versionsis around1 perweek. Again, the implication is
that if a designeris confidentthathis programmingteamcandeal
well with the additionalcomplexity of programmingdirectly on
VIA, leadingto little additionalsoftwarebugs,thenchoosingVIA
would give thebestperformanceandperformability. On theother
hand,if theimplementationteamis inexperiencedor justdoesnot
haveenoughtime,usingTCPmightbethebestoption.

Finally, we considerwhat happenswhenthereareoccasional
systemcrashesin theVIA networkingsubsystemdueto hardware
or firmwarebugs2. This is a plausiblescenario,becauseleading
edgetechnologies, such as VIA, are often less mature,and so
more likely containbugs, than standardtechnologies with large
userbases.We modelthesesystembugsasswitch crashes.Fig-
ure9 shows the impactof addingon failuresdueto systembugs.

2Notethatwhile we arerunningtheTCPversionsover thesamehard-
wareasthe VIA versions,what we areassuminghereis that thereis an
alternative networking technology, Gigabit Ethernet,that would be more
reliablethanthe VIA hardwareandyet would performapproximatelyas
well.
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Figure 10. Comparisonof performabilityassuminga morepessimisticfault load for VIA.
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Figure 8. Comparison of performabilit y in thepres-
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Figure 9. Comparison of performabilit y in thepres-
ence of systemfaultsdueto immaturityof communi-
cation substrate. For TCP, we model no errors. The
VIA ratesare 1 per week (left), 1 per month(center),
1 per3 months(right)

Thetradeoffs herearesimilar to thepreviousvariations.

Figure10comparestheperformabilityof thedifferentversions
of PRESSassumingacombinationof addedfaultsfor theVIA ver-
sions: a packet drop rateof 1 per month,addedapplicationfault
rateof 1 per every 2 weeks,andsystemfailure of 1 per month.
Observe thatunderthis fault load,theperformabilityof two of the
threeVIA versionsarebelow thatof theTCP-HBversion.Thus,
we concludethat the performanceadvantage of a user-level net-
work suchasVIA really dependson how maturethe productis
and whetherthe programmercan usethe exportedAPI without
introducingadditionalsoftwarebugs.

7 Discussion

In thecourseof ourstudy, weuncoveredanumberof important
performancevs. reliability tradeoffs in communication stacksof
highavailability systems.In thissection,wediscusssomeof these
lessonsandspeculateon the featuresa communicationlayer ori-
entedtowardbothhighperformanceandhighavailability systems
shouldhave.

A transportstackmustmatchtheunderlyingfault modelwith
the classof faults that occur in the network fabric. Our results
show that a mismatchbetween the stackandfabric fault models
hasa tremendousimpact on overall systemavailability. When
runningover fabricsthat drop packetsin the faceof queueover-
runs,andin environments with otherwiseuncontrolledbandwidth
usage,TCP-style timeoutandretry is appropriate.On the other
hand,when running over SAN-style networks with hop-by-hop
flow control,wherepacket losssignalsmoreseriousproblemsthan
transientcongestion,a VIA fail-stopmodelis appropriate.Future
protocolstacksmaybeableto determinewhichfault-modelto use
dynamically, but in thenearfuturedesignersshouldpick a trans-
port layerthatbestmapsto thefabric’sactualfaultcharacteristics.

Wealsofoundit usefulfor eachcomponentin thecommunica-
tion pathto reporterrorsimmediatelyandall thewayto endpoints.
In theclustercontext, LANs thatdiscardbadpacketsareundesir-
able becausethey inhibit early fault detection. SomeSANs do
forward badpackets to the final endpoint[5, 17], but this infor-
mationis often not usedby the transportprotocolsto initiate er-
ror recovery. Turning to congestion,usingpacket dropsto signal
congestion,while increasingnetwork throughput,is a very slow
methodof fault detection.In a LAN thatdropspackets, schemes
thatactively signalcongestion[29] mayresultin higheravailabil-
ity.

Wefoundthatcopying canbeacritical fault-containment point
for communicationlayers. While our ratesof corruptedpackets
due to overrunswas low, we also note that we could not detect
overrunsfor VIA-PRESS-3andVIA-PRESS-5.

Our last lessonconcerns the pre-allocationof memory re-
sources.In general,if thereareenoughresourcestheseshouldbe
pre-allocatedduring channel set-up. While this increasesoverall
memoryusage,sucha pre-allocationstrategy gives the designer
moreflexibility in recoveringfrom periodsof memorystress.

Finally, we observe that in order to bettercomparesystems,
muchmoreempiricalmeasurementof actualMTTR andMTTF of
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real systemsis needed.While we did basemany of our modeled
MTTFs andMTTRs on measuredsystems,datawerequitesparse
andit wasunclearhow generalthey were.

8 RelatedWork

Therehasbeenmuch work on examining the robustnessof
communication protocols,mostly in thecontext of packet loss.A
seminalwork on the subject[30] makes the argumentthat only
theendpointshave enoughsemanticinformationto handlefaults.
However, thework doesnotdiscusstheappropriateerrorrecovery
mechanismsneededupona fault, nor doesit addresshow inter-
mediatenodesof thesystemshouldreportfaultyconditionsto the
endpoints. Indeed,our experiencehints that a conclusionoften
drawn from thiswork—thatintermediatenodesshoulddovery lit-
tle errordetectionandrecovery—ismistaken. Intermediatenodes
shouldratherprovide fast,accurateerrorreportingto endpoints.

Thereis an enormousvolumeof work on TCP’s toleratingof
transientpacket lossandprobingthenetwork for bandwidth(e.g.,
[6, 16, 19]). All theseworks, however, assumethat packet loss
is dueto congestion,whereretransmissionhasa likely probabil-
ity of success.Two areaswherethe fault model implicit in TCP
breaksdown arein the wirelessnetworks andSystemArea Net-
works (SANs). In wirelessnetworking, packet lossoften implies
channeldegradation,sotherecoveryactionsfor TCPshouldbere-
transmitquickly [3]. In theSAN context, researchersarguedthat
faultssignalcatastrophicfailure[5, 31,39], requiringhumaninter-
vention.However, they alsoarguethefault ratesof thesenetworks
arevery low.

TheLAN andWAN networkingcommunitieshave recognized
that byte streamabstractionis not always appropriateand so
have proposedmany alternative messagingbasedprotocols,e.g.,
[28, 33]. The key differencefrom the MPP andSAN networks
is that like TCP, theseprotocolsviewed packet lossassignaling
congestion.

Therehasbeenextensivework in analysingfaultsandhow they
impactsystems[13, 22, 34]. However, the focusof thesestudies
wasnotonthecommunicationsystem.Studiesbenchmarkingsys-
tem behavior underfault loadsinclude[20, 24]. However, these
worksdo not provide a goodunderstandingof how onewould es-
timateoverall systemavailability underagivenfault load.System
availability studiessuchas[2, 25] areworks in this direction.An
interestingpaperis [8], which outlinesa methodologyfor bench-
markingsystems’availability. Ourwork herefocusesmoreclosely
on cluster-basedservers,andin particularthe impactof faultsaf-
fectingthecommunication systemonserviceperformability.

9 Conclusions

We have studiedthe impactof TCPandVIA on theavailabil-
ity andperformanceof cluster-basedserversusinga combination
of fault-injectionandanalyticmodeling. Surprisingly, the results
show that, under our estimatedfault load, a VIA-based server
deliveredbetteravailability thana TCP-basedserver. We found
thesinglemostimportantfactorto behow well the internalfault
modelof the communicationsubstratematches the actualfaults.
In a SAN context, thetransientfault modelusedby TCPreduced

overall performability, becauseof thelengthy time for TCPto re-
port failures. VIA, with its fail-stopmodel,wasmuchmoreap-
propriatefor many faultsbecauseit allowedhigher-level recovery
to be initiated quickly. We also found that the useof a heart-
beatprotocolcanmitigate the impactof TCP’s inaccurate fault-
model;however, the heartbeatprotocolmustbe accompaniedby
a robustmembershipprotocolsincetheheartbeat protocolcanbe
led astrayby lengthy communication delays. Finally, we found
thepre-allocationof memorymadeVIA immuneto resourceallo-
cationfailures,whereas the implementation of TCP requireddy-
namicmemoryresources.

Wehavealsoconsideredthecasein whichVIA-basedsystems
may experiencemore stressfulfault loadsbecausethe underly-
ing technologyis lessmatureandthe programmingmodelmore
complex. By varyingthefault rates,we wereableto quantify the
cross-over point at which it maybeadvisableto usea moretested
protocolsuchasTCP. We foundthatfaultsin a VIA-basedserver,
suchasswitch, link, andapplicationerrors,would have to occur
at approximately4 timesthe rateof a TCP-basedsystemfor the
performabilityof VIA andTCPsystemsto beequal.

We speculatedhow a communication layer which addressed
availability andperformancemight be structured.We arguethat
it shouldusemessaging(notabytestream),single-copy transfers,
pre-allocatedchannelresources,and matchthe network fabric’s
faultmodel.

Finally, in spiteof thesignificantfault detectionandrecovery
actionstaken by both TCP and VIA, we expect overall system
availability to remainbetween99%and99.8%,implying cluster-
basedsystemswill beunavailable for severaldaysayear. Thereis
muchwork to be doneto make thesesystemsutterly transparent
to everydayusers.
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