
Using Fault Injection and Modeling to Evaluate the
Performability of Cluster-BasedServices

�

Kiran Nagaraja,XiaoyanLi, RicardoBianchini,RichardP. Martin, ThuD. Nguyen
Departmentof ComputerScience, RutgersUniversity

110FrelinghuysenRd,Piscataway, NJ 08854�
knagaraj, xili, ricardob, rmartin,tdnguyen� @cs.rutgers.edu

Abstract. We propose a two-phase methodology for
quantifying the performability (performanceand avail-
ability) of cluster-basedInternet services. In the first
phase, evaluators usea fault-injection infrastructure to
measuretheimpactof faultsontheserver’sperformance.
In thesecondphase, evaluators usean analytical model
to combinean expectedfault load with measurements
from the first phase to assessthe server’s performabil-
ity. Using this model,evaluators canstudythe server’s
sensitivityto different designdecisions, fault rates,and
environmental factors. To demonstrateour methodology,
we studythe performabilityof 4 versionsof the PRESS
Web serveragainst 5 classesof faults, quantifying the
effectsof differentdesigndecisionson performanceand
availability. Finally, to further showthe utility of our
model,we also quantify the impactof two hypothetical
changes,reducedhumanoperator responsetimeandthe
useof RAIDs.

1 Intr oduction

PopularInternet servicesfrequently rely on large clus-
tersof commodity computersastheir supporting infras-
tructure [5]. Theseservicesmust exhibit several char-
acteristics,including high performance,scalability, and
availability. Theperformance andscalabilityof cluster-
basedservershave beenstudiedextensively in the liter-
ature,e.g.,[2, 5, 7]. In contrast,understandingdesigns
for availability, behavior during component faults, and
therelationshipbetweenperformanceandavailability of
theseservershavereceivedmuchlessattention.

Although today’s servicedesignersarenot oblivious
to the importanceof high availability, e.g., [5, 12, 28],
the designandevaluation of availability is often based
on thepractitioner’s experienceandintuition ratherthan
a quantitativemethodology.

In this paper, we advance the state-of-the-artby de-
veloping a 2-phasedmethodology that combines fault-
injectionandanalyticalmodelingto studyandquantify
the performability – a metric combining performance�
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and availability – of cluster-basedservers. In the first
phaseof our methodology, the server is benchmarked
for performance and availability both in the presence
and absenceof faults. To support systematicfault-
injection,we introduceMendosus,a fault-injection and
networkemulation infrastructuredesignedspecificallyto
studycluster-basedservers. While evaluators usingour
methodology are free to useany fault-injection frame-
work, Mendosusprovidessignificantflexibility in emu-
latingdifferentLAN configurationsandis ableto injecta
widevarietyof faults,including link, switch,disk,node,
andprocessfaults.

Thesecondphaseof ourmethodologyusesananalyt-
ical modelto combine anexpected fault model[23, 32],
measurementsfromthefirst phase,andparametersof the
surroundingenvironment to predictperformability. De-
signerscanusethis model to studythepotential impact
of differentdesigndecisionsontheserver’sbehavior. We
introducea singleperformability measureto enablede-
signersto easilycharacterizeandcompare servers.

To show the practicalityof our methodology, we use
it to studytheperformability of PRESS,a cluster-based
Webserver[7]. A significantbenefitof analyzingPRESS
is that, over time, the designers of PRESShave accu-
mulateddifferent versions with varying levelsof perfor-
mance.Usingourmethodology, we canquantifytheim-
pact of changesfrom one versionto anotheron avail-
ability, andtherefore, performability , producing a more
complete picture than just the previous dataon perfor-
mance. For example, a PRESSversionusingTCP for
intra-cluster communication achieves a higher overall
performability scoreeven though it doesnot perform
aswell asa version usingVIA. We alsoshow how our
model canbeusedto predicttheimpactof designor en-
vironmentalchanges;in particular, we useour modelto
studyPRESS’ssensitivity tooperator coverageandusing
RAIDs insteadof independentSCSIdisks.

We make thefollowing contributions:

� We proposea methodologythatcombinesfault in-
jection,experimentation, andmodeling to quantify
a server’s availability aswell asits performance.

� We demonstratethe power of our methodology by



usingit to evaluatefour different versions of a so-
phisticatedcluster-basedserver. We alsoquantita-
tively evaluatedesignandenvironmental tradeoffs
on theserver’s performability.

� We use results from our study to derive sev-
eral guidelines on how to designhighly available
cluster-basedservers.

The remainder of the paper is organized as fol-
lows. The next sectiondescribesour methodology and
performability metric. Section3 describesour fault-
injectioninfrastructure.Section4 describesthebasicar-
chitectureof thePRESSserverandits differentversions.
Section5 presents the resultsof our fault-injection ex-
periments into the live server. Section6 describesthe
resultsof ouranalyticalmodeling of PRESS.Wediscuss
thelessonswe learnedin Section7. Section8 describes
therelatedwork. Finally, in Section9 we draw ourmost
importantconclusions.

2 Methodologyand Metric

Our methodology for evaluating servers’ performability
is comprisedof two phases. In thefirst phase,theeval-
uatordefinesthe set of all possiblefaults, then injects
them(and the subsequent recovery) oneat a time into
a running system. During the fault and recovery peri-
ods,theevaluatormustquantify performanceandavail-
ability asa function of time. We currently equateper-
formancewith throughput, the number of requestssuc-
cessfullyservedpersecond, anddefineavailability asthe
percentageof requestsservedsuccessfully. In thesecond
phase,theevaluatorusesananalyticalmodel to compute
the expectedaverage throughput andavailability, com-
bining theserver’s behavior undernormal operation,the
behavior duringcomponentfaults,andtheratesof fault
andrepairof eachcomponent.

2.1 Phase1: Measuring Performance Un-
der Single-Fault Fault Loads

Therearetwo tricky issueswheninjecting faults. First,
when measuring the server’s performancein the pres-
enceof a particular fault, thefaultmustlastlongenough
to allow all stagesin the model of phase2 to be ob-
servedandmeasured. The oneexception to this guide-
line is that a server may not exhibit all model stages
under certainfaults. In thesecases,the evaluator must
usehisunderstandingof theservertocorrectlydetermine
whichstagesaremissing(andlatersettingthetimeof the
stagein theabstractmodel to 0). Second, a benchmark
mustbe chosento drive the server suchthat the deliv-
eredthroughputis relatively stablethroughouttheobser-
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Figure1: The7-stage piece-wise linearmodelspecified
by our methodology for evaluating theperformability of
cluster-basedservers.

vationperiod (except for transientwarmupeffects).This
is necessaryto decouple measuredperformancefrom the
injectiontime of a fault.

2.2 Phase2: Modeling Performability Un-
der ExpectedFault Loads

Ourmodel for describingaverageperformanceandavail-
ability is built in two parts. The first part of the model
describesthesystem’s responseto eachfault in 7 stages.
Thesecondpartcombinestheeffectsof eachfault along
with the MTTF (Mean Time To Failure) and MTTR
(MeanTime To Recovery) of eachcomponentto arrive
at anoverall averageavailability andperformance.

Per-Fault Seven-Stage Model. Figure1 illustratesour
7-stagemodelof serviceperformance in thepresenceof
a fault. Time is shown on the X-axis and throughput
is shown on the Y-axis. StageA models the degraded
throughput deliveredby thesystemfrom theoccurrence
of thefault to whenthesystemdetectsthefault. StageB
models the transientthroughput deliveredasthesystem
reconfiguresto account for thefault; thesystemmaytake
sometime to reacha stableperformanceregimebecause
of warmingeffects.Wemodel thethroughputduring this
transientperiodastheaveragethroughput for theperiod.
After thesystemstabilizes,throughput will likely remain
atadegradedlevel becausethefaultycomponent hasnot
yet recovered,beenrepairedor replaced. StageC mod-
els this degradedperformanceregime. StageD models
the transientperformanceafter thecomponentrecovers.
StageE modelsthestableperformanceregimeachieved
by theserviceafter thecomponenthasrecovered. Note
thatin thefigure, weshow theperformancein E asbeing
below thatof normal operation; this mayoccurbecause
thesystemis unableto reintegratetherecoveredcompo-
nentor reintegration doesnot lead to full recovery. In
this case,throughput remains at the degradedlevel un-
til an operator detectsthe problem. StageF represents
throughput deliveredwhile theserveris resetby theoper-
ator. Finally, stageG represents thetransientthroughput
immediatelyafterreset.



For eachstage,weneedtwo parameters:(i) thelength
of time that the systemwill remain in that stage,and
(ii) the average throughput delivered during that stage.
The latter is measured in phase1. The former is either
measured, or is a parameterthat mustbe supplied. For
example, the time that a servicewill remainin stageB
assumingthat the fault last sufficiently long is typically
measured; the time a servicewill remainin stageE is
typically a suppliedparameter.

Sometimesstagesmay not be presentor may be cut
short.For example,if therearenowarming effects,then
stagesB, D, andG would not exist. In practice,we set
thelengthof time thesystemis in sucha stateto zero.If
theassumedMTTR of acomponentis lessthanthemea-
suredtime for stagesA andB, thenwe assumethatB is
cut shortwhenthe component recovers. The evaluator
mustanalyzethemeasurementsgatheredin phase1, the
assumedparametersof the fault load, and the environ-
mentcarefully to correctly parameterizethemodel.

Modeling Overall Availability andPerformance.Hav-
ing defined the server’s responseto eachfault, we now
must combine all theseeffects into an average perfor-
manceandaverage availability metric. To simplify the
analysis,we assumethat faultsof different components
are not correlated,fault arrivals are exponentially dis-
tributed, and faults queueat the systemso that only a
single fault is in effect at any point in time. Theseas-
sumptions allow us to addtogether thevarious fractions
of time spentin degraded modes. If ��� is the server
throughput under normal operation, � is the faulty com-
ponent, �
	� is thethroughput of eachstage� whenfault �
occurs, and 
�	� is theduration of eachstage,our model
leadsto the following equations for averagethroughput
(AT) andaverage availability (AA):
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where � � �*�,+  	"!-# 
.	� �0/ % �&�(' � . In plain English,

� � is the expectedfraction of the time during which
the systemoperatesin the presence of fault � . Thus,
the �����1+ � � ��� � � factorabovecomputestheexpected
throughput whenthesystemis freeof any fault,whereas
the +  	"!-# �32546798:8:; 6 �<	� � factorcomputestheexpectedav-
eragethroughput when the systemis operating with a
singlefaultof type � . Notethat � � represents theoffered
loadassumingthattheserver is not saturatedunder nor-
mal operation, so

� � / � � computesthe expected frac-
tion of offeredrequeststhat aresuccessfullyserved by
thesystem.

It is interestingto consider why the denominator of

� � is just
% �&�(' � insteadof

% �&�(' � � % �&�(= � . The
equation for � � is correctas it is because the assump-
tions listed above imply that when a fault occursand
is on-going, any other fault could arrive and queueat
the system,including a fault to the samecomponent.
The impacton our model is that we compute the frac-
tion of downtime as

7>8?8:@7>8?8:; , not as the more typical7>8?8:@7>8?8:;-A$7>8:8?@ . In practice,thenumerical impactof this
differenceis minimal,because

% �&�('CB
B % �&�(= .

Limitations. A current limitation of our model is that
it doesnot capture data integrity faults; that is, faults
thatleadto incorrect databeingservedto clients.Rather
it assumestheonly consequenceof component faultsis
degradationin performanceor availability. While this
model is obviously not general enough to describeall
cluster-basedservers,we believe that it is representative
of a largeclassof servers,suchasfront-endservers (in-
cludingPRESS)andotherread-only servers.

Another limitation of our model is that it is based
on the measuredresponseto single faults; the model
can thus only capturemultiple simultaneous faults as
a sequenceof non-overlapping faults. If we assume
that faultsareindependent,thenthe introducederror is
boundedby the probability of therebeingtwo or more
jobs in a singlemulti-classserver queuewhenthe fault
arrival and repair processesare viewed in a queuing-
theoretic framework. Intuition tells us that the proba-
bility of seeingmultiplesimultaneousfaultsfor practical
MTTFs and MTTRs shouldbe extremely low. Deter-
mining the probability of simultaneous faultsexactly is
not straightforward, but our initial approximations (as-
sumingtheratesin this paper) show thatwe canexpect
around 2 multi-fault eventsperyear. On theotherhand,
thereareindications thatfailuresarenotalwaysindepen-
dent[22, 35], aswell asanecdotalevidencethatbaroque,
complex failures are not uncommon [14]. Theseob-
servations imply that the independenceassumptionsin
our model will result in optimistic predictions for the
frequency of multi-fault scenarios[33]. Unfortunately,
there is no study that quantifies such correlations for
cluster-basedInternet services.In thefuture,wemayex-
tendourmethodologyfor designers to testtheirservice’s
sensitivity to setsof potentially correlatedfaults.

2.3 Performability Metric

Despitemuchwork that studiesboth performanceand
availability (e.g., [21, 30]), thereis arguably no single
performability metric for comparing systems.Thus,we
proposeacombinedperformability metricthatallowsdi-
rectcomparisonof systemsusingbothperformanceand
availability asinputcriteria.Ourapproachis to multiply
theaveragethroughputbyanavailability factor;thechal-



lenge,of course, is to derive a factorthat properly bal-
ancesbothavailability andperformance. Becauseavail-
ability is oftencharacterizedin termsof “the number of
nines”achieved,webelievethatalog-scaledratioof how
eachservercomparesto anidealsystemis anappropriate
availability measure,leading to the following equation
for performability:
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where
� N

is an ideal availability, � � is the throughput
under normal operation,

�(�
is the average availability,

and
D

is the performability of the system.
� N

mustbe
lessthan1 but canotherwisebe chosenby the service
designers to representtheavailability that is desiredfor
theservice,e.g.,0.99999.

This metric is an intuitive measure for performabil-
ity becauseit scaleslinearly with bothperformanceand
unavailability . Obviously, if performancedoubles, our
performability metricdoubles. On theotherhand, if the
unavailability decreasesby a factorof 2, thenperforma-
bility alsoroughly doubles. Theintuition behind this re-
lationshipbetweenunavailability ( P ) andperformability
is thatwe canapproximate HKJML ���O��P � as ��P when P is
small.Further, if theservicedesignerswishto weighone
factormoreheavily thantheother, their importancecan
easilybeadjustedby multiplying eachtermbyaseparate
constantweight.

3 Mendosus

Mendosusis a fault injectionandnetwork emulation in-
frastructure designedto support phase1 of our method-
ology. Mendosusaddressestwo specificproblemsthat
servicedesignersarefacedwith today: (1)how toassem-
ble a sufficiently representative test-bedto testa service
asit is beingbuilt, and(2) how to convenientlyintroduce
faultsto studytheservice’s behavior undervarious fault
loads. In this section,we first briefly describeMendo-
sus’s architecture andthendiscussthefault modelsused
by the network, disk, andnodefault injectionmodules,
whichareusedextensively in this work, in moredetail.

3.1 Ar chitecture

Mendosus is comprised of four software components
running onaclusterof PCsphysicallyinterconnectedby
a GiganetVIA network: (1) a centralcontroller, (2) a
per-node LAN emulator module, (3) a set of per-node
fault-injection kernel modules,and(4) a per-node user-
level daemon that servesasthe communicationconduit
betweenthecentral controller andthekernel modules.

Thecentralcontroller is responsiblefor decidingwhen
andwherefaultsshould be injectedandfor maintaining
a consistentview of the entirenetwork. Whenemula-
tion starts,thecontrollerparsesa configurationfile that
describesthe network to be emulatedandcomponents’
fault profiles. It forwards the network configuration to
the daemonrunning at eachnodeof the cluster. Then,
asthe emulation progresses,it usesthe fault profilesto
decidewhatfaultsto inject andwhenthey shouldbein-
jected. It communicateswith the per-nodedaemons as
necessaryto effect thefaults(andsubsequent recovery).
Note that while thereis onecentralcontroller peremu-
latedsystem,it doesnot limit thescalabilityof Mendo-
sus: the controller only dealswith faults anddoesnot
participate in any permessageoperations.

The per-nodeemulation modulemaintainsthe topol-
ogy andstatusof thevirtual network to routemessages.
To emulateroutingin Ethernetnetworks,aspanningtree
is computedfor thevirtual network. EachemulatedNIC
is presentedas an Ethernet device; a node may have
multiple emulatedNICs. When a packet is handedto
theEthernet driver from the IP layer, thedriver invokes
the emulation module to determine whetherthe packet
shouldbe forwarded over the real network (andwhich
nodeit shouldbe forwarded to). The emulationmod-
ule determines the emulatedroute that would be taken
by thepacket. It thenqueriesthenetwork fault-injection
module whetherthepacket shouldbe forwarded. If the
answeris yes,thepacket is forwardedto thedestination
over theunderlying realnetwork. Theemulationmodule
usesmultiple point-to-point messagesto emulateEther-
net multicastandbroadcast. A leaky bucket is usedto
emulateEthernetLANs with differentspeeds.

Finally, thesetof fault-injection kernel moduleseffect
theactualfaultsasdirectedby thecentralcontroller. Cur-
rently, we have implemented3 modules,allowing faults
to be injectedinto the network, SCSI disk subsystems,
and individual nodes. The challenge in implementing
thesesubsystemsis to accurately understandthe setof
possiblerealfaultsandthefault reporting thatpercolates
fromthedevicethroughthedevicedrivers,operatingsys-
tems,andultimately, up to theapplication. We describe
thefaultmodelswehave implementedin moredetailsin
thenext several sections.

3.2 Network Fault Model

Thenetwork faultmodel includesfaultspossiblefor net-
work interfacecards,links, hubs,andswitches.For each
component,a fault canleadto probabilistic packet loss
or complete loss of communication. In addition, for
switchesandhubs,partial failuresof oneor moreports
arepossible.All faultsaretransientalthough a perma-
nentfault canbeinjectedby specifyinga down time that



Fault Characteristic OSMasking of Fault
Disk hang Sticky Unmasked
Disk offline Sticky Unmasked
Power failure Sticky Unmasked
Readfault Sticky Unmasked in Linux
Write fault Sticky Unmasked in Linux
Timeout Transient Unmasked
Parity errors Transient Masked
Busbusy Transient Masked
Queuefull Transient Masked

Table1: SCSIfaultsthatMendosuscancurrentlyinject.

is greaterthanthetimerequiredto runthefault-injection
experiment.

Ourfault-injection module is embeddedwithin anem-
ulatedEthernet driver. Recall that the emulateddriver
alsoincludesourLAN emulator module,whichcontains
all information neededto compute the route that each
packet will take. Fault injectionfor thenetwork subsys-
temis straightforwardwhenthecommunicationprotocol
alreadyimplementsend-to-endfaultdetection. Faultsare
effectedsimply by checking whetherall componentson
the route areup. If any aredown, the packet is simply
dropped.If any componentsarein anintermittent faulty
state,thenthe packet is dropped(or sent)according to
thespecifieddistribution.

Recallthatthecentral controller is responsible for in-
structingthe network fault injection moduleson when,
where,andwhatto injectdynamically. Instructionsfrom
the centralcontroller are received by the local daemon
andpassedto the injectionmodule through the ioctl in-
terface.Thefault-injectionandemulationmodulesmust
work together in that faults may require the emulation
module to recomputetherouting spanning tree.Thecen-
tral controller is responsible for determining whena set
of faultsleadstonetwork partition.Whenthisoccurs,the
controller mustchoosea root for eachpartition so that
thenodeswithin thepartitioncanrecomputetherouting
spanning tree.

3.3 SCSI Disk Fault Model

The SCSIsubsystemis comprisedof the harddisk de-
vice, thehostadaptor, a SCSIcableconnectingthetwo,
anda hierarchy of softwaredrivers. Higherlayersin the
systemtry tomaskfaultsatlowerlevelsandonly thefatal
faultsareexplicitly passedup thehierarchy. We model
faultsthatarenoticeable by theapplication eitherby ex-
plicitly forcing errorcodesreportedby theoperating sys-
tem,or implicity byextendeddelaysin thecompletionof
diskoperations.

We broadly classify possible faults into two cate-
gories:transientandsticky (non-transient). For transient
faults, the disk systemrecovers after a small finite in-

terval (on orderof a few seconds in mostcases);sticky
faultsrequire humanintervention for correction. Exam-
plesof transientfaultsareSCSI timeouts,andrecover-
able readandwrite faults,whereas disk hang, external
SCSI cableunplugging andpower failures(to external
SCSIhousing) aresticky failures.

The impactof thesefaultson the systemdepends on
whetherthe OS cananddoes attemptto maskthe fault
from theapplicationthrougheithera retryor someother
corrective action. For example, a parity error in the
SCSIbusis typically maskedby theOSthrough a retry,
whereastheOSdoesnotattemptto maskadiskhangdue
to a firmwarebug becausethis error likely requires ex-
ternalintervention. Maskedfaultsmayintroducetolera-
bledelays,whereasunmaskedfaultsmayleadto stalling
of execution. However, someunmaskedfaults,if recog-
nized,canbehandled by usingalternateresources.This
involvesimplementingsmarter, fault-aware systems.

Table 1 shows the faults that we can inject into the
SCSI subsystem. The fault injection module is inter-
posedbetweenthe adapter-specificlow-level driver and
the generic mid-level driver. Instructions for injecting
faults received from the centralcontroller by the local
daemon arecommunicatedto thefault injectionmodule
through the proc filesystem. To effect faults, the fault
injectionmodule trapsthequeuing of disk operation re-
queststo thelow-level driver andpreventsor delaysthe
operation that shouldbe faulty from reachingthe low-
level driver. In the former case,themodule mustreturn
anappropriateerrormessage.

The mid-level driver implementsan error handler
which diagnosesandcorrects rectifiablefaults reported
by the low-level driver, eitherby retrying the command
or by resettingthehost,bus,device,or a combinationof
these.Theunmaskedreadandwrite faults,causedbybad
sectorsunremappableby thedisk controller arenothan-
dledby theupperdriversor thefile systemin Linux. This
causesreadandwrite operationsto thebadsectorto fail
forever. The disk canbe taken offline by the new error
handler codeintroducedin 2.2+Linux kernelswhenall
efforts to rectify anencounterederror fail. Thedisk can
alsobeoffline if it hasbeentakenout for maintainence
or replacement.

3.4 Nodeand ProcessFault Models

Currently, our nodeandprocessfault model is simple.
Mendosuscaninject threetypesof nodefaults: hardre-
boot,soft reboot, andnodefreeze.All canbeeithertran-
sientorpermanent,dependingonthespecifiedfaultload.
In theapplicationprocessfaultmodel, Mendosuscanin-
jectanapplicationhangor crash.Wemayconsidermore
subtlenode/processfaultssuchasmemory corruption in
thefuture.



This fault model is implementedinsidetheuser-level
daemon ateachnode.Forourstudyof PRESS,theserver
processon eachnode is startedby the daemon. An ap-
plication hang is injectedby having the daemon send
a SIGSTOP to the server process. The processcanbe
restartedif thefault is transient by sendingaSIGCTNto
it. A processcrashis injectedby killing theprocess.

NodefaultsareintroducedusinganAPC powerman-
agement power strip. Reboot faults are introduced by
having thedaemon on the failing node contacttheAPC
power strip to power cycle that node. In the caseof a
soft reboot, the daemon canaskthe APC for a delayed
power cycle andthenrun a shutdown script. For a node
freeze,thedaemondirectsa smallkernel module to spin
endlesslyto takeover theCPUfor someamount of time.

4 The PRESSServer

PRESSis a highly optimizedyet portable cluster-based
locality-consciousWeb server that has beenshown to
provide good performancein a wide range of scenar-
ios[7, 8]. Likeotherlocality-consciousservers[27, 2, 4],
PRESSis basedontheobservation thatservingarequest
from any memory cache,even a remotecache,is sub-
stantiallymoreefficient thanservingit from disk, even
a local disk. In PRESS,any nodeof the clustercanre-
ceive a client requestandbecomes the initial nodefor
thatrequest.Whentherequestarrivesat theinitial node,
therequestis parsedand,basedon its content, thenode
mustdecidewhetherto servicethe requestitself or for-
wardtherequest to another node, theservicenode. The
servicenoderetrievesthefile from its cache(ordisk)and
returns it to theinitial node.Uponreceiving thefile from
theservicenode, theinitial node sendsit to theclient.

To intelligently distribute the HTTP requestsit re-
ceives, eachnodeneeds locality and load information
about all theothernodes.Locality informationtakesthe
form of thenamesof thefiles thatarecurrently cached,
whereasload informationis represented by the number
of openconnectionshandledby eachnode.To dissemi-
natecachinginformation,eachnodebroadcastsits action
to all othernodeswhenever it replacesor startscachinga
file. To disseminateload information,eachnodepiggy-
backsits current loadontoany intra-clustermessage.

Communication Ar chitecture. PRESSis comprisedof
onemain coordinatingthreadanda number of helper
threadsusedto ensurethatthemain threadneverblocks.
The helper threadsinclude a setof disk threads used
to accessfiles on disk and a pair of send/receive
threads for intra-clustercommunication.

PRESScan useeither TCP or VIA for intra-cluster
communication.TheTCPversionbasicallyhasthesame
structureof its VIA counterpart;themaindifferencesare

thereplacement of theVI end-pointsby TCPsocketsand
theeliminationof flow control messages,which areim-
plementedtransparently to theserverby TCPitself.

Reconfiguration. PRESSis often used(as in our ex-
periments) without a front-enddevice, relyingonround-
robinDNSfor initial requestdistributionto nodes.Some
versions of PRESShave beendesignedto toleratenode
(and applicationprocess)crashes,removing the faulty
nodefrom the cooperating clusterwhenthe fault is de-
tectedandre-integratingthenodewhenit recovers. The
detectionmechanismwhenTCPis usedfor intra-cluster
communication employs periodic heartbeat messages.
To avoid sendingtoo many messages,we organize the
clusternodes in a directed ring structure. A nodeonly
sendsheartbeats to thenodeit points to. If a node does
not receive threeconsecutive heartbeatsfrom its prede-
cessor, it assumesthatthepredecessorhasfailed.

Fault detectionwhen VIA is used for intra-cluster
communicationis simpler. PRESSdoesnothaveto send
heartbeatmessagesitself sincethe communicationsub-
systempromptly breaks a connectionon thedetectionof
any fault. Thus, a node assumesthat anothernode has
failedif theVIA connectionbetweenthemis broken. In
this implementation,nodesare also organizedin a di-
rectedring, but only for recoverypurposes.

In bothcases,temporary recovery is implementedby
simply excluding the failed node from theserver. Mul-
tiple node faultscanoccur simultaneously. Every time a
fault occurs,the ring structure is modifiedto reflectthe
new configuration.

Thesecondandfinal stepin recovery is to re-integrate
a recovered node into the cluster. When using TCP,
the rejoiningnodebroadcastsits IP addressto all other
nodes. Thecurrentlyactivenodewith lowestid responds
by informing the rejoining node about the current clus-
ter configurationandits nodeid. With that information,
the rejoining nodecanreestablishthe intra-clustercon-
nections with theothernodes. After eachconnectionis
reestablished, the rejoining node is sentthe caching in-
formationof therespective node. Whentheintra-cluster
communication is done with VIA, the rejoining node
simply tries to reestablishits connectionwith all other
nodes. As connectionsare reestablished, the rejoining
nodeis sent the cachinginformation of the respective
nodes.

Versions. Several versionsof PRESShave beendevel-
opedin order to studytheperformance impactof differ-
entcommunicationmechanisms[8]. Table2 liststhever-
sionsof PRESSthatwe considerin this paper. Thebase
versionof PRESS,I-PRESS,is comprisedof a number
of independentWebservers (basedon thesamecodeas
PRESS)answering client requests.This is equivalent to
simply running multiple copiesof Apache, for example.



Version Main Features

I-PRESS Independentservers
TCP-PRESS Cooperative cachingserversusingTCP

for intra-clustercommunication
ReTCP-PRESS Cooperative cachingserversusingTCP

for intra-clustercommunicationanddy-
namicreconfiguration

VIA-PRESS Cooperative cachingserversusingVIA
for intra-clustercommunicationanddy-
namicreconfiguration

Table2: Versionsof PRESSavailable for study.

The otherversions cooperatein cachingfiles anddiffer
in termsof their concern with availability, andthe per-
formanceof their intra-clustercommunicationprotocols.

5 CaseStudy: Phase1

Wenow applythefirst phaseof ourmethodologyto eval-
uatetheperformability of PRESS.We first describeour
experimentaltestbed,thenshow a samplingof PRESS’s
behavior under our fault loads. Throughout this sec-
tion,wedonotshow resultsfor I-PRESSasthey entirely
matchexpectation: the achieved throughputsimply de-
pendsonhow many of thenodesareupandableto serve
client requests.

5.1 Experimental Setup

In all experiments,werunafour-nodeversionof PRESS
on four 800MHz PIII PCs,eachequippedwith 206MB
of memory and2 10,000RPM 9 GB SCSIdisks.Nodes
are interconnectedby a 1 Gb/s cLAN network. We
cancommunicatewith TCP or VIA over this network.
PRESSwasallocated128MB on eachnodefor its file
cache;the remainder of the memory wassufficient for
the operating system. In our experiments,PRESSonly
servesstatic content andthe entiresetof documentsis
replicatedat eachnode on oneof thedisks.PRESSwas
loadedat 90% of saturationandset to warm up to this
peakthroughput over a periodof 5 minutes. Note that,
becausewearerunningsocloseto saturationandPRESS
alreadyimplements sophisticatedloadbalancing, we do
not apply a front-endload distributor. Undersuchhigh
load andlittle excesscapacity, the front-endwould not
preventthelossof requestsin theevent of a fault.

Theworkloadfor all experimentsis generatedby aset
of 4 clientsrunning on separatemachinesconnected to
PRESSby thesamenetwork thatconnects thenodesof
theserver. Thetotalnetwork traffic doesnotsaturateany
of thecLAN NICs,links, andswitch,andsotheinterfer-
encebetweenthetwo classesof traffic is minimal in our

Subsystem Fault Characteristics

Network Link down Transient- 5, 180secs
Switchdown Transient- 5, 180secs

Disk SCSItimeout Transient- 120secs
Disk hang Sticky
Readfaults Sticky
Write faults Sticky

Node Hardreboot Transient- 180secs
Nodefreeze Transient- 180secs

Application Processcrash Transient- 180secs
Processhang Transient- 180secs

Table3: Fault loadsfor PRESSperformability study. For
transientfaults,thegiventimesrepresenttheduration of
thefaults.

setup.Finally, Mendosus’snetwork emulation systemal-
lows us to differentiatebetweenintra-clustercommuni-
cationandclient-server communicationwhen injecting
network-relatedfaults. Thus, the clientsarenever dis-
turbedby faultsinjectedinto theintra-clustercommuni-
cation.

Eachclient generatesloadby following a tracegath-
eredatRutgers;wechosethistracefromseveralthatCar-
reraandBianchinipreviously usedto evaluate PRESS’s
performancebecauseit hasthe largestworking set [7].
Resultsfor othertracesareverysimilar. Toachieveapar-
ticular loadon theserver, eachclient generatesa stream
of requestsaccording to a Poissonprocesswith a given
average arrival rate. Eachrequest is set to time out af-
ter2 secondsif aconnectioncannot becompletedandto
time out after 6 secondsif, after successfulconnection,
therequestcannot becompleted.

Finally, Table3 lists thesetof faultsthatweinject into
a live PRESSsystemto study its behavior. Faults fall
into four categories: network, disk, node, andapplica-
tion. Note that thesegeneric faultscanbe causedby a
wide variety of reasons for a real system;for example,
an operator accidentallypulling out the wrong network
cablewould leadto a link failure. We cannot focus on
all potential causesbecausethis setis too large. Rather,
we focuson theclassof failuresasobserved by thesys-
tem,usinganMTTF thatcovers all potentialcausesof a
particular fault. This set is comprehensive with respect
to PRESSin that it covers just aboutall resourcesthat
PRESSusesin providing its service.

5.2 Network Faults

In this section,we studyPRESS’s behavior undernet-
work faults. Figure 2 shows the effects of a transient
switch fault. We first discusswhat happened in each
case,thenmakeaninterestinggeneralobservation.

TCP-PRESSbehaved exactly as expected: through-
put dropsto zeroa shorttime aftertheoccurrenceof the
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Figure2: Effectsof transientswitch faults.Pairs of vertical linesrepresentthestart andendtimesof injectedfaults.
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Figure3: Effectsof transientSCSItime-out faults. Pairs of vertical linesrepresentthestart andendtimesof injected
faults.

fault becausethequeuesfor intra-server communication
fill up as the nodes attemptto fetch contentacrossthe
faulty switch. Throughput staysat zerountil theswitch
comesbackup. For ReTCP-PRESS,thefirst switchfault
leadsto thesamebehavior asTCP-PRESS;thereconfig-
urationcodedoesnot activatebecausethe fault is suffi-
ciently shortthatno heartbeatis lost. Thelongerswitch
fault,however, triggersthereconfiguration code,leading
ReTCP-PRESSto reconfigure into 4 groups of single-
ton. The detectiontime is determined by the heartbeat
protocol, which usesa DEADTIME interval of 15 sec-
onds(3 heartbeats). For VIA-PRESS,theswitchfault is
detectedalmostimmediatelyby thedevicedriver, which
breaks all VIA connectionsto unreachablenodes.This
immediatelytriggers thereconfigurationof VIA-PRESS
into four sub-clusters.

Interestingly, ReTCP-PRESSandVIA-PRESSdo not
reconfigure back into a single clusteronce the switch
returns to normal operation. This surprisingbehavior
arisesfromamismatchbetweenthefaultmodel assumed
by the reconfigurable versions of PRESSand the ac-
tual fault. Theseversions of PRESSassumethat nodes
fail but links and switchesdo not. Thus, reconfigura-
tion occurs at startupandon lossof 3 heartbeats,but re-
integration into a singlegroup only happens at startup.
If a clusteris splinteredasabove, they never attemptto
rejoin. Returnto full operation thuswould require the
intervention of anadministrator to restartall but oneof
the sub-clusters.This, in effect, make thesereconfig-

urableversions lessrobustthanthebasicTCP-PRESSin
thefaceof relatively shorttransientfaults,andpoints to
theimportanceof theaccuracy of thefaultmodel usedin
designing aservice.

Finally, we do not show resultsfor the link/NIC fault
herebecausethey essentiallyleadto thesamebehaviors
asabove.

5.3 Disk Faults

Recallthateachservermachinecontainstwo SCSIdisks,
oneholding theoperatingsystemandthesecondthefile
setbeingservedby PRESS.Weinjectfaultsinto only the
seconddisk to minimizetheinterferencefrom operating
system-relateddiskaccesses(e.g.,pageswapping) while
observing thebehavior of PRESSunderdisk faults.

Figure3 shows PRESS’s behavior underSCSI time-
outs. TCP-PRESSandVIA-PRESSbehave exactly as
one would expect. When the fault lasts long enough,
all disk helperthreads becomeblockedandthequeue
betweenthe disk threads and the main threadfills
up. Whenthis happens,themain threaditself becomes
blockedwhenit tries to initiate another read. Onceone
of thenodesgrinds to a halt, thentheentireserver even-
tually comesto a halt aswell. Whenthe faulty disk re-
covers, theentiresystemregains its normal operation.

ReTCP-PRESS,on theotherhand, interprets thelong
faultasanodefaultandsosplintersintosub-clusters,one
with 3 nodesandonesingleton. This splinteringof the
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Figure4: Effectsof a nodecrash.Pairs of vertical linesrepresentthestart andendtimesof injectedfaults.
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Figure5: Effectsof onePRESSprocesscrash. Pairs of vertical lines representthe start and endtimesof injected
faults.

serverclusteris causedby missingheartbeats.Similar to
the argument for TCP-PRESSandVIA-PRESSabove,
whenall disk threads block becauseof thefaulty disk,
themain threadalsoeventually blocks whenit tries to
initiateyetonemoreread.In thiscase,however, themain
threadis alsoresponsiblefor sendingtheheartbeat mes-
sages.Thus,whenit blocks,its peersdonotgetany more
heartbeatsandsoassumethat thatnodeis down; at this
point, thereconfigurationcodetakesover, leadingto the
splinter.

We do not show resultsfor disk hang, readandwrite
faultsbecausethebehaviors aremuchasexpected.

5.4 NodeFaults

Figure4 shows the effectsof a hard reboot fault. Be-
causeit is not capable of reconfiguration, TCP-PRESS
grinds to a halt while thefaulty node is down. Whenthe
nodesuccessfullyreboots,however, theopenTCPcon-
nectionsof thethreenon-faultynodeswith therecovered
nodebreak.At this point, thePRESSprocessesrunning
on thesenodesrealizethat something hashappenedto
the faulty nodeandstopattemptingto coordinatewith
it. Thus, server operation restartswith a cluster of 3
nodes. Whenthefaulty nodesuccessfullycompletesthe
reboot sequence,Mendosusstartsanother PRESSpro-
cessautomatically. However, sinceTCP-PRESScannot
reconfigure, correct operation with a clusterof 4 nodes
cannot take placeuntil theentireserver is shutdown and

restarted.
ReTCP-PRESSand VIA-PRESS behave exactly as

expected.Operationof theservergrindstoahaltuntil the
reconfigurationcodedetectsafault. Thethreenon-faulty
nodesrecoverandoperateasacooperatingcluster. When
thefaultynoderecoversandthePRESSprocesshasbeen
restarted,it joins in correctlywith the threenon-faulty
processesandthroughput eventually returns to normal.

We donotshow resultsfor anode freezebecausethey
aresimilar to thosefor a SCSI time-out. TCP-PRESS
and VIA-PRESS degradesto 0 throughput during the
fault but recovers fully. ReTCP-PRESSsplintersand
cannot recover fully.

5.5 Application Faults

Figure5 showstheeffectsof anapplication crash,which
aresimilar to thoseof a nodecrash.Theonedifference
is that TCP-PRESSrecovers from 0 throughput more
rapidly becauseit can detectthe fault quickly through
broken TCP connections. The effectsof an application
hangareexactly thesameasa node freeze.

6 CaseStudy: Phase2

We now proceedto the secondphaseof our methodol-
ogy: usingtheanalyticalmodel to extrapolateperforma-
bility from our fault-injection results.We first compare
the performance,availability, andperformability of the
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Figure6: (a)Averagemodeledthroughput and(b) modeledunavailability (1 - availability).

Fault MTTF MTTR
Link down 6 months 3 minutes
Switchdown 1 year 1 hour
SCSItimeout 1 year 1 hour
Hardreboot 2 weeks 3 minutes
Processcrash 1 month 3 minutes

Table4: Faults andtheir MTTFsandMTTRs.

Phase Switch Fault Application Crash
Thrup ut Duration Thrupu t Duration

(reqs/sec) (secs) (reqs/sec) (secs)
A 892.40 75 1889.10 10
B – 0 3143.55 145
C 1106.70 3525 4537.60 25
D – 0 4789.13 45
E 1209.60 300 – 0
F 0.0 300 – 0
G 3017.00 300 – 0

Table5: Examplethroughputandduration of thephases
in our model for VIA-PRESSfor two different faults.
Notethat for sometypesof faults,somephasescollapse
into a singlephaseor are notused.

different versions of PRESS.Then, we show how we
canusethe model to evaluatedesigntradeoffs, suchas
adding aRAID or increasingoperatorsupport.

6.1 Parameterizing the Model

We parameterize our model by using the data col-
lected in phase one, the fault load shown in Ta-
ble 4, and a number of assumptions about the en-
vironment. Since we cannot list all data extracted
from phase 1 here becauseof space constraints,
we refer the interested reader to http://www.panic-
lab.rutgers.edu/Research/mendosus/.Table5 providesa
flavor of this data, listing the throughput and duration
of eachphaseof our 7-stagemodelfor VIA-PRESSfor
two typesof faults. The MTTFs andMTTRs shown in
Table4 werechosenbasedon previously reportedfaults
andfault rates[13, 16, 32]. Note that we do not model

all thefaultsthatwe caninjectbecausethereareno reli-
ablestatisticsfor someof them,e.g.,application hangs.
Finally, ourenvironmental assumptions arethatoperator
responsetime for stageE is 5 minutes andclusterreset
time for stageF is 5 minutes. Recall from Section5.1
thatG, thewarmupperiod, wasalsosetto 5 minutes.

6.2 Modeling Results

Figure6(a)showstheexpectedaveragethroughput in the
faceof componentfaultsfor the4 PRESSversions. As
hasbeennotedin previouswork, the locality-conscious
request distribution significantlyimprovesperformance.
The useof user-level communication improves perfor-
mancefurther.

Figure6(b)showstheaverageunavailability of thedif-
ferent versions of PRESS.Eachbar includes the con-
tributions of the different fault types to unavailability.
Theseresultsshow that availability is somewhat disap-
pointing, on theorder of 99.9%, or “threenines”. How-
ever, recallthattheserverswereoperating nearpeak;any
lossin performance,suchaslosinganodeor splintering,
resultsin animmediatelossin throughput (andin many
failedrequests).A fieldedsystemwould reserve excess
capacityfor handling faults. Exploring this tradeoff be-
tweenperformability andcapacityis a topic for our fu-
tureresearch.

Comparing the systems, observe that I-PRESS
achieves the best availability because there’s no coor-
dinationbetweenthe nodes. TCP-PRESSis almostan
order of magnitude worse than I-PRESS;this is per-
hapsexpectedsinceTCP-PRESSdoesa very poor job
of toleratingand recovery from faults. More interest-
ingly, ReTCP-PRESSgivesbetteravailability thanVIA-
PRESS.Looking at thebarsclosely, weobserve thatthis
is becauseReTCP-PRESSis betterat toleratingSCSI
timeouts. This is fortuitous rather than by design: as
previously discussed,whena SCSI timeout occurs, the
heartbeatsare delayedin ReTCP-PRESS,causingthe
cluster to reconfigure and proceed without the faulty
node. VIA-PRESS doesnot reconfigure becausethe
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communicationsubsystemdoesnotdetectany fault.
Finally, Figure7 shows theperformability of thedif-

ferent PRESSversions. We can seethat although the
locality-aware,cooperative natureof TCP-PRESSdoes
deliver increasedperformance,the lack of much, if any,
fault-tolerancein its designreducesavailability signif-
icantly, giving it a lower performability scorethan I-
PRESS.The superior performanceof the ReTCPand
VIA versions of PRESSmake up for their lower avail-
ability over I-PRESS.Again, the fact that ReTCPgives
abetterperformability scorethanVIA-PRESSis thefor-
tuitouslossof heartbeatsonSCSItimeouts. Thus,wedo
notmakeany conclusionbasedonthisdifference(rather,
we discussthenatureof heartbeatsin Section7).

Quantifying DesignTradeoffs. Analytical modeling of
faultsandtheir phasesenables us to explore the impact
of ourserverdesignsonperformability. Thus,we exam-
ine two alternative designdecisions to theoneswe have
exploredsofar.

Thefirst designchangeis to reducetheoperator cover-
age.In thepreviousmodel, themeantime for anopera-
tor to respondwhentheserverenteredanon-recoverable
statewas5 minutes.This represents thePRESSservers
runningunderthewatchful eyesof operators24x7. How-
ever, as this is quite an expensive proposition, we re-
ducedthe meanresponse to 4 hours and observed the
performability impact.

Figure6(b) suggeststhat disks area major causeof
unavailability . In this seconddesignchange, we added
a much more reliable disk subsystem,e.g., a RAID.
We modeledthebetterdisk subsystemby increasingthe
meantime to failureof thedisksby a factorof five, but
keepingtheMTTR of thedisksthesame.

Figure8 showstheperformability impactof thesetwo
designchanges. Thecenterbar representthesame“ba-
sic” resultsasin Figure 7. Theleft mostbaris thebasic
systemwith a 4-hour operatorresponse,andtheright is
thebasicsystemenhancedwith aRAID.

Our modelingresultsshow that running the coopera-
tive versionsin an environment with quick operator re-
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Figure8: Impactof reducingthemeanoperator response
from 5 minutesto 4 hours and adding a more reliable
disksubsystem.

sponseis critical (unlessfault recovery canbeimproved
significantly): the performability of all the cooperative
versions become lessthanthatof I-PRESS.Ontheother
hand, our resultsshow thatI-PRESSis insensitive to op-
eratorresponsetimeasexpected.

Theperformabilitymodelsalsodemonstratetheutility
of a highly-reliabledisk subsystem.Figure8 show that
bypurchasingincreasinglyreliabledisksubsystems,per-
formability of all versions of PRESSis enhanced,e.g.,
approximately 84% for VIA-PRESS. In fact, ReTCP-
PRESSandVIA-PRESSachieve virtually thesameper-
formability in the presence of this more sophisticated
disk subsystem.Theseresultssuggest that the overall
systemimpactof redundantdisk organizations, suchas
RAIDs, is substantial.

Scaling to Lar ger Cluster Configurations. We now
considerhow to scaleourmodel to predicttheperforma-
bility of servicesrunning on larger clusters.Suchscal-
ing maybeneededbecausesystemsaretypically notde-
signedandtestedat full deployment scale. We demon-
stratethe scalingprocessby scalingour measurements
collectedon the 4-nodeclusterto predict PRESS’s per-
formability on8 nodes,whichis thelargestconfiguration
we canachieve usingour current testbedfor validation.
We thencompare theseresultsagainstwhat happens if
the fault-injections and measurementswere performed
directlyonan8-nodesystem.

Essentially, our modeldependson threetypesof pa-
rameters:the meantime to failure of eachcomponent
(
% �&�O' � ), the duration of eachphaseduring the fault

( 
XW� ), andthe (average)throughput under normal oper-
ation ( � � ) andduring eachfault phase( ��W� ). Thesepa-
rametersareaffected by scalingin differentways.

Let usreferto the
% �&�(' � in a configurationwith Y

nodes as
% �&�('[Z� .

% �(�(' � in a configurationwith \
timesmore nodes,

% �&�('X]VZ� , is
% �&�('
Z� / \ . Assum-

ing that the bottleneck resource is the samefor the N-
nodeandtheSN-node configurations,thedurations 
^W�
shouldbe the sameunder both configurations. Further



Unavailability�by�Component

0
0.001
0.002
0.003
0.004
0.005
0.006
0.007
0.008
0.009

0.01

I-PRESS TCP-PRESS ReTCP-PRESS VIA-PRESS

PRESS�Versions

U
n

av
ai

la
b

ili
ty

��

application�crash

node�crash

scsi�timeout

internal�switch�

internal�link

Unavailability�by�Component

0
0.001
0.002
0.003
0.004
0.005
0.006
0.007
0.008
0.009

0.01

I-PRESS TCP-PRESS ReTCP-PRESS VIA-PRESS

PRESS�Versions

U
n

av
ai

la
b

ili
ty

��

application�crash

node�crash

scsi�timeout

internal�switch�

internal�link

Unavailability�by�Component

0
0.001
0.002
0.003
0.004
0.005
0.006
0.007
0.008
0.009

0.01

I-PRESS TCP-PRESS ReTCP-PRESS VIA-PRESS

PRESS�Versions

U
n

av
ai

la
b

ili
ty

��

application�crash

node�crash

scsi�timeout

internal�switch�

internal�link

Performability

0

20

40

60

80

100

120

140

160

I-PRESS TCP-PRESS ReTCP-PRESS VIA-PRESS

PRESS�Versions

P
er

fo
rm

ab
ili

ty

Performability

0

20

40

60

80

100

120

140

160

I-PRESS TCP-PRESS ReTCP-PRESS VIA-PRESS

PRESS�Versions

P
er

fo
rm

ab
ili

ty

Performability

0

20

40

60

80

100

120

140

160

I-PRESS TCP-PRESS ReTCP-PRESS VIA-PRESS

PRESS�Versions

P
er

fo
rm

ab
ili

ty

(a) (b) (c)

Figure9: Unavailability andperformability of PRESSon8 nodes,when(a) scalinganalytically froma 4-nodeconfig-
urationin which PRESShas128MB of memoryoneach node;(b) usingmeasurementson8 nodes,each of which has
64MB of memory;and(c) usingmeasurementson8 nodes,each of which has128MB of memory.

assuminga linear increasein throughput for PRESS(in
general, designers usingour methodology will needto
understand/measure throughput vs. number of nodesfor
theserviceunder studyfor scaling),wescalethroughput
as �O]VZ� �C\_G��(Z� . Unfortunately, theeffect of scaling
onthethroughput of eachfaultphaseisnotasstraightfor-
ward.Whentheeffect of thefaultis tobringdownanode
or make it unaccessible,for instance,the throughput of
phaseC shouldapproach �9]`Z� �_�O]`Z� / \aY under \bY
nodes, whereastheaveragethroughput of phasesB and
G shouldapproach �c� ]`Z� �d� ]`Z� / \aY �0/fe and � ]`Z� /Me
respectively. Justasunder Y nodes, the throughput of
phasesA andF shouldapproach0 under \aY nodes.

Finally, an important effect occursas we scaleup,
whenthecluster-widecachespacealmosteliminatesac-
cessesto disks. This reducesthe impactof disk faults
on availability, becausethe duration of a fault may not
overlapwith any accessesto coldfiles.

Figure9 shows thescaledmodelingresultsusingthe
aboverules,aswell asresultsusingmeasurementstaken
directlyonPRESSrunning on8-nodes.Observethatour
scalingresultsarevery accuratecomparedto the mea-
suredresultsfor 8 nodes,eachwith 64 MB of memory.
This is becausethecluster-wide amount of cachemem-
ory was kept constant,thus, PRESSstill depended on
the disk for fetchingcold files. However, if eachnode
in the 8-node clusterhas128 MB, then the resultsare
significantlydifferent. Becausedisk faultsno longer im-
pactavailability—theworkingsetfits in memory—VIA-
PRESSnow achieves thebestperformability. Whenwe
eliminatethecontribution of disk faultsto unavailability
in our scaledmodeling, we againachieve a closematch
betweenmodelingandmeasurements.

In summary, we observe that our methodology pro-

ducesaccurateresultswhen scaling to larger configu-
rationsthanthat availableat design/testingtime. How-
ever, the servicedesignermust understandthe system
well enough to accountfor effects of crossingbound-
aries,wheresomeresource may becomemore or less
critical to systembehavior.

7 LessonsLearned

Applying our 2-phased methodology to PRESS we
learneda few lessons. First, we found that the fault-
injection phaseof our methodology exposed not only
implementation bugs,but more importantly conceptual
gaps in our reasoning abouthow the systemreactsto
faults.Forexample,anintermittentVIA switchfaultcre-
atedanetworkof singletonsthatwasincapableof rejoin-
ing, evenafter theswitchcamebackon-line. Theseex-
periments demonstratedthatsomeof thefaultsnot orig-
inally consideredin thePRESSdesignhada significant
impacton thebehavior of theserver. We alsofound the
secondphaseof themethodology to beextremely useful
for quantitatively reasoningaboutthe impactof design
tradeoffs. For example, for all versions except I-PRESS,
operator responsetime is critical to overall performabil-
ity. While adesignermayintuitively understandthis,our
methodologyallowsustoquantify theimpactof decreas-
ing or increasing operatorsupport.

Thesecondlessonis that runtime fault detectionand
diagnosis is a difficult issueto address. Considerthe
heartbeatsystemimplementedin ReTCP-PRESS.What
shoulda lossof heartbeatindicate? Shouldit indicatea
nodefault? Doesit indicatesomefailure on the node?
How can we differentiatebetweena nodeand a com-



munication fault?Shouldwe differentiatebetweennode
andapplication faults?Again, this implies thatsystems
mustcarefully monitor the statusof all its components,
aswell ashaveawell-definedreporting system,in which
eachstatusindicator hasa clearlydefinedsemantic.

Finally, efforts to achieve high availability will only
pay off if the assumedfault modelmatches actualfault
scenarioswell. MismatchesbetweenPRESS’s fault
model and actualfaults led to somesurprising results.
A prime example of this is PRESS’s assumptionthat
theonly possiblefaultsarenode or applicationcrashes.
Thissignificantlydegradestheperformability of ReTCP-
PRESSandVIA-PRESSbecause other faults that also
led to splinteringof the cluster(e.g.,link fault) eventu-
ally requiredtheinterventionof ahumanoperator before
full recoverycouldoccur.

One obvious answerto this last problem is to im-
provePRESS’s faultmodel,which is currently very lim-
ited. However, the morecomplex the fault model, the
morecomplex thedetectionandrecovery code, leading
to higher chancesfor bugs. Further, detectionwould
likely requireadditionalmonitoring hardware, leadingto
higher costaswell. Oneideathatwe have recentlyex-
ploredin [24, 26] is to definea limited fault model and
thento enforce that fault modelduring operationof the
server. We refer to this approach as Fault Model En-
forcement(FME). As an example FME policy, in [24]
we enforcedthenode crashmodelin PRESSby forcing
any fault that leadsto the separation of a process/node
from the main group to causethe automaticreboot of
thatnode.While this is anextremeexample of FME, it
doesimprove theavailability of PRESSsubstantially, as
well asreducestheneedfor operator coverage.

8 RelatedWork

Therehasbeenextensive work in analyzing faultsand
how they impactsystems[11, 31, 17]. Studiesbench-
marking systembehavior underfault loadsinclude[15,
19]. Unfortunately, theseworks do not provide a good
understandingof how onewouldestimateoverall system
availability undera givenfault load.

Therehasalsobeena large number of systemavail-
ability studies. Two approachesthat areusedmostof-
ten includeempiricalmeasurementsof actualfault rates
[3, 13, 20, 16, 23] anda rich set of stochasticprocess
models that describe systemdependencies,fault likeli-
hoods over time, andperformance[10, 21, 30]. Com-
paredto thesecomplex stochasticmodels,our models
aremuchsimpler, andthusmoreaccessibleto practition-
ers. This stemsfrom our more limited goal of quanti-
fying performability to compare systems,asopposedto
reasoning about systemevolutionasa functionof time.

A recentwork [1] proposedthatfaultsareunavoidable
andsosystemsshouldbebuilt to recover rapidly, in ad-
dition to beingfault-tolerant. While similar in viewpoint,
our proposedmethodology concentratesmoreon evalu-
atingperformability independently of theapproachtaken
to improveperformanceor availability.

Perhapsmore similar to our work is that of [6],
which outlines a methodology for benchmarking sys-
tems’ availability. Other works have proposedrobust-
ness[29] andreliability benchmarks[34] that quantify
thedegradationof systemperformanceunder faults.Our
work herediffersfrom thesepreviousstudiesin thatwe
focus on cluster-basedservers. Our methodology and
infrastructure seemto be the first directedto studying
theseservers, although recentstudieshave lookedat re-
sponsetime and availability of a single-node Apache
Webserver [18]. Though otherpreviouswork proposes
availability-improving strategies for applications span-
ning large configurations [9], we seemto be the first
group to quantify theperformability andthedesignand
environmental tradeoffs of cluster-basedservers.

Finally, we recentlyusedthemethodology introduced
hereto quantify theeffectsof two differentcommunica-
tion architectureson theperformabilityof PRESS[25].

9 Conclusions

The needfor appropriate methodologiesandinfrastruc-
turesfor the designand evaluation of highly available
servers is rapidly emerging, asavailability becomesan
increasingly important metric for network services. In
this paper, we have introduceda methodology thatuses
fault-injection andanalyticalmodeling to quantitatively
evaluatethe performanceand availability (performabil-
ity) of cluster-based services. Designerscan use our
methodology to studywhat if scenarios,predicting the
performability impactof designchanges. We have also
introducedMendosus,a fault-injectionandnetwork em-
ulationinfrastructuredesignedto support our methodol-
ogy.

We evaluatedtheperformability of four differentver-
sionsof PRESS,a sophisticatedcluster-basedserver, to
show how our methodology canbeapplied.In addition,
we also showed how our methodology can be usedto
assessthepotentialimpactof different designdecisions
andenvironmental parameters.An additional benefit of
studying the various versions of PRESSis that our re-
sults provided insights into server design,particularly
concerning runtime faultdetectionanddiagnosis.
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